Infrastructure Ansible




A 2K

% Ansibleg 0|3t

L
v' Playbook % — install_docker.yaml

- hosts: localhost
become: yes
tasks:
- name: 1. GPG 7| C|HE2| 4
ansible.builtin file:

path: /etc/apt/keyrings
state: directory
mode: '0755'

- name: 2. =7 GPG 7| 2™ CIREE
ansible.builtin.get_url:
url: https://download.docker.com/linux/ubuntu/gpg
dest: /etc/apt/keyrings/docker.asc
mode: '0644'
force: yes



% Ansible= 0| &%t =7 X

v' Playbook % — install_docker.yaml

- name: 3. N &2 X Y (Ubuntu 24.04 noble T &)
ansible.builtin.copy:
dest: /etc/apt/sources.list.d/docker.list
content: "deb [arch=amd64 signed-by=/etc/apt/keyrings/docker.asc]

https://download.docker.com/linux/ubuntu noble stable"
mode: '0644'

- name: 4. A|28 W 7[X] S5 ZH YHOE
ansible.builtin.apt:
update_cache: yes

- name: 5. =7 AZ AKX (HH Fa2 ZH EX))
ansible.builtin.apt:

name:
- docker-ce
- docker-ce-cli
- containerd.io

state: present

update_cache: yes



% Ansible= 0| 8%t =7 &X]
v' Playbook % — install_docker.yaml
- name: 6. =7 AH|A A|&f
ansible.builtin.service:
name: docker

state: started
enabled: yes



< Ansibleg 0| &%t =7 X
v' Playbook &3: ansible-playbook install_docker.yml -K
BECOME password:

PLAY [loca | host] kkhkkkhkkkhkkhkkhkkhkhkkhkkhkkhkhkhkkhkkhkhkhkkhkkhkkhhkhkhkkhkhkhhkkhkkhkkhhkkhkkhkkhhkkhkkhkkhkhkkhkkhkkikkxk

TASK [Gatherlﬂg FaCtS] kkhkkkhkkhkkkhkkhkkhkkkhkkhkkhkhkhkhkkhkkhkhkkhkkhkkhkhkhkhkkhkkhkhkkhkkhkkhkhkkhkkhkkkhkkhkkhkkikkkx

ok: [localhost]

TASK | A EH;"X' )HX' B R R T R R T R R P R R R TS
[T = A]

ok: [localhost]

TASK [GPG yl 7&'% ElE_{lEEl AOI-IAO-I] B R P P R P P e ey

ok: [localhost]
TASK [=7] GPG 7| CH2 2 E (ZH EO0{2A )]

kkhkkkhkkhkkkhkkhkkhkkkhkkhkkhkkhhkkhkkhkkhkhkkhkkhkkhkhkkhkkikkkk

changed: [localhost]
TASK [Ey_l x.ljél-i )é-l)(o-l (Io-igrc‘,'} %E Xl)(o-l)] L T s

changed: [localhost]

TASK [E?—I AE-IIH KAKAKKAKKAKRKAKRKAKRKAKRKAKRKAKRKARKARKARKRARKRARKRARKRA XK ARRARRA_RAhkAhkhhhkkihkkix*%

ok: [localhost]
TASK [Ensure DOCkeI’ |S Started] khkhhkkkkhdhhkkkhkhdhrhhkkhdhhrhhkidhdhrhrhkkhdhdhhhkkhkhdhrhkkkhdhhhkkhkhkhhkkkkk,kx

ok: [localhost]

PLAY RECAP kkhkkhkhhkkkhkhhhkkkhhhhkkhkhhhhkkhdhhhkhkhdhdhhhkkhdhhhkhkhdhdhhhkhkhdhhhkhkhkhdhhhkhkhkhdhhkhkhkhkhhkkhkhkhkhhkkkikdkx
localhost : ok=7 changed=2 unreachable=0 failed=0 skipped=0
rescued=0 ignored=0



% Ansible= 0| &%t =7 X

v 2ol

® sudo docker --version
Docker version 29.3.1, build c2be9cc
® sudo docker ps
CONTAINER ID IMAGE COMMAND CREATED STATUS PORTS NAMES



< Ansible2 0[&%t =7 4X|
v 7| Z1H|0|L{ HiZ: deploy-docker.yml
- name: =7 7AH|O|L4 HiZ=

hosts: localhost # N S AE (H
become: yes # sudo Hot HE
vars:

container_name: my-web-server
image_name: nginx:latest

E2 remote_server 1 &)

host_port: 8080 # DAEQM HETY EE

container_port: 80  # 7AH|O| LH§ ZE

tasks:
- name: 1. ItO|M =74 20| E 22| 4X]

ansible.builtin.apt:
name: python3-docker

state: present
update_cache: yes

- name: 2. =7 O|O|X| Pull
community.general.docker_image:
name: "{{ image_name }}"
source: pull



% Ansible= 0| &%t =7 X

v E7{ ZAH|0|H HiiL: deploy-docker.yml
- name: 3. =7 AHO|H 44 & AN
community.general.docker_container:
name: "{{ container_name }}"
image: "{{ image_name }}"
state: started
restart_policy: always
published_ports:
- "{{ host_port }}:{{ container_port }}
env:
MY_ENV_VAR: "hello-ansible"

- name: 4. H{Z A1} =40l
ansible.builtin.debug:
msg: "ZH| 0| {{ container_name }7} {{ host_port }H ZEO|A Al & L|CL"



< Ansibleg 0| &%t =7 X
v =7 ZH| 0| HiZE: ansible-playbook deploy-docker.yml -K

PLAY [59-' 77_-| E-” ol |_-| HHE] Khkhkkhhkhhkhhkkhhhkhhhrhrhrhrhrkhhkhhkhhkhhrkhhrrhrhrkhrkhhkhikx

TASK [Gatherlﬂg Facts] kkhkkkhkkhkkkhkkhkkhkhkkhkkhkkhkhkkhkkhkkhkhkkhkkhkkhkhkkhkkhkkkhkkhkkhkkkhkkhkkikkkx

ok: [localhost]

TASK [1 _ITL|'O|M|_'| E;.l E_|'0|EE'| El J\E-IXH khkkkhhkhkhhhhhhhhhhhhhhhhkhkhhhhkhkkkkkkkkkkkk*x
ok: [localhost]

TASK [2 59‘| olulxl PU”] B R R R LT T T T e e

changed: [localhost]

TASK [3 E;.I 77_‘|E-||O||4 Aol-l)ko-l E'tl J\EIE';('DH] khhkkhhkhhhhhhhhhhkhhhkhhrkhhkhhrkhhrhhrhhrhkhrixk
changed: [localhost]

TASK [4. HH;I_I'I; 7E:|J__||. %!-Ol_l] khkkkkkhkkhkkhkhkkhkhhkhkhhkhkhhkhkhhkhkhhkhkhhkhkhhkhkhhkhkhhkhkhhkhkhhkhkikkhkhkkikikkkx

ok: [localhost] => {
"msg": "ZAH| O] my-web-server?t 8080 ZEO|A Ml = RIL|CH"

}

PLAY RECAP hhkkkhkkhkhkkhhkkhhhkhkhhkhhkhhhkhhhkhhhhhhhhhhkhhhkhrhkhhhkhhhkhhhkhkhhkhkhhkhkhhkhkhkkhkikkkxx

localhost : ok=5 changed=2 unreachable=0 failed=0 skipped=0
rescued=0 ignored=0



% Ansible= 0| &%t =7 X

v =7 ZH| 0| HX: sudo docker ps

CONTAINER ID IMAGE COMMAND CREATED STATUS
PORTS NAMES

ec4165c4ccf7 nginx:latest "/docker-entrypoint...." 18 minutes ago Up 18 minutes
0.0.0.0:8080->80/tcp my-web-server



< Ansibleg 0|&%t =7 2X|
v &7 4H| 0|4 AX|: remove-docker.yml

- name; =7 ZAH| 0|4 AKX
hosts: localhost
become: yes

vars:
container_name: my-web-server # At&|g 7

tasks:
- name: 1. £7 0| 52| HH|O|HE O} A K|5}7|
community.general.docker_container:
name: "{{ container_name }}"
state: absent
# OroF Z4E|0| L4 9 X ZAE =E(H|O|E)IHX| K|
# keep_volumes: no

- name: 2. 21} 20l
ansible.builtin.debug:
msg: "ZAH|0|H {{ container_name }}7t 4& X2

HO|H Ol

2 CHH ofef =4 A

IT

2 A= A=



% Ansible= 0| &%t =7 X

v =7 HH Ol A: ansible-playbook remove-dockeryml -K

PLAY [=71 ZAH|O|L AtK]

kkhkkkhkkhkkkhkkhkkhkkhkkhkkhkhkhkkhkkhhkhhkkhkkhkhkhhkkhkkhkhkhhkkhkkhkhkhhkkhkkhkhkhhkkhkkhkhkhkhkkhkkhkhkhkhkkhkkhkkkhkkkk*k

TASK [Gathering Facts]

kkhkkkhkkhkkkhkkhkkhkhkhhkkhkkhkhkhhkkhkkhkhkhhkkhkkhhkhhkkhkkhkhkhhkkhkkhkhkhkhkkhkkhkhkhhkhkkhkkhkhkhkhkkhkkhkkhkhkkhkkhkkhkhkkhkkikk,kx

ok: [localhost]

TASK [1. £°8 O|F2| AH|O|HE RO 4 K[SH7]]

kkhkkkhkkhkkkhkkhkkhkkhkkhkkhkhkhkhkkhkkhkhkhhkkhkkhhkhhkkhkkhkhkhkhkkhkkhkhkhkhkkhkkhkkkhkkhkk*

changed: [localhost]

TASK [2. 24t =22l
khkkkkhkhkhkhhhhkhkhkhkkhdhdhdhhhhhhhdhdhddhhhhhhhdhdhddhhhhhhdhdhdhdhkhhhhhhhdhdhdhdhkhhhhhhhdhdhdhdhkhkhhhhhdkdhdhdkdkikhhkkxkx
ok: [localhost] => {

"msg": "ZAH O] my-web-server’t 43X E MM A& LICE"

PLAY RECAP

AKKAKKAKRKAKRERAKRERRAKRKIAKRIRAKERIAKRRARIARERIRR KR rhkhhhkhhhhhhkkhrhkhhhkhhhrhhhkhhhkhhhkhhhkhkhkkhkhkkhkhkkhkhkkhkhkkhkrkkkixk

*kkkk*k

localhost : ok=3 changed=1 unreachable=0 failed=0 skipped=0
rescued=0 ignored=0



< AnsibleZ 0|&%t =7 2%
v =7 ZAH|0|H AFA|: sudo docker ps -a
CONTAINER ID IMAGE COMMAND CREATED STATUS PORTS NAMES



< Ansibleg 0| &%t =7 X
v =7 AA: uninstall-docker.ym|

- name: =7 AT I 2EH G|O[E 2t AMK|
hosts: localhost
become: yes
tasks:
- name: 1. =7 I{7|X| 4H| (Purge)
ansible.builtin.apt:
name:
- docker-ce
- docker-ce-cli
- containerd.io
- docker-buildx-plugin
- docker-compose-plugin
- docker.io
- docker-doc
- docker-compose
state: absent

purge: yes # 28 7R 25 A

update_cache: yes



% Ansible= 0| &%t =7 X

v =7 AA: uninstall-docker.ym|

- name: 2. AFEE|X| &= o|FEE 7| X| H2| (Autoremove)
ansible.builtin.apt:
autoremove: yes
- name: 3. =7 H|O|E TR EZ| 4K (O[0|X], AHO|H, =&)
ansible.builtin file:
path: "{{ item }}"
state: absent
loop:
- /var/lib/docker
- /var/lib/containerd
- /etc/docker
- /etc/apt/keyrings/docker.gpg
- /etc/apt/sources.list.d/docker.list

- name: 4. = 05 AN (MEE At
ansible.builtin.group:
name: docker
state: absent

- name: 5. 4K 2ol A1t =4
ansible.builtin.debug:
msg: "7 AT B= GIO[E7F AR AKX =[RS L B



% Ansible= 0| &%t =7 X

v &7 MK ansible-playbook uninstall-docker.yml -K
PLAY [=7 AT 81 2H& H|O[E 207 AP

kkhkkhkkhkkkhkkhkkhkhkhkkhkkhhkhkkhkkhhkhhkkhkkhhkkhkkhkkhhkkhkkhkkhkhkkhkkhkkhkhkkhkkhkkhkhkkkk*k

TASK [Gathering Facts]

kkhkkkhkkhkkkhkkhkkhkhkhhkkhkkhkhkhhkkhkkhkhkhhkkhkkhhkhhkkhkkhkhkhhkkhkkhkhkhkhkkhkkhkhkhhkhkkhkkhkhkhkhkkhkkhkkhkhkkhkkhkkhkhkkhkkikk,kx

ok: [localhost]

TASK [1. = T{7|X| AA| (Purge)]

kkhkkhkkhkkkhkkhkkhkhkhkkhkkhkhkhkkhkkhhkhkhkkhkkhhkkhkkhkkhhkhkhkkhkkhkhkkhkkhkkhkhkkhkkhkkhkhkkhkkhkkhkhkkkk*k

changed: [localhost]

TASK [2. AFEE|X| = 2|EE 17| X| 2| (Autoremove)]

kkhkkhkkhkkkhkkhkkhkhkkhkkhkkhhkkhkkhkkhhkkhkkhkkhkhkkhkkhkkhkhkkhkkhkkhkhkkkk*

changed: [localhost]

TASK [3. =7 H|O[H C|AHE2| 4K (O|O|X|, ZAH 0|4, =&)]
changed: [localhost] => (item=/var/lib/docker)

changed: [localhost] => (item=/var/lib/containerd)

ok: [localhost] => (item=/etc/docker)

changed: [localhost] => (item=/etc/apt/keyrings/docker.gpg)
changed: [localhost] => (item=/etc/apt/sources.list.d/docker.list)



% Ansible= 0| &%t =7 X

v &7 MK ansible-playbook uninstall-docker.yml -K

TASK [4. E7{ & AH| (MEH AtEh)]

kkhkkkhkkhkkkhkkhkkhkkhhkkhkkhkhkhhkkhkkhkhkhhkkhkkhkhkhhkkhkkhkhkhkhkkhkkhkhkhkhkkhkkhkkhkhkkhkkhkkhkhkkhkkikk,kx

changed: [localhost]

TASK [5. &FH| =0l At =]
KA R AR R AR AR AR A AR AR AR AR A AR AR KRR R A AR AR A AR A AR AR KA R A A kA h kA hkhkhhkdhhkkhkdhkhkdhhkdhkhkhkdhkhkkhkdkk
ok: [localhost] => {

"msg": "= AT B= GO 7F A ARIOA AKX &S L CE"

PLAY RECAP

kkhkkkhkkhkkkhkkhkkhkhkhkkhkkhhkkhkkhkkhhkhhkkhkkhhkhkhkkhkhkhhkkhkkhkkhhkhkhkkhkhkhhkkhkkhkhkhhkkhkkhkhkhkhkkhkkhkhkkhkkhkkhkhkkhkkhkkrkkkkxk

*kkkk*k

localhost : ok=6 changed=4 unreachable=0 failed=0 skipped=0
rescued=0 ignored=0



% SH{AH 44

v' Inventory 27: vi inventory.ini

[itstudy]
master

worker1
worker2

[worker_nodes]
10.0.2.201 # worker01
10.0.2.202 # worker02

[master_nodes]
10.0.2.200 # master01

[nodes]

10.0.2.201
10.0.2.202
10.0.2.200



w BAEH MY

v Inventory 78 24 L 4 =2l ansible all -m ping

10.0.2.202 | SUCCESS => {
"ansible_facts": {
"discovered_interpreter_python
b
"changed": false,
"ping": "pong"
}
10.0.2.201 | SUCCESS => {
"ansible_facts": {
"discovered_interpreter_python
b
"changed": false,
"ping": "pong"
}
10.0.2.200 | SUCCESS => {
"ansible_facts": {
"discovered_interpreter_python

b
"changed": false,
llpingll: Ilpongll

}

": "/usr/bin/python3"

": "/usr/bin/python3"

": "/usr/bin/python3"



% SH{AH 44

v' Master, Worker Nodes 22 M2 2| SiA|: swap-off-playbook.yaml

- name: Disable all nodes swap memory
hosts: nodes
become: true
tasks:
- name: Gather facts
ansible.builtin.setup:

- name: Disable swap
ansible.builtin.command: swapoff -a
when: ansible_swaptotal_mb > 0

- name: Ensure swap is disabled in /etc/fstab
ansible.builtin.replace:
path: /etc/fstab
regexp: 'MN(.+Ws+swapits+.+)$’
replace: '# W1'



/7
0.0

=2H 49

v' Master, Worker Nodes 22 M2 2| SiA|: ansible-playbook swap-off-playbook.yaml

PLAY [Disable all nodes swap memory] sokskskoksoksksokskskoksokskskoksoksksokskoksksokskoksksoksksoksdoksksokskokoksokkokokdoksksokskokokfokskkokdokk ok dokokdokk

TASK [Gathering Facts] ssksksokskskokskoksksokskskokskokskskokskokoksokskokoksokskskokdokok sk ok ok sk skokok ok skokok ok kok ok sk sok ok ok ok skskok ok kskok ok ok ok sk ok ok ok ok ok
ok: [10.0.2.202]
ok: [10.0.2.201]
ok: [10.0.2.200]

TASK [Gather facts] sskkskskskskkskokskskskskokskskokskokskskokskokskskokskokokskokskokokskokskskokskokokskokskokokskokskkokkokskokokskokokkokskokokkokskokokkokskokokkokskkokkokskkokokok
ok: [10.0.2.201]
ok: [10.0.2.202]
ok: [10.0.2.200]

TASK [Disable swap] s e sfe s e sfe ok e sk ok e sk e e ok s ke sk e sk sk e sk s ke sk e sk sk st sk sk sk sk e ke sk sk sk e sk sk e sk sk ke sk e sk kst sk sk sk sk sk sk e sk sk st sk e e sk e sk sk s sk ke sk sk ek sk st sk kst sk sk sk ok sk sk ko
changed: [10.0.2.202]
changed: [10.0.2.201]
changed: [10.0.2.200]

TASK [Ensure swap is disabled in /etc/fstab] sksekksokoksksokaksokoksksokksokoksksokskokoksksokakokokokokkokokkokkokokkkokkokokkokkdokokk
changed: [10.0.2.202]
changed: [10.0.2.201]
changed: [10.0.2.200]

PLAY RECAP skskskokokokokskokokokokskokokskokokokokskokokskskkokok sk sk sk ok sk sk okosk sk sk ok ok sk sk sk sk ok sk sk ok sk ok sk sk ok sk ok sk sk ok sk sk sk ok ok sk ok sk ok skok sk sk ok sk sk sk sk sk ok sk sk sk ok sk ok sk sk ok sk sk sk sk sk ok ok

10.0.2.200 : ok=4 changed=2 unreachable=0 failed=0 skipped=0 rescued=0 ignored=0
10.0.2.201 : ok=4 changed=2 unreachable=0 failed=90 skipped=0 rescued=0 ignored=0
10.0.2.202 : ok=4 changed=2 unreachable=0 failed=90 skipped=0 rescued=0 ignored=0



% SH{AH 44

v Network T“d: install-containerd-playbook.yaml

- name: Install containerd
hosts: nodes
become: true
tasks:
## Step 2.1
- name: Gather facts
ansible.builtin.setup:

- name: Load overlay module
ansible.builtin.shell: modprobe overlay
register: overlay_result

- name: Load br_netfilter module
ansible.builtin.shell: modprobe br_netfilter
register: br_netfilter_result



% SH{AH 44

v Network T“d: install-containerd-playbook.yaml

- name: Ensure sysctl params are set for Kubernetes
ansible.builtin.copy:
dest: /etc/sysctl.d/k8s.conf
content: |
net.bridge.bridge-nf-call-iptables = 1
net.bridge.bridge-nf-call-ip6tables = 1
net.ipv4.ip_forward =1

- name: Apply sysctl params without reboot
ansible.builtin.shell: sysctl --system

- name: Verify br_netfilter module is loaded
ansible.builtin.shell: Ismod | grep br_netfilter
register: br_netfilter_check
failed_when: br_netfilter check.rc 1= 0

- name: Verify overlay module is loaded
ansible.builtin.shell: Ismod | grep overlay
register: overlay_check
failed_when: overlay_check.rc != 0



<+ SH2AH A
v Network T“d: install-containerd-playbook.yaml

- name: Verify sysctl settings
ansible.builtin.shell: |
sysctl net.bridge.bridge-nf-call-iptables net.bridge.bridge-nf-call-ip6tables

net.ipv4.ip_forward
register: sysctl_check
) =

failed_when:

- sysctl_check.stdout.find('net.bridge.bridge-nf-call-iptables = 1

- sysctl_check.stdout.find('net.bridge.bridge-nf-call-ip6tables = 1')
- sysctl_check.stdout.find('net.ipv4.ip_forward = 1') == -1



=2H 49

v Network T8 ansible-playbook install-containerd-playbook.yam|

TASK [Load br_netfilter modulel

changed: [10.0.2.201]
changed: [10.0.2.202]
changed: [10.0.2.200]

TASK [Ensure sysctl params are set for Kubernetes]

changed: [10.0.2.201]
changed: [10.0.2.202]
changed: [10.0.2.2001]

TASK [Apply sysctl params without reboot]
changed: [10.0.2.201]
changed: [10.0.2.202]
changed: [10.0.2.200]

TASK [Verify br_netfilter module is loaded]

changed: [10.0.2.201]
changed: [10.0.2.202]
changed: [10.0.2.200]

TASK [Verify overlay module is loaded]
changed: [10.0.2.201]
changed: [10.0.2.202]
changed: [10.0.2.200]

TASK [Verify sysctl settings]
changed: [10.0.2.201]
changed: [10.0.2.202]
changed: [10.0.2.200]

PLAY RECAP
10.0.2.200 : ok=9 changed=7 unreachable=0
10.0.2.201 : ok=9 changed=7 unreachable=0

10.0.2.202 : ok=9 changed=7 unreachable=0



% SH{AH 44

v" CRI(Container Runtime Interface — Containerd) & X|: install-containerd-playbook.yaml
off =2t

## Step 2.2
- name: GPG 7| 20 ‘44
ansible.builtin file:
path: /etc/apt/keyrings
state: directory
mode: '0755'

- name: =71 GPG 7| L2 2 E (EfOtR B F7h
ansible.builtin.get_url:
url: https://download.docker.com/linux/ubuntu/gpg
dest: /etc/apt/keyrings/docker.asc
mode: '0644'
timeout: 30 # 30 QH0| 3F Gl2™ MA|=



% SH{AH 44

v" CRI(Container Runtime Interface — Containerd) & X|: install-containerd-playbook.yaml
of =7t
- name: Set up the Docker repository
ansible.builtin.shell: |

mkdir -p /etc/apt/keyrings

echo W
"deb [arch=$(dpkg --print-architecture) signed-

by=/etc/apt/keyrings/docker.gpg] https://download.docker.com/linux/ubuntu #

$(. /etc/os-release && echo "$VERSION_CODENAME") stable" | W
sudo tee /etc/apt/sources.list.d/docker.list > /dev/null

sudo apt-get update



% So{2EH MM

v" CRI(Container Runtime Interface — Containerd) & X|: install-containerd-playbook.yaml
of =7t
- name: Install containerd.io
ansible.builtin.apt:
name: containerd.io
state: present



% SH{AH 44

v' CRI(Container Runtime Interface — Containerd) & X|: ansible-playbook install-containerd-
playbook.yaml

TASK [Verify overlay module is loaded]
changed: [10.0.2.201]
changed: [10.0.2.202]
changed: [10.0.2.200]

TASK [Verify sysctl settings]
changed: [10.0.2.201]
changed: [10.0.2.202]
changed: [10.0.2.200]

TASK [Add Docker's official GPG key]
changed: [10.0.2.200]
changed: [10.0.2.202]
changed: [10.0.2.201]

TASK [Set up the Docker repository]
changed: [10.0.2.202]
changed: [10.0.2.200]
changed: [10.0.2.201]

TASK [Install containerd.iol
changed: [10.0.2.200]
changed: [10.0.2.202]
changed: [10.0.2.201]

PLAY RECAP
10.0.2.200 : ok=12 changed=9 unreachable=0 failed=0 skipped=0 rescued=0 ignored=0
10.0.2.201 : ok=12 changed=9 unreachable=0 failed=0 skipped=0 rescued=0 ignored=0

10.0.2.202 : ok=12 changed=9 unreachable=0 failed=0 skipped=0 rescued=0 ignored=0



% SH{AH 44

v' systemd cgroup driver 7+-: install-containerd-playbook.yaml F{0f =7}

## Step 2.3
- name: Setup containerd config directory
ansible.builtin file:
path: /etc/containerd
state: directory
owner: root
group: root
mode: "0755"

- name: Generate default containerd configuration
ansible.builtin.command:
cmd: "containerd config default”
register: containerd_default_config

- name: Save default containerd configuration to config.toml
ansible.builtin.copy:
dest: /etc/containerd/config.toml
content: ™"



% SH{AH 44

v' systemd cgroup driver 7+-: install-containerd-playbook.yaml F{0f =7}

- name: Update sandbox_image in config.toml
ansible.builtin.replace:
path: /etc/containerd/config.toml
regexp: 'sandbox_image = "*"
replace: 'sandbox_image = "registry.k8s.io/pause:3.9"

- name: Update SystemdCgroup in config.toml
ansible.builtin.replace:
path: /etc/containerd/config.toml
regexp: 'SystemdCgroup = false'
replace: 'SystemdCgroup = true'

- name: Restart containerd
ansible.builtin.systemd:
name: containerd
state: restarted



% SH{AH 44

v' systemd cgroup driver 7+-: install-containerd-playbook.yaml F{0f =7}
- name: FHUYE[A XEAE GPG 7| E0 4
ansible.builtin file:
path: /etc/apt/keyrings
state: directory
mode: '0755'

- name: FHU|E[A SA GPG 7| LH2ZE
ansible.builtin.get_url:
url: https://pkgs.k8s.io/core:/stable:/v1.29/deb/Release.key
dest: /etc/apt/keyrings/kubernetes-apt-keyring.asc
mode: '0644'

- name: FHUYE[A XHE A F7t
ansible.builtin.shell: |
echo 'deb [signed-by=/etc/apt/keyrings/kubernetes-apt-keyring.asc]
https://pkgs.k8s.io/core:/stable:/v1.29/deb/ /' | tee >

- name: FHUYIE[A CRI = (crictl) AX]
ansible.builtin.apt:
name: cri-tools
state: present
update_cache: yes



% SH{AH 44

v' systemd cgroup driver 7+-: install-containerd-playbook.yaml F{0f =7}
- name: crictl 28 It A4 (containerd AFE Al)
ansible.builtin.copy:

dest: /etc/crictl.yaml
content: |

runtime-endpoint: unix:///run/containerd/containerd.sock

image-endpoint: unix:///run/containerd/containerd.sock
timeout: 10

debug: false
- name: Verify crictl configuration
command: crictl stats
register: crictl_stats
ignore_errors: yes

- name: Display crictl stats output
debug:

var: crictl_stats.stdout_lines
when: crictl_stats is defined and crictl_stats.stdout_lines is defined



% SH{AH 44

v' systemd cgroup driver 7’3 ansible-playbook install-containerd-playbook.yam|

TASK [Display crictl stats output] skkkkkkkikkkkkkikkkikikkikikkkiklkikikkkkrkickkkrkkiokkiokkiokkokokkokkkokokk Rk
ok: [10.0.2.201] => {
"crictl_stats.stdout_lines": [
"\u001b[2J\u00@1b[HCONTAINER NAME CPU % MEM DISK INOD
ESII
]
}
ok: [10.0.2.202] => {
"erictl_stats.stdout_lines": [
"\u001b[2J\u@@1b[HCONTAINER NAME CPU % MEM DISK INOD
ESII
]
}
ok: [10.0.2.200] => {
"crictl_stats.stdout_lines": [

"\uee1b[2J\ud@1b[HCONTAINER NAME CPU % MEM DISK INOD
ES"
]
}
PLAY RECAP sekskskokskskskksokskspokokskoskskksosksksokokskskokksksksokokskskokkkskksokskspokokkskokkokokokokkskskkokskskokokkskokkoskoksokokskkokkookoksokokkkokskokskoksokokskokokkskskokspokokkokokkkok ko okoh
10.0.2.200 : ok=26  changed=11  unreachable=0 failed=0 skipped=0 rescued=0 ignored=0
10.0.2.201 : ok=26  changed=13  unreachable=@  failed=9 skipped=0  rescued=9 ignored=9

10.0.2.202 : ok=26  changed=11  unreachable=0 failed=0 skipped=0 rescued=0 ignored=9



% SH{AH 44

v' kubeadm, kubelet, kubectl & X|: kube-series-playbook.yam|

- name: Install kubeadm, kubectl and kubelet
hosts: nodes
become: true
tasks:
- name: Gather facts
ansible.builtin.setup:

- name: Update apt package index
ansible.builtin.apt:
update_cache: yes

- name: Install packages needed for Kubernetes apt repository
ansible.builtin.apt:
name:
- apt-transport-https
- ca-certificates
- curl

- 9gpg
state: present



% SH{AH 44

v' kubeadm, kubelet, kubectl & X|: kube-series-playbook.yam|

- name: Create directory for apt keyrings if it does not exist
ansible.builtin file:
path: /etc/apt/keyrings
state: directory
mode: '0755'

- name: Download Kubernetes public signing key
ansible.builtin.shell: |
curl -fsSL https://pkgs.k8s.io/core:/stable:/v1.29/deb/Release key | gpg --dearmor
-0 /etc/apt/keyrings/kubernetes-apt-keyring.gpg

- name: Add Kubernetes apt repository
ansible.builtin.shell: |
echo 'deb [signed-by=/etc/apt/keyrings/kubernetes-apt-keyring.gpg]
https://pkgs.k8s.io/core:/stable:/v1.29/deb/ /' | tee /etc/apt/sources.list.d/kubernetes.list

- name: Update apt package index again
ansible.builtin.apt:
update_cache: yes



% SH{AH 44

v' kubeadm, kubelet, kubectl & X|: kube-series-playbook.yam|

- name: Install kubeadm, kubelet and kubectl
ansible.builtin.apt:
name:
- kubeadm
- kubelet
- kubectl
state: present

- name: Hold kubelet, kubeadm and kubectl packages
ansible.builtin.shell: |
sudo apt-mark hold kubelet kubeadm kubectl

- name: Enable and start kubelet service
ansible.builtin.systemd:
name: kubelet
enabled: yes
state: started



% SH{AH 44

v kubeadm, kubelet, kubectl B X|: ansible-playbook kube-series-playbook.yaml

changed: [10.0.2.202]
hanged: [10.0.2.200]

TASK [Install kubeadm, kubelet and kubectl] sekkksikkskkkkikkikkkiiokirikiiorkkkkkickkikkkickkikkkicokikkikkikkkiokkkkkkiokkkkkkikorkkkkkick
hanged: [10.0.2.200]
hanged: [10.0.2.202]

TASK [Hold kubelet, kubeadm and kubectl packages] sxskkskksskkskksokskiokskikskikskioksokioksokikskiokokioksorkksokkksokkokorkksokkksk ko kkkk ko
hanged: [10.0.2.202]
changed: [10.0.2.200]

TASK [Enable and start kubelet servicel] skkkkkkkikkkiokikiokikikkkikkikikikiokikkkiokkikkkikokikokkiokokkkokokkiokkiokoriookkookkookk
changed: [10.0.2.200]
hanged: [10.0.2.202]

JLAY RECAP skkkikkbkkikikkikkikikikikkikikikkkkkikikkokkikikikkkkkikikkpkkikkkkikiookokkikkskkkkiokoropkkiokorkookdk
10.0.2.200 : ok=11 changed=7  unreachable=@  failed=@  skipped=@  rescued=@  ignored=0
10.9.2.202 : 0k=11  changed=7  unreachable=@  failed=@  skipped=@  rescued=@  ignored=0



% So{2EH MM

v 28{AH E7|3} init-cluster-playbook.yaml

- name: Initialize Kubernetes Cluster
hosts: master_nodes
become: true
tasks:
- name: 1. Swap 117
ansible.builtin.shell: |
swapoff -a
sed -i '/swap/s/"/#/' /etc/fstab
changed_when: false # A&igt U§OLCt 'changed' 7t == AS WX

- name: 2. Containerd 278 %|& 3} (SystemdCgroup &2}
ansible.builtin.shell: |
mkdir -p /etc/containerd
containerd config default > /etc/containerd/config.toml
sed -i 's/SystemdCgroup = false/SystemdCgroup = true/g’
/etc/containerd/config.toml
notify: Restart Containerd # 21=2{ 0[St X|s|{OF gt



% SH{AH 44

v 28{AH E7|3} init-cluster-playbook.yaml
- name: 3. Kubelet 22} 51 THA|Z
ansible.builtin.systemd: # systemctl L&l systemd Z& AL
name: kubelet
state: restarted

enabled: yes

daemon_reload: yes # A7 B Atgt gHY

o
- name:; Reset Kubernetes cluster before init
command: kubeadm reset -f

register: reset_cluster
ignore_errors: yes

- name: Clean up Kubernetes manifests directory
file:
path: /etc/kubernetes/manifests
state: absent



% SH{AH 44

v 28{AH E7|3} init-cluster-playbook.yaml

- name: Initialize the Kubernetes cluster
command: kubeadm init --pod-network-cidr=10.244.0.0/16 --apiserver-advertise-
address=10.0.2.200 --cri-socket=unix:///run/cont>
register: kubeadm_init_output
ignore_errors: true

- name: Create .kube directory
file:
path: "/home/adam/.kube"
state: directory
owner: "adam"
group: "adam"
mode: '0755'



=2H 49

v Z2{AH X753} init-cluster-playbook.yaml
- name: Copy admin.conf to user's kube config
copy:
src: /etc/kubernetes/admin.conf
dest: /home/adam/.kube/config # 4= 22 He
remote_src: yes

owner: "adam" # &= HASIH= EF FXY (O 'ubuntu’)

group: "adam"
mode: '0644'
when: kubeadm_init_output.changed

- name: Generate join command
shell: kubeadm token create --print-join-command
register: join_command
become: yes

- name: Save join command to file
copy:

content:
dest: "/kubeadm_join_cmd.sh"

when: kubeadm_init_output.changed



% SH{AH 44

v 28{AH E7|3} init-cluster-playbook.yaml

- name: Output join command to console
debug:
msg: "Woker = EO|AM Hlgt BHO: {{ join_command.stdout }}"

handlers: # notify7t @&5t= MM
- name: Restart Containerd
ansible.builtin.systemd:
name: containerd
state: restarted



/7
0.0

=2H 49

v 28 AH X7|3}) ansible-playbook init-cluster-playbook.yaml

TASK [Gathering Facts]
ok: [10.0.2.200]

TASK [1. Swap 11 7| ]
ok: [10.0.2.200]

TASK [2. Containerd ¥ & Z = & (SystemdCgroup & 4 3 )]
changed: [10.0.2.200]

TASK [3. Kubelet & 4 3t U X Al %]
changed: [10.0.2.200]

TASK [Reset Kubernetes cluster before init]
changed: [10.0.2.200]

TASK [Clean up Kubernetes manifests directory]
changed: [10.0.2.200]

TASK [Initialize the Kubernetes cluster]
changed: [10.0.2.200]

TASK [Create .kube directoryl]
ok: [10.0.2.200]

TASK [Copy admin.conf to user's kube config]
changed: [10.0.2.200]

TASK [Generate join command]
changed: [10.0.2.200]

TASK [Save join command to filel
ok: [10.0.2.200]

TASK [Output join command to consolel
ok: [10.0.2.200] => {

"msg": "Woker == 0| A ME FHHO: kubeadm join 10.0.2.200:6443 ——token 7shpbx.ml9d1l8py3nrl9tsx —--discovery-token-ca-cert-has
h sha256:af108609dd54b02cae@Pabf873a61T1175a072d620393857730c7590d0ec180a3 "
it



% SH{AH 44

v HES3 £2/3¢ HX|(Calico): install-calico-playbook.yaml

- name: Install Calico

hosts: master_nodes

become: true

tasks:

- name: Download Calico manifest
get_url:

url: https://docs.projectcalico.org/manifests/calico.yaml
dest: /usr/local/bin/calico.yaml

- name: Apply Calico Manifest
shell: |
kubectl apply -f /usr/local/bin/calico.yaml --
kubeconfig=/etc/kubernetes/admin.conf
become: yes

- name: Install Calico network plugin
command: kubectl apply -f /usr/local/bin/calico.yaml
environment:
KUBECONFIG: /etc/kubernetes/admin.conf
become: yes



% So{2EH MM

v HEI3 £2{3¢ dX|(Calico): ansible-playbook install-calico-playbook.yaml

[BECOME password:
PLAY [Install Calico] sekkkkkskkkskkksokkskkskkskksokksokksokksokksokksokkskokksokksokksokkokkkokkkokkkokkkokkkokkkokkkokkkokkokokkokokkokokkokokkokokkokokkokokkokokkokokFokok

TASK [Gathering Facts] skkkkkkikkkkikkkikkikkikkkkkkkkkokkoRiklrioklRkiokokkkkkk kR okl kR Rk kK
ok: [10.0.2.200]

TASK [Download Calico manifest] sssksksoksksoksksokoksokoksokoksokoksokoksokaksokaksokaksokaksokoksokaksokaksokaksokksokksokksokkokksokkokkokkokkokkookkokkook ko kokok koo kokok
ok: [10.0.2.200]

TASK [Apply Calico Manifest] skkkkkkkkkkkkkkkkiiiiiiiiiiiiiiikiiiikkitkkkkkkkkkkkkkkk kR ok
changed: [10.0.2.200]

PLAY RECAP skskssiofokokskskakskoooorokokskakskooorokskkskoaoorokskakksokaorororskskskoororororokskskokssoroororokskokssoroororskskakkororororokskkokaororokokskakokoorororokskkakoororokokskkkokorokokok ko
10.0.2.200 : ok=3 changed=1 unreachable=0 failed=0 skipped=0 rescued=0 ignored=0



% SH{AH 44

v fIHLE F7} join-worker-nodes-playbook.yaml

- name: Join Worker Nodes to Kubernetes Cluster
hosts: worker_nodes
become: true
tasks:
- name: Join the node to the cluster
command: {join commands - =Y Z 2}
register: join_command



/7
0.0

=2H 49

v YFHLEE 7} ansible-playbook join-worker-nodes-playbook.yaml

PLAY [Join Worker Nodes to Kubernetes Cluster] skskokokoksksksks sokokkokok

yyyyyyyyyyyyyyyy B e e e e B B e S S B S S i S

TASK [Gathering Facts] sxkkkckikiokikikikkiokiokikiikiokiokiokiokkiokiokiokokiokiokiokiokkkiokiokiokokiokokiokokopokokiokioRkokokokokokokok kR ok R
ok: [10.9.2.202]

TASK [Join the node to the cluster] sekkskssksskokskskskskkskksotkoksd sokokkokok
changed: [10.0.2.202]

................ G S S S e e S St S S S e e e i S S S S i e e S e S S i e e e S S S i i e i o S S S i e i S S

PLAY RECAP kkskkskkokikskkoksokskokksokkokskokoksokpkkoksokkkoksokpokkokkkkokoksokpkksoksokkkoksokkkksokkokkkokdokkokkkokkokkkoksokkoksksokkokkokokdokkokoksokdokkkokdokkokokdokkokkoF
10.0.2.202 : ok=2 changed=1 unreachable=0 failed=0 skipped=0 rescued=0 ignored=0




kubectl get pods -A

NAMESPACE
AGE
kube-system
2m42s
kube-system
38s
kube-system
2m42s
kube-system
6m23s
kube-system
6m23s
kube-system
6m37s
kube-system
6m39s
kube-system
6m37s
kube-system
38s
kube-system
6m23s
kube-system
6m37s

'NAME

calico-kube-controllers-658d97c59c—brkws
calico-node-7dwpé

calico-node-mq51k
coredns-76f75df574-c5fzs
coredns-76f75df574-pjrhc

etcd-master

kube-apiserver-master
kube-controller-manager-master
kube-proxy-4ké67g

kube-proxy-f889d

kube-scheduler-master

READY
1/1
1/1
1/1
1/1
1/1
1/1
1/1
1/1
1/1
1/1

1/1

STATUS

Running
Running
Running
Running
Running
Running
Running
Running
Running
Running

Running

RESTARTS

2
7
1 (29s ago)
%]

6
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& HEE 0|23 A|AH TL|HE

o
v £8|0]5: monitoring_facts.yml

- hosts: all
vars:
log_directory: /var/log/daily_check

tasks:
- name: Print system info
ansible.builtin.debug:
msg:
- AR AR Start #HH AR R R
- "Date: {{ ansible_facts.date_time.date }} {{ ansible_facts.date_time.time }}"
- "HostName: {{ ansible_facts.hostname }}"
- "OS: {{ ansible_facts.distribution }}"
- "OS Version: {{ ansible_facts.distribution_version }}"
- "OS Kernel: {{ ansible_facts.kernel }}"
- "CPU Cores: {{ ansible_facts.processor_vcpus }}"
- "Memory: {{ ansible_facts.memory_mb.real }}"
- "Interfaces: {{ ansible_facts.interfaces }}"
- "IPv4: {{ ansible_facts.all_ipv4_addresses }}"
- "Devices: {{ ansible_facts.mounts }}"
- "HHHHHBHHBHHRHHBHH End BHHBHHAHHA SRS A AR



& TEZ 0|23 A|AH DL|E2

O -
v E20|&: monitoring_facts.yml

register: result
become: yes
- name: Create log directory
ansible.builtin file:
path: "{{ log_directory }}"
state: directory
become: yes
- name: Print logs to log file
ansible.builtin.shell: |
echo "{{ item }}" >> "{{ log_directory }}"/system_info.logs
loop: "{{ result.msg }}"
become: yes



& MEE 0|83 A|AH DL|EHZ

E20|5 2 M 3: ansible-playbook --syntax-check monitoring_facts.yml -K  register:
result

playbook: monitoring_facts.yml
E80|& ¥ X 3: ansible-playbook --check monitoring_facts.yml -K
PLAY RECAP

kkhkkkhkkhkkkhkkhkkhkhkhkkhkkhhkkhkkhkkhhkhhkkhkkhhkhkkhkhkhhkkhkkhkhkhhkhkhkkhkhkhhkkhkkhkhkhkhkkhkkhkhkhkhkkhkkhkhkhkhkkhkkhkhkkhkkhkkhkkkkxk

kkhkkhkkhkkkkhkkhkkhkhkkhkkhkkkhkkhkkhkkkkk

master : ok=4 changed=1 unreachable=0 failed=0 skipped=0
rescued=0 ignored=0
worker2 : ok=4 changed=1 unreachable=0 failed=0 skipped=0

rescued=0 ignored=0



& MEE 0|83 A|AH DL|EHZ

v E80|8 AH: ansible-playbook monitoring_facts.yml -K
PLAY RECAP

kkhkkkhkkhkkkhkkhkkhkhkhkkhkkhhkhkkhkkhhkhkhkkhkkhhkkhkkhkhkhhkhkkhkhkhhkhkkhkkhkhkhhkkhkkhkhkhkhkkhkkhkhkhkhkkhkkhkhkkhkkhkkhkhkkhkkhkkhkkkkxk

master : ok=4 changed=1 unreachable=0 failed=0 skipped=0
rescued=0 ignored=0

worker2 : ok=4 changed=1 unreachable=0 failed=0 skipped=0
rescued=0 ignored=0

v AE AFHO|AM =2l sudo cat /var/log/daily_check/system_info.logs
HUHBHHABHHBHHBHHE Start #HBHHBHHBHHBHHBHHBHHH
Date: 2026-04-06 23:51:07
HostName: worker2
OS: Ubuntu
OS Version: 24.04
OS Kernel: 6.8.0-107-generic
CPU Cores: 1
Memory: {'total": 1953, 'used": 1769, 'free". 184}
Interfaces: ['tunl0’, 'enp0s8’, 'lo']

IPv4: ['10.244.189.64', '10.0.2.202']



% CPU, Memory, Disk At2& ZL|EHZ

T

o H=E 2%t vars_packages.yml

log_directory: /home/adam/logs
packages:

- dstat

- sysstat



% CPU, Memory, Disk At2& ZL|EHZ
v A

o MX|E 23t monitoring_system.yml

- hosts: all
vars_files: vars_packages.yml
become: yes

tasks:
#1. 21 ClHES| 49 A3 S 7Y HAN F7I15HM| 2
- name: Create log directory
ansible.builtin.file:

path: "{{ log_directory }}"
state: directory
owner: adam # ClAMEE| A]AE adam2 2 27
group: adam
mode: '0755'



% CPU, Memory, Disk At2& ZL|EHZ
v A

e MX|E % monitoring_system.yml

- name: Install packages on RedHat
ansible.builtin.dnf:
name: "{{ item }}"
state: present
loop: "{{ packages }}"
when: ansible_facts.os_family == "RedHat"

- name: Install packages on Ubuntu
ansible.builtin.apt:
name: "{{ item }}"
state: present
loop: "{{ packages }}"
when: ansible_facts.os_family == "Debian"



% CPU, Memory, Disk At2& ZL|EHZ

T

e MX|E % monitoring_system.yml

- name: Monitoring dstat
ansible.builtin.shell: |
{{ item }} >> {{ log_directory }}/dstat.log
loop:
- dstat 2 10
- dstat -cmdlt -D vda 2 10

- name: Monitoring iostat
ansible.builtin.shell: |
{{ item }} >> {{ log_directory }}/iostat.log
loop:
- lostat

- eChO "= ========"



% CPU, Memory, Disk At2& ZL|EHZ

T

e MX|E % monitoring_system.yml

- name: Monitoring vmstat
ansible.builtin.shell: |
{{ item }} >> {{ log_directory }}/vmstat.log
loop:
- vmstat
- echo "===============
- vmstat -dt

- name: Monitoring df
ansible.builtin.shell: |
df -h >> {{ log_directory }}/df.log



% CPU, Memory, Disk At2& ZL|EHZ

T

o =Y X 3: ansible-playbook --syntax-check monitoring_system.yml
playbook: monitoring_system.yml

o A3 X 3. ansible-playbook --check monitoring_system.yml|
PLAY RECAP

khkkkhkkhkkhkhkkhkkhkkhhkhkkhkkhhkhhkhkkhhkhkhkkhkkhhkhhkkhkkhhkhhkhkkhhkhhkkhkkhhkhhkkhkkhhkhhkkhkkhhkhkhkkhkkhkkikkxk

kkhkkkhkkhkkhkhkkhkkhkkhhkkhkkhhkhhkkhkkhhkhkhkkhkkhkhkikhkkk

10.0.2.200 : ok=3 changed=0 unreachable=0 failed=0
skipped=5 rescued=0 ignored=0

10.0.2.202 : ok=3 changed=0 unreachable=0 failed=0
skipped=5 rescued=0 ignored=0

master : 0k=3 changed=0 unreachable=0 failed=0

skipped=5 rescued=0 ignored=0

worker2 : ok=3 changed=0 unreachable=0 failed=0
skipped=5 rescued=0 ignored=0



% CPU, Memory, Disk At2& ZL|EHZ

v A

® A3 ansible-playbook monitoring_system.yml -K
playbook: monitoring_system.yml



