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AWS Container Service

< Django OHZ2|H 0|42 Docker Images O| 8% EC2 QIAEHAOQ| HiZ
v ZZHE MY
o Tty =tgE dd
€ python3 -m venv ./{your venv name}
¢ Tt =t Zdst
» Linux, Mac: Source {your venv name}/bin/activate
=  Windows: {your venv name}/Scripts/activate
® Django &% & A
€ (venv)$ pip install django djangorestframework
€ (venv)$ django-admin startproject apiserver
& (venv)$ cd apiserver
& (venv)$ python manage.py runserver
& 2t X0| L3 localhost:8000 L2 H&
o O[EXE[o] o|&dS W0 L7

€ pip freeze > requirements.txt



AWS Container Service

% Django O Z 2| 0|4 Docker Images 0|28t EC2 QA A HIZ
v Z=ME &4H
® settings.py It =¥
ALLOWED_HOSTS = ['*]

# Application definition

INSTALLED_APPS = |
"django.contrib.admin”,
"django.contrib.auth”,
"django.contrib.contenttypes”,
"django.contrib.sessions",
"django.contrib.messages”,
"django.contrib.staticfiles",
"rest_framework",

"apiserver",]



AWS Container Service

% Django O Z 2| 0|4 Docker Images 0|28t EC2 QA A HIZ
v ZZHE H4F
® settings.py It =¥
# Internationalization
# https://docs.djangoproject.com/en/4.1/topics/i18n/

LANGUAGE_CODE = "en-us"

TIME_ZONE = "Asia/Seoul"

USE_I18N = True

USE_TZ = True

# Static files (CSS, JavaScript, Images)

# https://docs.djangoproject.com/en/4.1/howto/static-files/

STATIC_URL = "static/"

# Default primary key field type
# https://docs.djangoproject.com/en/4.1/ref/settings/#default-auto-field

DEFAULT_AUTO_FIELD = "django.db.models.BigAutoField"



AWS Container Service
A

% Django O Z 2| 0|4 Docker Images 0|28t EC2 QA A HIZ
v 28 NI
® viewspy It 2 HMStD 28 M2| HAME &Y
from rest_framework.response import Response

from rest_framework.decorators import api_view
from rest_framework import status

@api_view(['GET'])
def index(request):
data = {"result":"success", "data": [{"id":"itstudy", "name":"= A"},
{"id":"ggangpae1", "name":" O} &"}]}
return Response(data, status=status.HTTP_200_OK)



AWS Container Service

< Django OHZ2|H 0|42 Docker Images O| 8% EC2 QIAEHAOQ| HiZ
v 98 Heg|
® urls.py It =3
from django.contrib import admin
from django.urls import path
from .views import index
urlpatterns = [
path("admin/", admin.site.urls),
path("", index )
]
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AWS Container Service

% Django O Z 2| 0|4 Docker Images 0|28t EC2 QA A HIZ
v" Docker Image 24 S A3
® Dockerfile &g

FROM --platform=linux/amd64 python:3.8-slim-buster as build

RUN apt-get update W
&8& apt-get install -y --no-install-recommends #
postgresql-client W
&8& rm -rf /var/lib/apt/lists/*
WORKDIR /usr/src/app
COPY requirements.txt ./

RUN pip install -r requirements.txt
COPY ..

EXPOSE 80
CMD ["python", "manage.py", "runserver”, "0.0.0.0:80"]



AWS Container Service

% Django O Z 2| 0|4 Docker Images 0|28t EC2 QA A HIZ
v" Docker Image 24 S A3
o O|0X| HE = A

€ docker build -t apiserver .
€ docker run --name apiserver -p 80:80 -d apiserver:latest
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AWS Container Service

< Django OZ2|H 0| & Docker Images O| 8%+ EC2 QIAEHAOQ| HiZ

—

|

v' Docker Image 4 3 A&l
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AWS Container Service

% Django O Z 2| 0|4 Docker Images 0|28t EC2 QA A HIZ
v Git Actiong &%t Docker HubOj| O|O|X| H{j =
® Git HubOl| 2L
® Docker HubOl| Repository 4

® Docker HubOl| A Access Token & — LEZ &IEHO| OFO|C| €2 S &S = [Account
Settings] — [Security] — [Access Token] — [New Access Token]

General
Access Tokens New Access Token
Securlity

Default Privacy [71  Description Source Scope Last Used Created

Notifications
[] ® DOCKERHUB MANUAL Read, Write, Delete Nov 27,2023 13:37:19 Nov 27,2023 11:55:49

Convert Account

Denchivete Accout | | @ sample MANUAL Road, Write, Delato 0ct 31,2023 19:35:54 0Oct 27,2023 16:47:49
u ® 1019 MANUAL Read, Write, Delate Oct 19,2023 10:01:33 0ct 19,2023 09:31:43
] e MANUAL Read, Write, Delate Oct 17,2023 08:13:53 Oct 17,2023 07:43:33
[j ® flaskweb MANUA Read, Write, Delete 0ct 17,2023 07.39:32 0¢1 17,2023 07:16:40
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AWS Container Service

< Django OZ2|H 0| & Docker Images O| 8%+ EC2 QIAEHAOQ| HiZ
v Git ActionS &-&7%t Docker HubOf O|O|X| HYE

® GIT HUBO| A Secret Key &5 [Settings] — [Secrets and variable] — [Actions] — [New
repository secret]

4 DOCKERHUB_USERNAME
¢ DOCKERHUB_TOKEN

Security

Repository secrets New repository secret
@) Code security and analysis
£ Deploy keys Name =T Lst updated
(¥] Secrets and variables ~ B DOCKERNUS_TOKEN tmnseage /U
I Actions
B DOCKERHUB_USERNANE now /U
Codespacas
Dependabot

Integrations
S\ GitHub Apps

£3 Emall notifications
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AWS Container Service

< Django OHZ2|H 0|42 Docker Images O| 8% EC2 QIAEHAOQ| HiZ
v Git Action2 &-&%t Docker HubOf| O|O|X| HYZ=
® _github/workflows/ E|H E2[0f yam| Tt €= &5t push

name: django

on:
push:
branches: [ "main" ]
pull_request:
branches: [ "main" ]
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AWS Container Service

% Django O Z 2| 0|4 Docker Images 0|28t EC2 QA A HIZ
v Git Action2 283t Docker HubOll O[O X| H{j
® github/workflows/ CIZHE 2|0 yam| Lt S M-dSt11 push
jobs:

build:
runs-on: ubuntu-latest

steps:
- name: Checkout
uses: actions/checkout@v3

- name: Set up Python 3.10
uses: actions/setup-python@v4
with:

python-version: '3.10'

- name: Install dependencies
run: |
python -m pip install --upgrade pip
pip install -r requirements.txt
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AWS Container Service

% Django O Z 2| 0|4 Docker Images 0|28t EC2 QA A HIZ
v Git Action2 8%t Docker HubOfl O|O|X| HYZ
® github/workflows/ CIZHE 2|0 yam| Lt S M-dSt11 push

- name: Login to DockerHub
uses: docker/login-action@v1
with:
username: ${{secrets. DOCKERHUB_USERNAME}}
password: ${{secrets. DOCKERHUB_TOKEN}}

- name: build and release to DockerHub

env:
NAME: ${{secrets.DOCKERHUB_USERNAME}}
REPO: apiserver

run: |
docker build -t $REPO .
docker tag $REPO:latest $NAME/$REPO:latest
docker push $NAME/$REPO:latest
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AWS Container Service

% Django O Z 2| 0|4 Docker Images 0|28t EC2 QA A HIZ
v Git Action2 &-&7%t Docker HubOj| O|O|X| H{ I

o 2ol

= o itstudy001 | apiserver Q Type[/l1c search ’- + O N 8 u

<) Code () Issues  I'l Pull requests 3 projects  T0 Wid (D Secwrity |~ msights @ Settings

Actbns New workfiow A" WOfkﬂOWS Q Filter workflow runs
Showing runs from all workliows
| Al workfiows
" 1 workflow run Evente  Statse  Branche  Actore
django
Management @ docker hub — £ 5 minutes ago
sl
django #1: Commit STRE52 pushed by itstudy00) @ d6s
£ Caches
2 Runners
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AWS Container Service

% Django O Z 2| 0|4 Docker Images 0|28t EC2 QA A HIZ
v Git Action2 &-&7%t Docker HubOj| O|O|X| H{ I

o =0
© ggangpael/ apiserver Docker commands Publlc View
To push a new 1ag to this repasitory:
Description
This repasitory does not have & description /' docker push ggangpael/apiserver:tagname

(0 Last pushed: & few seconds ago

Tags Automated Builds
This repository contains 1 tag(s) Manually pushing images to Hub? Connect your account to GitHub or
Bitbucket to automatically build and tag new images whenever your
Tag 08 Type Pulled Pushed code Is updated, 50 you can focus your time on creating,
9 latast Image A a few seconds ago Available with Pro, Team and Business subscriptions. Bzad more abou

automated buids (2.

Sae all
Upgrade
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AWS Container Service

% Django O Z 2| 0|4 Docker Images 0|28t EC2 QA A HIZ
v Git Action2 283t Docker HubOll O[O X| H{j
o =0
€ docker run -dit -p 80:80 --name apiserver ggangpael/apiserver

€ + 0 Az WA Rt s¢0 00

oty Al DEM O D D Dsewe D D0rme Swon S DN Cweey Q508 Dime §Mbloare [Jrat (30

dex

Ll B

Al ST, HTINS
Contont-Tigw: 09 lication ie
oy Aciegt
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AWS Container Service

< Django OHZ2|H 0|42 Docker Images O| 8% EC2 QIAEHAOQ| HiZ

v EC2 QIAEIA EHQ

® Docker dX|
¢ I{7|X| YO|0|E: sudo apt-get update
& I{7|X| EX|: sudo apt-get install apt-transport-https ca-certificates curl gnupg-
agent software-properties-common
& Docker?| 54| GPG7|E =7t
= Z10 A curl -fsSL https://download.docker.com/linux/ubuntu/gpg | sudo
apt-key add -
= Z TESEX] BEF: curl -fsSL
https://download.docker.com/linux/ubuntu/gpg | sudo gpg --dearmor -o
/usr/share/keyrings/docker-archive-keyring.gpg

& Docker®| 54| apt Y AE F7}
» sudo add-apt-repository "deb [arch=amd64]
https://download.docker.com/linux/ubuntu $(Isb_release -cs) stable"

= echo "deb [arch=$(dpkg --print-architecture) signed-
by=/usr/share/keyrings/docker-archive-keyring.gpg]
https://download.docker.com/linux/ubuntu $(Isb_release -cs) stable" | sudo
tee /etc/apt/sources.list.d/dockerlist > /dev/null
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AWS Container Service

< Django OfE2|# 0|4 Docker Imagee O|83t EC2 QAIAHAO| HY
v EC2 QIAHEHA
2K
& A28 Ii7|X| YO|O|E: sudo apt-get update
€ Docker AX|: sudo apt-get install docker-ce docker-ce-cli containerd.io
@ Docker H{T =+Ql: sudo docker version
€ Docker MH[A S5 Bl A3
= sudo systemctl enable docker
» sudo systemctl start docker
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AWS Container Service

< Django O 2| 0|4 Docker Image= 0|23t EC2 Hi =
v O|OjX| Ct22E 3 A
® sudo docker run -p 80:80 -d --rm ggangpael/apiserver
v HBIRXO|AM HEE P2 &9l

& 0 Awey 207819 §¢ %0 OO :

Do DUl DR DY DA Cwme SOtewe S st Soow D848 MW Dwetineed QeUwasd [Dcexd @ 288 w0natw va(}' O = wya

Indlex

113

§TTF 208 0

Mhow: OPTIONS, GIT
Contant-Typm: apolicatisn
ary: Moot
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AWS Container Service

Docker Hub2}t
Jhsdtm Alele

Docker Hub2} &

)k-l 0 EII-O|._T|_ AWS |

Private 2} Public Repository 25

H| ==t 7I 2 2 2 Amazon Elastic Container Registry| 2FAFZ QtM S 2+
= s AWS J-FE|°4 ZAH| Ol O|O|X| YX|AEE| AMH|A
SYUSICHT = = UK B HO =2 = S3Z Docker ImageE 2|22 17}
AM Q215 = Sdll O|O|X[ push/pullof CHSt HoH 22| 7t 7t
s
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AWS Container Service

% ECS
v e

= ZAHO|H 7tadst ERE N AFEES I AHO|H 7|=o| &7 1t Hi=
o ol 8= sAI0 =2
2% S0 Docker ZAH|O|LHL} QIAHATE S I HEEtH QAAEY0[M =KX=
2o glAXT =4 JHo|lM =88 Ji7F HQSICHH OfC|of O ZH| O[T} Al E[n @
0o FXEO| A=K ELEHESI D 22 = A= =77F Hooth ol2{et =7t
ZAHO|H A AE 0|4 (Container Orchestration)

DockerOf| A BF= A& (Swarm), =22 =57t E 71 Kubernetes, SFA|ZZ 2| Nomad,
AWSO| M XN E3t= ECS, EKS & Lo LA AERO|M =150] UZ

AWS ECS(Elastic Container Service)= AWS AEEl MH|AE X &sl= QA AERO|M
MH|AZ AWS SHE0| 2| E2tE|0] /US

AWS Cloud &tZ 0| A3tz AE THMZ St7] MZ0| Dockere| 2= 7|&5& AHESE
710l= €5 M<o| A0 MMt HEZO| 03 =

T2 THE Kubernetest& @E AAZ JHE|Q7| 20 AHEXIZL /SH= THE H
gsta ™8T = QX[ ECSE Auto Scaling Task 7|8 IAM X| 2!, Application Load
Balancer X| &, Service Discovery, AWS Batch Release, Fargate X| & & AWSO|| St&=3}E
7l 58 T/ 22 287 HS 0K US
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AWS Container Service

% ECS
v Iz

25



AWS Container Service

% ECS
v 74 e
o ZS{AH

& ECSO| 7t 7|2X ¢l thele E2{AH

& Z22{2H = Docker ZIHO|HE AT &= e 7tEe &2t

¢ So{AEEs ZRMEL AH O[O A0 MetM LHHE == s

& ECS SR{AHE 7|[E2N2R E9 22 BREY NS 7[EH2R HeloiX| {2
=25 telo|2z FFE A0l gle U FAHE UEE AR 7S

& EC20{ ECS-Clientet= MH|AS FASHM SE SHAH H22 = =0 0]F
A SHAHO HAE EC2 AAHAS HEHO[H AAHAZD 2F

¢ ECS-Client= ZIH|O|H QIAEAO XS HLHE & &[5t SHAHE 27
= Aol SS HEoH dddts des Y
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AWS Container Service

% ECS
v 38 ex
e =dAH
¢ ECS {2 H 2 S2{2H QIAHA

ECS 22{2H

ECS Ze|o| lAaBA ECS TH|0| ela®A
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AWS Container Service

< ECS
v N aeA
® % pod
¢ ECSO|M HHO|HE MW= A EHel= X Y
¢ SAH YoM SES= 170 22 174 Ol¢e| AHO|HES X|H
¢ & MHE 23 Docker 74H| 0|42t H|O|HH|O|AF 2|3t Docker ZAE|O|{ 7} &
RSICHH 282F 7 e = Folgd = & /UL SLe| ez Fojg £k U oL
o
& 25| Moz RO UOHH M2 HERT S22 += US
® X2 Ol docker-compose.yml
@ Docker ZAH|O|HE HA3I7| 25 Halot =™
¢ 7HO|H2] O[O[X|, CPU/M|EE| 2|l &E 27, ZE OIE, 28 €8 €2 A&
O] X2tk 7|E Docker BHOM 7S HE iR 2 S40| 4F 75
& Y MO|E HIE O Z ZQ & Docker AHIO|HES Halig = AU
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AWS Container Service

s ECS
v N aeA
® AfH|A: deployment

& MYUS OtLtS AAERO|M CHR|ZE /2 AO| MH[A

& R guiro= XY V2 FOSHXA| T MH|A = 2E HWEHA o QE AFEY
2|2 o C ~
o= L =

=
Z0ot0] O S2[A 0|8 HRZ =
.I

¢ ECS= ZH[O|H BiZE EC2 2IAHA 7|8 S| =8 AR US

A O

¢ HO|H S SHA|Z HREHE X EoHA| 2 T O|E ME|A= ZAH| O[] QIARA
X

x|
= AMEAZE A 280ALE BIS0E ER/ 80| AWSOIA ] ol 37| =20 A
HOIH AAEAS HRE S| 5

LS o
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AWS Container Service

% Fargate

v
v

v

AWS I} A O| E (Fargate)= AWSO Al 2017H 0] ZESH MH[A - MHZ|A AH[A

IHA0| E= AWSO| DHLIX| = B[Ol @A AEZO[M MHAQI ECSQ} EKSE 7[#O 2 BHE
HHI*

Docker ZAH|O|H & EC2 QIAEHA
C2HCH AFE ds2 O MAMSHA MEfgt
IHL[O|AE 205t= A s

FEF *1HIAEEP‘ X EolX| 2t EC2ECH= H|E0| HM7| 20| AWS HCt 2 EC2 7[HHo]
ECS ZHIO|H 2] SZHof| #[XIet Mu[A2tD o & UAS

AH Ol @A AE0[E2 JWEA FEOA OfS2[AH 0 BHZ0 MZ=2 ACHE &

AWS ECS, AWS EKS, Kubernetes, Docker Swarm, Apache Methos 2 Z2 QA AEZO|MS
¢t ZH|O|H Of =2[#|0[ HiZ= WEA Xt2|E &OoH7t2 A=
AWSO| M @A AER O] 25 AL RICIH AWSS| EC29 22 AR E At
B2 e
AFE XS 2E5ts 22 22AHE 280k 4 J0M 7t NCHER XY & Stht
It AO|EZ} H| & AWS ZCHE CHAISH?| fIot AMH|A &= OfL X2 THAHO|EE AFESIH AWS 2

Creb 20| B8 XP%OH Chst 271 0l 22| glo] o= 2|0 M Aol 7|'o
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AWS Container Service

% Fargate
v EC2 QIAEIAHCHCPUSF RAMS MAMBHAH AAE 2 9lom AHH 0|0 IAM 22 K| ™ 35HA
LHENIE 282 == US
v BI= M2 2|MOME DHHO|E MHAS AFRE £ QS
v ECSE 7|gtoZ0t A28 4= QS

v AWS ZH|O|L MH|A

%, Amazon ECS @ Amazon EKS

w

AWS Fargate
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AWS Container Service

% ECS ZH|O|H MH|A 7=
v OI7|EN

VPC

y s Eﬂlszaogg i

MH|A 0|22} : AWS Fargate

..............................

E ofo|m| 24 X4 8
A > &
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AWS Container Service
A

< Nginx ECS HixZ — EfA3 E 0|83t Hijx
v' nginx O|O[X| =0l
o ZIHO| : docker run -it -p 80:80 nginx
o EZtRXO0|A =l localhost

€ 2 C (G baw cHeAT P8 ANSD .ip-‘m:wsm

M DU EESE MO MRS Qs [ heest [Dew [ EeR: D) bpht [ ERENS [0 BN [ weteeeed @ MUMISE D cod @ 208 pow

Welcome to nginx!

If you see this page, the nginx web server is successfully installed and
working. Further configuration is required.

For online documentation and support please refer to nginx.org.
Commercial support is available at nginx.com.

Thank you for using nginx.
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< Nginx ECS HixZ — EfA3 E 0|83t Hijx
v So{2H 4
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AWS Container Service

< Nginx ECS HixZ — EfA3 E 0|83t Hijx
v S82H dd

SAE 4Y .

Amazon Elastic

Container Service Amazon ECS @F|AEE ERATI9) MUl S BN T80T SR SR JLUE SFAUL0, BE §AS YA U BEE @RASHN an
Of grick.
H AR

#2i2E 24
Higlamdols gn
EfA3 9e|

WAAAE 0%
A 4 M9 ——

Gi 208 FEIAES Ol B/ EN A DevCluster)

MO 2553000 FHe RUCE RAR S0 BRSNS W AR, 24, 80(F ¥ YFIUG
AWS Copilot 42| (3
218 Y200 - SIS ALY
HEANOAR HAUN0| GFAROME FE8 = Nuia T8E HENUO, Mula ¢S ) OB YOIE ANTISIA]

RIA O XIS
Amazon ECR [3 Q 48 :

s Ee|

v o1ty

AWS Batch [4 Boianie 205 BY 25718 BM AWS Fagate{Me| 20 i SHESS FABIUCH Amazon EC2 BIATAR 37161214 £C5 Anpwtwrnll AL
S]0} 2y 2 AMAR SIS

i o AWS Fargate(Atiz]2)
HiE 34 2 .-:'r,'u.—'.r 4 The WAG HARGIHSA 3 28| SENET) BE 3R MRULD. SHASNE TIRHOE farge E Fargate 2% 8
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AWS Container Service

< Nginx ECS HixZ — EfA3 E 0|83t Hijx
v EjA3 MM EfjA3 ™Mol ZEE
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Container Service
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AWS Container Service

< Nginx ECS HixZ — EfA3 E 0|83t Hijx
v EfjA3 MM

Ei23 el Y

EfAT Jo) W2 wue
AR S G el OB S AL

| nginxtask ’

MK 2usINN B

3 W LW SX) NojE W FR0| MEEun

v QUT3I QF A

Specity the infrastructure reguirements for the task definition

ASl B aw

AN FE AR AIR] BN SR 2 e B

AWS Fargate

CIMO|LYE AMBiRiA paYLIS

(] Amazon EC2 2!

Amnaron TCZ 22PN AHESHE QM 231N SRS
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AWS Container Service

< Nginx ECS HixZ — EfA3 E 0|83t Hijx
v EfjA3 MM

HEOIL] - 1 == CGEED | = |
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AWS Container Service

< Nginx ECS HixZ — EfA3 E 0|83t Hijx
v 2o2HO| A3 5 HASAM HiE

apiserver [ o || meiaw waos meiAL 43
- CESC B §ed
ARN 48 CleodWatch 218U SR LRI DIAA
3 amawsecsap-northeast-2:641022061021: @ R4 @ 21%31
duster/apiservar
MH|A Ha3
= I 5 e AN E
4| A (25 e NE s A €2

MUl (0) e

C |
AR 9 BER MuiA BN FER
| Q ftow g E AR fY v | | 2= suA Ry v 1 @
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MHj2 g8
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AWS Container Service

< Nginx ECS HixZ — EfA3 E 0|83t Hijx
v SoAHO EjA3E HESHA HiE
i 24

ofE2IFOIN FY W

AN RO SUE LRI

D) MH|A O 823
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Welcome to nginx!

If you see this page, the rginx web server s successfully instalied and
warking, Further configuration is required.

For online documentation and support please refer to paXLOrD.
Commerdal support & available at ngin.com.

Thank you for using nginx.
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pe

{
"Version": "2012-10-17",

"Statement”: [
{

"Effect": "Allow",

"Action": [
"ecr.CompletelLayerUpload",
"ecr:UploadLayerPart",
"ecr:InitiateLayerUpload",
"ecr:BatchCheckLayerAvailability",
"ecr:Putlmage”

H

],

"Resource"; "arn:aws:ecr:ap-northeast-2:753510247212:repository/apiserver”
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"Effect": "Allow",
"Action": "ecr:GetAuthorizationToken",

"Resource"; "*"
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® IAM O|lA ID S EHE SEIBIM =7t

Adding the identity provider to AWS @

To add the GitHub OIDC provider to IAM, see the AWS documentation.

» For the provider URL: Use https://token.actions.githubusercontent.com

« For the "Audience": Use sts.amazonaws.com if you are using the official action.
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v" OpenlID ConnectE 0|&7%t Git Hub AWS 219!
o IAMOM XtA S SEAE SEGIAM F7¢

& URL ZQl: https://docs.github.com/en/actions/deployment/security-hardening-
your-deployments/configuring-openid-connect-in-amazon-web-services

Adding the identity provider to AWS

To add the GitHub OIDC provider to IAM, see the AWS documentation.

e For the provider URL: Use https://token.actions.githubusercontent.com
» For the "Audience": Use sts.amazonaws.com if you are using the official action.

Configuring the role and trust policy ¢

To configure the role and trust in IAM, see the AWS documentation "Configure AWS Credentials for
GitHub Actions" and "Configuring a role for GitHub OIDC identity provider."

Note: AWS Identity and Access Management (IAM) recommends that users evaluate the IAM
condition key, token.actions.githubusercontent.com:sub , in the trust policy of any role that
trusts GitHub's OIDC identity provider (IdP). Evaluating this condition key in the role trust
policy limits which GitHub actions are able to assume the role.
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name: django

on:
push:
branches: [ "main" ]
pull_request:
branches: [ "main" ]

permissions:

id-token: write # This is required for requesting the JWT
contents: read # This is required for actions/checkout

84



AWS Container Service

< Django Application CI/CD Pipeline &7
v" OpenlID ConnectE 0|&7%t Git Hub AWS 219!
® GitHub Actionym| 2= +=EoiM A2 S 7IM= = A=Al =2l

jobs:
build:
runs-on: ubuntu-latest

steps:
- name: Checkout
uses: actions/checkout@v4

- name: Set up Python 3.10
uses: actions/setup-python@v4
with:
python-version: '3.10'
- name: Install dependencies
run: |
python -m pip install --upgrade pip
pip install -r requirements.txt
- name: Build Docker Compose
run: docker-compose

85



AWS Container Service

< Django Application CI/CD Pipeline &7
v" OpenlID ConnectE 0|&7%t Git Hub AWS 219!
® GitHub Actionym| 2= +=EoiM A2 S 7IM= = A=Al =2l

- name: Configure AWS Credentials
uses: aws-actions/configure-aws-credentials@v4
with:
role-to-assume: arn:aws:iam::641022061021:role/itstudyoicd
role-session-name: sampleSessionName
aws-region: ap-northeast-2
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name: django

on:
push:
branches: [ "main" ]

permissions:
id-token: write
contents: read

env:

AWS_REGION: ap-northeast-2
ECR_REPOSITORY: itstudydjangoecs
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jobs:
build:
runs-on: ubuntu-latest

steps:
- name: Checkout
uses: actions/checkout@v4

- name: Set up Python 3.10
uses: actions/setup-python@v4
with:
python-version: '3.10'
- name: Install dependencies
run: |
python -m pip install --upgrade pip
pip install -r requirements.txt

88



AWS Container Service

< Django Application CI/CD Pipeline &78
v Image Push
® GitHub Actionyml Tt¢ 2 =¥

name: django

on:
push:
branches: [ "main" ]

permissions:
id-token: write
contents: read

env:

AWS_REGION: ap-northeast-2
ECR_REPOSITORY: itstudydjangoecs
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- name: Configure AWS Credentials
uses: aws-actions/configure-aws-credentials@v4
with:
role-to-assume: arn:aws:iam::641022061021:role/imagepush
role-session-name: sampleSessionName
aws-region: ap-northeast-2

- name: Login to Amazon ECR
id: login-ecr
uses: aws-actions/amazon-ecr-
login@62f4f872db3836360b72999f4b871ff13310f3a
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- name: Build, tag, and push image to Amazon ECR
id: build-image
env:
ECR_REGISTRY: ${{ steps.login-ecr.outputs.registry }}
IMAGE_TAG: ${{ github.sha }}
run: |
# Build a docker container and
# push it to ECR so that it can
# be deployed to ECS.
docker build -t $ECR_REGISTRY/$ECR_REPOSITORY:$IMAGE_TAG .
docker push $ECR_REGISTRY/$ECR_REPOSITORY:$IMAGE_TAG
echo "image=$ECR_REGISTRY/$ECR_REPOSITORY:$IMAGE_TAG" >>
$GITHUB_OUTPUT
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name: django

on:
push:
branches: [ "main" ]
pull_request:
branches: [ "main" ]

permissions:
id-token: write
contents: read

env:
AWS_REGION: ap-northeast-2
ECR_REPOSITORY: itstudydjangoecs
ECS_SERVICE: itstudyservice2
ECS_CLUSTER: deploytest
ECS_TASK_DEFINITION: ./task-definition.json
CONTAINER_NAME: itstudy
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jobs:
build:
runs-on: ubuntu-latest

steps:
- name: Checkout
uses: actions/checkout@v4

- name: Set up Python 3.10
uses: actions/setup-python@v4
with:
python-version: '3.10'
- name: Install dependencies
run: |
python -m pip install --upgrade pip
pip install -r requirements.txt
- name: Build Docker Compose
run: docker-compose
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- name: Configure AWS Credentials
uses: aws-actions/configure-aws-credentials@v4
erg;é—to-assume: arn:aws:iam::641022061021:role/imagepush

role-session-name: sampleSessionName
aws-region: ap-northeast-2

- name: Login to Amazon ECR
id: login-ecr
uses: aws-actions/amazon-ecr-
login@62f4f872db3836360b72999f4b87f1ff13310f3a
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- name: Build, tag, and push image to Amazon ECR
id: build-image
env:
ECR_REGISTRY: ${{ steps.login-ecr.outputs.registry }}
IMAGE_TAG: ${{ github.sha }}
run: |
# Build a docker container and
# push it to ECR so that it can
# be deployed to ECS.
docker build -t $ECR_REGISTRY/$ECR_REPOSITORY:$IMAGE_TAG .
docker push $ECR_REGISTRY/$ECR_REPOSITORY:$IMAGE_TAG
echo "image=$ECR_REGISTRY/$ECR_REPOSITORY:$IMAGE_TAG" >>
$GITHUB_OUTPUT
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- name: Fill in the new image ID in the Amazon ECS task definition

id: task-def

uses: aws-actions/amazon-ecs-render-task-definition@v2
with:

task-definition: ${{ env.ECS_TASK_DEFINITION }}

container-name: ${{ env.CONTAINER_NAME }}
image: ${{ steps.build-image.outputs.image }}

- name: Deploy Amazon ECS task definition
uses: aws-actions/amazon-ecs-deploy-task-
definition@df9643053eda01f169e64a0e60233aacca83799a

with:
task-definition: ${{ steps.task-def.outputs.task-definition }}
service: ${{ env.ECS_SERVICE }}
cluster: ${{ env.ECS_CLUSTER }}
wait-for-service-stability: true
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Build Docker Compose

Configure AWS Credentials

Login to Amazon ECR

» Run aws-actions/amazon-ecr-login@62f4f872db3836360b7299974bB771fF1331073a

(node:1816) NOTE: The AWS SDK for JavaScript (v2) will be put into maintenance mode i

Please migrate your ¢ use AWS SDK for JavaScript (v3).

For more information, check the migration guide at hit fa.co/7PzMCcy

(Use node —trace-warnings ... to show where the warning was cre

Error: User: arn:aws:sts::641022061021:assumed-role/itstudyoicd/sampleSessionName is not authorized to perform:

ecr:GetAuthorizationToken on resource: = because no identity-based policy allows the ecr:GetAuthorizationToken action

Julld, taq, and push image to Amazon ECR
Build, t nd push image to Arr n ECR

Fill in the new image ID in the Amazon ECS task definition

Deploy Amazon ECS task definition
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< HTTPS Mg
v ELBO| 21BN &5
o ZC WM MY _ZTZEZFZ HTTPSE HE
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< HTTPS H&
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% Spring O 22| 0|4 Docker Image= 0|23t EC2 Hi =
v Spring Boot Application &4
® Spring Boot Application 24
e IZ=MEO| Controller &7} - FrontController

import java.util. ArrayList;
import java.util. HashMap;
import java.util.List;
import java.util.Map;

import org.springframework.web.bind.annotation.GetMapping;
import org.springframework.web.bind.annotation.RestController;

@RestController
public class FrontController {
@GetMapping("/")
public Map<String, Object> uploadFile() {
Map<String, Object>data = new HashMap <String, Object>();
data.put("result”, "success");
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< Spring O Z2|H 0|42 Docker Image= O| &%+ EC2 Hi=
v Spring Boot Application &4
e IZ=MEO| Controller &7} - FrontController

@SuppressWarnings("rawtypes")
List <Map> list = new ArrayList<Map>();

Map<String, String> map1 = new HashMap<>();

map1.put("id", "itstudy");
map1.put("name”, "= A ");

Map<String, String> map2 = new HashMap<>();
map2.put("id", "itggangpae");
map2.put("name", "OtEM);

list.add(map1);
list.add(map?2);

data.put("data", list);

return data;
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< Spring O§E2|H 0|2 Docker Image= O|- &%t EC2 H{ =
v" Spring Boot Application %4
® applicationyml It YOl AH ZE 47

server:
port: 80
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< Spring O Z 2|7 0|42 Docker Image2 0|83t EC2 HfZ=
v Spring Boot Application &3 =0l
¢ 2 C @ localhost

Cojdald OArd DgmwE OYe OAds oo [ frontend [ java [ HOEMo}A [ bigdata
yretty print H8[)

["result":"success","data": [{"name":"2A","id":"itstudy"}, {"name":"OF","id":"itggangpae"}] }
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< Spring Ol = 2|H 0| M2 Docker Images O| &%+ EC2 HIZ
v o||:||7(| AHA—I EII §|- |
® Spring Boot Application 2| FE L[ E2|0 Dockerfileg %4
& jar 2 MH

FROM amazoncorretto:17
CMD ["./mvnw", "clean", "
ARG JAR_FILE=target/* jar
COPY ./build/libs/* jar app.jar

ENTRYPOINT ["java", "-jar", "app.jar"]

& war 2 MM

FROM amazoncorretto:17

CMD ["./mvnw", "clean", "package"]
ARG WAR_FILE=target/*.war

COPY ./build/libs/*.war app.war
ENTRYPOINT ["java", "-jar", "app.war"]

package"]
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< Spring O Z2|H 0|42 Docker Image= O| &%+ EC2 Hi=
v O|OJX] 4 5L =2
o E0/20A build
/gradlew clean build
e O|OX| 2E 8l &9
docker build -f Dockerfile -t springapiserver:0.0.1 .
e O|OX] =2l
docker images
o ZH O Hd 8 &

docker run -d --name springapiserver -p 80:80 springapiserver:0.0.1
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< Spring O Z2|H 0|42 Docker Image= O| &%+ EC2 Hi=
v Git Action2 83t Docker Hub0j| O|O|X| HYZ=
® Docker HubOl| Repository 4

® Docker HubOl|A| Access Token & — LEZ &IEHO| OFO|C| ¥= S &2t = [Account
Settings] — [Security] — [Access Token] — [New Access Token]

General
Access Tokens New Access Token
I Security

Default Privacy I:l Description Source Scope Last Used Created
Notifications
] @ DOCKERHUB MANUAL Road, Writo, Dalate Nov 27,2023 13:3719 Nov 27,2023 11:55:49
Convert Account
[] @ sample MANUAL Read, Write, Delete Oct 37,2023 19:35:54 Oct 27,2023 16:47:49
Deactivate Account
[—] ® 1019 MANUAL Read, Write, Delpte 0ct 19,2023 10:01:33 Oct1 19, 2023 09:31:43
D o1 MANUAL Read, Write, Delese Oct 17,2023 0B8;13.53 0c¢t1 17,2023 07:43.33
] ® fiaskweb MANUAL Read, Write, Delate Oct 17,2023 07:39:32 0ct 17,2023 071640
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A

< Spring Ol = 2|H 0| M2 Docker Images O| &%+ EC2 HIZ
v Git Action2 Z-83% Docker Hub0l| O|O|X| Hi=
® Git HubO| AtHt ZE YP=E

® GIT HUBZ| Repository0f| Secret Key &5 [Settings] — [Secrets and variable] — [Actions] —
[New repository secret]

4 DOCKERHUB_USERNAME
¢ DOCKERHUB_TOKEN

Security = -
Repository secrets

@) Code security and analysis

= S ! Jat

£ Deploy keys Name =T WAt updated

[*] Secrets and variables ~ £ DOCKERHUS_TOKEN 1 minute ago Z U
Actions

B DDCKERHUB_USERNANE now &/ U

Codespacaes
Dependabot

Integrations

&) GitHub Apps

53 Emall notifications
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< Spring Ol = 2|H 0| M2 Docker Images O| &%+ EC2 HIZ
v Git Action2 &89 Docker HubOj| O|O|X| HY I
® _github/workflows/ E|H E2[0f yam| Tt €= &5t push

name: Java Cl with Gradle

# S5 2 2% main 2HX|0] push 52 pull request’t L4 22 SESHCL
on:
push:
branches: [ "main" ]
pull_request:

branches: [ "main" ]

permissions:
contents: read
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< Spring O Z2|H 0|42 Docker Image= O| &%+ EC2 Hi=
v Git Action2 283t Docker HubOll O[O X| H{j
® _github/workflows/ CIEE2|0]| yam!| Tt Y2 4-dt10 push

jobs:
# Spring Boot O Z2|H 0[S EE
build-docker-image:
runs-on: ubuntu-latest
steps:
- uses: actions/checkout@v3
# 1. Java 17 M| &
- name: Set up JDK 17
uses: actions/setup-java@v3
with:
java-version: '17'
distribution: 'temurin’

OF

[ =7 520 FA[5h= 1+

# 2. Spring Boot O Z2[#|0|M HE
- name: Build with Gradle
uses: gradle/gradle-build-
action@67421db6bd0bf253fb4bd25b31ebb98943¢c375e1
with:
arguments: clean bootJar
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< Spring O Z2|H 0|42 Docker Image= O| &%+ EC2 Hi=
v Git Action2 283t Docker HubOll O[O X| H{j
® _github/workflows/ CIEE2|0]| yam!| Tt Y2 4-dt10 push

# 3. DockerHub 219l
- name: Login to DockerHub
uses: docker/login-action@v1
with:
username: ${{secrets. DOCKERHUB_USERNAME}}
password: ${{secrets. DOCKERHUB_TOKEN}}
# 4. 0|0|X| Y2 E
- name: build and release to DockerHub
env:
NAME: ${{secrets.DOCKERHUB_USERNAME}}
REPO: springapiserver
run: |
docker build -t $REPO .
docker tag $REPO:latest SNAME/$REPO:latest
docker push $NAME/$REPO:latest
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< Spring O Z2|H 0|42 Docker Image= O| &%+ EC2 Hi=
v O|OjX| Ct22E 3 A
® sudo docker run -p 80:80 -d --rm ggangpael/springapiserver
v HBIRXO|AM HEE P2 &9l

& 0 Awey 207819 §¢ %0 OO :

Do DUl DR DY DA Cwme SOtewe S st Soow D848 MW Dwetineed QeUwasd [Dcexd @ 288 w0natw va(}' O = wya

Indlex

113

§TTF 208 0

Mhow: OPTIONS, GIT
Contant-Typm: apolicatisn
ary: Moot
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< Spring Boot Application Cl/CD Pipeline 47
v" Docker-Compose A&
o IZ=MEO docker-composeym| It S 45t 24

version; "3"

services:
web:
build:
context: .
dockerfile: Dockerfile
command: "java -jar app.jar"
ports:
- "80:80"
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< Spring Boot Application CI/CD Pipeline 878
v" Docker-Compose A&

A =]
o =% JZLo= =0l

docker-compose -f docker-compose.yml up --build
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< Spring Boot Application CI/CD Pipeline 878

v" Docker-Compose A&
® Git Hub Action2 2|2t yml It 2 +Hs|M HAE

name: Java Cl with Gradle

# S5 2 273 main 2HX|0] push S2 pull request’t L4 22 SESHCL
on:
push:
branches: [ "main" ]
pull_request:

branches: [ "main" ]

permissions:
contents: read
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< Spring Boot Application CI/CD Pipeline 873
v" Docker-Compose A&
® Git Hub Action=2 {2t yml It +=E{|M HAE

jobs:
# Spring Boot Of 2|7 0|4
build-docker-image:
runs-on: ubuntu-latest
steps:
- uses: actions/checkout@v3
# 1. Java 17 M| &
- name: Set up JDK 17
uses: actions/setup-java@v3
with:
java-version: '17'
distribution: 'temurin’

=1
=

o
In

St =7 520 £A|ot b

# 2. Spring Boot O Z2[#|0|M HE
- name: Build with Gradle
uses: gradle/gradle-build-
action@67421db6bd0bf253fb4bd25b31ebb98943¢c375e1
with:
arguments: clean bootJar

131



AWS Container Service

< Spring Boot Application CI/CD Pipeline 878
v" Docker-Compose A&
® Git Hub Action2 ®I¢t yml IS +7JsHM HAE

- name: Build Docker Compose
run: docker-compose
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< Spring Boot Application Cl/CD Pipeline 47
v' ECR(Elastic Container Registry) AMH|A0] E &8 A Repository ‘4 - springapiserver

Amazon Elastic x
Container Registry

Private registry
Public registry

Repositories

ECR public gallery [
Amazon ECS [
Amazon EKS [}

Getting started [

Documentation [}
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< Spring Boot Application Cl/CD Pipeline 47
v' ECR(Elastic Container Registry) AH| A0 &38| A Repository ‘44 - springapiserver

Amazon ECR > Z2O| HXIAE2 ) EEXige| ) 2iEX|£2] 44

c|ZX|E2| 4d

e A

HA| 0|5 4% as

SjEAIE A0 IR JPAIM HEE SR
O mzjojy

WA 1AM T BIEXEE| F4 ABo) 293 AtefgLic
O mHEe

O[0FX] ROf CHell I74I28 BAEID A & ASLIC)

2|ZX|E2| Ol

ZIEM O|B & RIRELICH WA O|ROF 2| TA{Ea) Ru=R AMY £ 20{0r 8L

641022061021.dkr.ecr.ap-northeast-2.amazonaws.com/ | apiserver

ATl 256X & 9AHE A 2% 0}4)) The name must start with a letter and can only contain lowercase letters, numbers, hyphens, underscores,
periods and forward slashes.

BI¥HE B e
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< Spring Boot Application Cl/CD Pipeline 47
v' ECR(Elastic Container Registry) AH| A0 538X Repository ‘84 - springapiserver

O|ojX| A7H M3

@) u8 zet3n
2|ZX| %] £F2| ScanOnPush Y& O 014 AIBEIX| Rt SjX|AE2| £ A BE2 cHIELICE
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O vigang

Aot 4y
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< Spring Boot Application Cl/CD Pipeline 47
v' ECR(Elastic Container Registry) AH| A0 538X Repository ‘84 - springapiserver

© Z2o| 2mNE 448

apiserverli(?1) Z20M! YRAEAY WUSIAALIC

Amazon ECR ) IR AMAEZ| > 2uxEs

oyl 22X Ee|
2|ZX|E2] (1) (&]
Q Fiter stotus 1 @
ZINEZ( 0 a4 UR Y55 v RIS AfEE L
aplserver (F 641022061021 dkr.ecrap-northeast-2 amazanaws com/apiserver 202391128 159, 16:38:34 {UTC+09) Ui MEE % AES-256
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< Spring Boot Application Cl/CD Pipeline 47
v IAMO|A] ECRO|| O|O|X| S pushE == U= M
Xt 2 O] §2 ECROA 7HMQEAM Ztd
o M MdIH

0z
o

M (private_image_push): 2| M S X3t

identity and Access % © %Y private_image_push?i1) #HSUGUT

Management(IAM)
My B4
Q 1AM 2N
HY(1164) 3o C " -
NP B BARE WSS TRERE o
i 2acs BT
v s 32 Q 24 2E Y v 123435867 _-.88)) @
NER 28
a0 A 7E v | HEARUAR v v
MEX)
oy B W AccendaiyrerServiceRniePollcy AWS Z=y s Allow Access Analyzer to analyze resou...
L 0 B @ adminstratocicoess AWS 22 - 57 28 Prowides full access to AWS services an.
w88 Aan
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L
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A

< Spring Boot Application CI/CD Pipeline 878

v IAMO|| A ECRO|| O|O[X|E pushe = A= M
Xt QF O|E2 ECROIM 7t QLA Ebd

® JSON =&

0z

M (private_image_push): 2|8 S #=H3st0 =

A XY we

M2, Y, Bl a2 ENE NS0 ARG SNUUCE JSON BT IR AEH0] A0t GUEE AYuLG

By pyy| son | [ =uv || m

v MHu|A My

MISSE IE 24200 1M SUN S Sl TSR FIRULG

Myl A

| AfbifA 4160
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< Spring Boot Application CI/CD Pipeline 873
v IAMOf| A ECRO|| O|O|X|E push® == U&= M MY (private_image_push): 2|2 +=H5t10 =

Xt QF O|E2 ECROIM 7t QLA Ebd
® JSON £+=H

{
"Version": "2012-10-17",

"Statement”: [
{

"Effect": "Allow",

"Action": [
"ecr.CompletelLayerUpload",
"ecr:UploadLayerPart",
"ecr:InitiateLayerUpload",
"ecr:BatchCheckLayerAvailability",
"ecr:Putlmage”

],

"Resource"; "arn:aws:ecr:ap-northeast-2:753510247212:repository/apiserver”

b
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< Spring Boot Application CI/CD Pipeline 878

v IAMO|| A ECRO|| O|O[X|E pushe = A= M
Xt QF O|E2 ECROIM 7t QLA Ebd

® JSON £+=H
{

0z

M (private_image_push): 2|8 S #=H3st0 =

"Effect": "Allow",

"Action": "ecr:GetAuthorizationToken",
"Resource"; "*"

140



AWS Container Service

< Spring Boot Application CI/CD Pipeline 878

v IAMO|| A ECRO|| O|O[X|E pushe = A= M
Xt QF O|E2 ECROIM 7t QLA Ebd

0z

M (private_image_push): 2|8 S #=H3st0 =

Y 4R YR

wwom

0| BUE 2= ot U ol BB NIl
private_image_push

WA 1ZENQLE) B25 W e, @ MAS AR

= - AN A

0] Wit oielol STt HEE SRt

ECR Image Push

O] H&of Hoe At uv uy

Of G EAE BUE HME 8 SIS Al SRR ABULIC) M 0 HUNEY, ABX I8 Bl w0 U2 S0P P2 608 YR YU

Q =4
SB(MYIA 40278 B 171) P X Muf2 4015 BA|

MuA A | MMALE v LB | |Y=Y
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< Spring Boot Application CI/CD Pipeline 278
v" OpenlID ConnectE 0|&7%t Git Hub AWS 219!
o IAMOM XtA S SEAE SEGIAM F7¢

Adding the identity provider to AWS @

To add the GitHub OIDC provider to IAM, see the AWS documentation.

» For the provider URL: Use https://token.actions.githubusercontent.com

« For the "Audience": Use sts.amazonaws.com if you are using the official action.
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< Spring Boot Application Cl/CD Pipeline 47
v" OpenlID ConnectE 0|&7%t Git Hub AWS 219!
o IAMOM XtA S SEAE SEGIAM F7¢

& URL ZQl: https://docs.github.com/en/actions/deployment/security-hardening-
your-deployments/configuring-openid-connect-in-amazon-web-services

Adding the identity provider to AWS

To add the GitHub OIDC provider to IAM, see the AWS documentation.

e For the provider URL: Use https://token.actions.githubusercontent.com
» For the "Audience": Use sts.amazonaws.com if you are using the official action.

Configuring the role and trust policy ¢

To configure the role and trust in IAM, see the AWS documentation "Configure AWS Credentials for
GitHub Actions" and "Configuring a role for GitHub OIDC identity provider."

Note: AWS Identity and Access Management (IAM) recommends that users evaluate the IAM
condition key, token.actions.githubusercontent.com:sub , in the trust policy of any role that
trusts GitHub's OIDC identity provider (IdP). Evaluating this condition key in the role trust
policy limits which GitHub actions are able to assume the role.
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< Spring Boot Application CI/CD Pipeline 278
v" OpenlID ConnectE 0|&7%t Git Hub AWS 219!
o IAMO|M XtA S S=XE SESHM =7t

SaX 74

A3 R z=
) SAML © OpeniD Connect
AWS HA L Shibboleth T Active Directory Federation AWS Ha k,c-uu(c T E Sulesforce®l {2 M 58 B35 M
Services?t @S SAML 2.0 28 X1 5% FSAT 0 SITE o A Z)0) LISHN HELIT
Huuct
S3AFURL

2IE 280 e 29 OpeniD Connect URLS XiE/LICEH
nrrps://roken. actions githubusarcontent.com URL B3
HLF 2552 ULIC)L URLE "https 2 A|Z1&0) M0} R
r
A AWSE QIEM A2 E AHBS10] [dP2| M QIS ME NeIEtX] 80 MR|E + Sl CA 2H0|=2{2) B AFZSt04 0] 0IDC ID |
SYH(idP)ete] B SO RLICE 2|74A| X|2E F40f HoH AXL HJo o ol WastX| fgLich

XE Wauxy CA Fad
1b511abead59c6ce207077cObfOe0 DigiCert Inc 03/30/2021~0%/30/2031
043b1382612

us L]
8| XH S -SEA7 WEs @210(205 D8 XM ELc

sts.amazonaws.coni

3 2557 RUICE [kt T/ BN AR SIMR
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< Spring Boot Application CI/CD Pipeline 278
v" OpenlID ConnectE 0|&7%t Git Hub AWS 219!

o A 5Y IO MRL AT Y

AM > ZHI BT #5710 ) tokenactions.githubusercontent.com

token.actions.githubusercontent.com «.

| wstws || =

2%
a5 ASh 7N WY A ARN
tokan actions. githubiusarcontent. com OpeniD Comnnect Decamber 18, 2023, 1017 (UTC+09:00} (F arawsiameE4102206 7102 7,06~

pravider/token.actions.githubusercontent ¢
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< Spring Boot Application CI/CD Pipeline 278
v" OpenlID ConnectE 0|&7%t Git Hub AWS 219!

o A 5Y IO MRL AT Y

AE|E 5 U= AEHE| MEY ..

g £ U= AEE| |

O AWS AH|A O AWS 3
EC2, Lambda B9 AWS My| 27} 0f 2PH0M 2R

ARIEE= ME nfEjof 581 CIE AWS 59 HEED)
SMCR HBAULO

O] MBI JjuE SWsl=% HBYLIC

O HUxnzyY () SAML 2.0 818
AHE AR Y 7124 Y IS0 NEE ANEZIPHO o

719 CIME|2|0fM SAML 2,024 QHSE AEXI7} O] N3
W@ Sop Ol AEoM HRUT 2 BWHER SEBLT,

Ol RUR 4UL S UCR HBULIC

O ARRRHX|E M| FY
CHE AMZZZL O HIEAM XUS ¢ 8% ¢ UST MS
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® Git Actionyml| LIS A 21210[ &|=X| =Ql: Rolel| ARN 22 +=7H

name: Java Cl with Gradle

# S5 2 273 main 2HX|0] push S2 pull request’t L4 22 SESHCL
on:
push:
branches: [ "main" ]
pull_request:

branches: [ "main" ]
permissions:

id-token: write # This is required for requesting the JWT
contents: read # This is required for actions/checkout
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v" OpenlID ConnectE 0|&7%t Git Hub AWS 219!
® Git Actionym| It S F=E{A 21210| &|=X| =0l

jobs:
# Spring Boot Oi Z 2| O| & ZESHH =75 20| FASH= b8
build-docker-image:
runs-on: ubuntu-latest
steps:
- uses: actions/checkout@v3
# 1. Java 17 M &
- name: Set up JDK 17
uses: actions/setup-java@v3
with:
java-version: '17'
distribution: 'temurin’

# 2. Spring Boot O Z2[#|0|M HE
- name: Build with Gradle
uses: gradle/gradle-build-
action@67421db6bd0bf253fb4bd25b31ebb98943¢c375e1
with:
arguments: clean bootJar
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- name: Build Docker Compose
run: docker-compose

- name: Configure AWS Credentials
uses: aws-actions/configure-aws-credentials@v4
with:
role-to-assume: arn:aws:iam::641022061021:role/itstudyoicd
role-session-name: sampleSessionName
aws-region: ap-northeast-2
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v" OpenID ConnectZE 0|&%t Git Hub AWS 219l

Set up job
} Checkout
) Set up Python 3.10
& Install dependencies
& Build Docker Compose
Configure AWS Credentials
2 Post Configure AWS Credentials
Post Set up Python 3.10
£ Post Checkout

y Complete job
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v" ECR Push And Task Definition 4’3 8! Service Update

® Git Actionyml L2 S +3 - &g B HESH| =3

— —

name: django

on:
push:
branches: [ "main" ]
pull_request:
branches: [ "main" ]

permissions:
id-token: write
contents: read

env:
AWS_REGION: ap-northeast-2
ECR_REPOSITORY: itstudydjangoecs
ECS_SERVICE: itstudyservice2
ECS_CLUSTER: deploytest
ECS_TASK_DEFINITION: ./task-definition.json
CONTAINER_NAME: itstudy
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v" ECR Push And Task Definition 4’3 8! Service Update
® Git Actionym!| IS =73 - 2tF By HESH =7

jobs:
build-docker-image:
#ubuntu SHG0|M =H
runs-on: ubuntu-latest
steps:
#AA IE T
- uses: actions/checkout@v3
#JDK A K|
- name: Set up JDK 17
uses: actions/setup-java@v3
with:
java-version: '17'
distribution: 'temurin'
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v" ECR Push And Task Definition ‘8’8 3 Service Update
® Git Actionym!| IS =73 - 2tF By HESH =7

jobs:
# Spring Boot Ol £2|70] & 2 ESIY =75 E0| FA|ot= 1Hd
build-docker-image:
runs-on: ubuntu-latest
steps:
- uses: actions/checkout@v3
# 1. Java 17 M| &
- name: Set up JDK 17
uses: actions/setup-java@v3
with:
java-version: '17'
distribution: 'temurin’

# 2. Spring Boot O Z2[#|0|M HE
- name: Build with Gradle
uses: gradle/gradle-build-
action@67421db6bd0bf253fb4bd25b31ebb98943¢c375e1
with:
arguments: clean bootJar
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® Git Actionym!| IS =73 - 2tF By HESH =7
- name: Configure AWS Credentials
uses: aws-actions/configure-aws-credentials@v4
erg;é—to-assume: arn:aws:iam::641022061021:role/imagepush

role-session-name: sampleSessionName
aws-region: ap-northeast-2

- name: Login to Amazon ECR
id: login-ecr
uses: aws-actions/amazon-ecr-
login@62f4f872db3836360b72999f4b871ff13310f3a
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® Git Actionym!| IS =73 - 2tF By HESH =7

- name: Build, tag, and push image to Amazon ECR
id: build-image
env:
ECR_REGISTRY: ${{ steps.login-ecr.outputs.registry }}
IMAGE_TAG: ${{ github.sha }}
run: |
# Build a docker container and
# push it to ECR so that it can
# be deployed to ECS.
docker build -t $ECR_REGISTRY/$ECR_REPOSITORY:$IMAGE_TAG .
docker push $ECR_REGISTRY/$ECR_REPOSITORY:$IMAGE_TAG
echo "image=$ECR_REGISTRY/$ECR_REPOSITORY:$IMAGE_TAG" >>
$GITHUB_OUTPUT
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® Git Actionym| It¥S 8 - &8 By HESHH 7

i T = =

- name: Fill in the new image ID in the Amazon ECS task definition
id: task-def
uses: aws-actions/amazon-ecs-render-task-
definition@c804dfbdd57f713b6c079302a4c01db7017a36fc
with:
task-definition: ${{ env.ECS_TASK_DEFINITION }}
container-name: ${{ env.CONTAINER_NAME }}
image: ${{ steps.build-image.outputs.image }}

- name: Deploy Amazon ECS task definition
uses: aws-actions/amazon-ecs-deploy-task-definition@v2
with:
task-definition: ${{ steps.task-def.outputs.task-definition }}
service: ${{ env.ECS_SERVICE }}
cluster: ${{ env.ECS_CLUSTER }}
wait-for-service-stability: true
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v" ECR Push And Task Definition 4-d 3 Service Update

® Git Actionym| It¥S 8 - &8 By HESHH 7

Build Docker Compose
Configure AWS Credentials
Login to Amazon ECR

» Run aws-actions/amazon-ecr-login@62f4f872db3836360b7299974bB771fF1331073a

(node:1816) NOTE: The AWS SDK for JavaScript (v2) will be put into maintenance mode i

Please migrate your ¢ use AWS SDK for JavaScript (v3).

For more information, check the migration guide at hit fa.co/7PzMCcy

(Use node —trace-warnings ... to show where the warning was cre

Error: User: arn:aws:sts::641022061021:assumed-role/itstudyoicd/sampleSessionName is not authorized to perform:

ecr:GetAuthorizationToken on resource: = because no identity-based policy allows the ecr:GetAuthorizationToken action

Julld, taq, and push image to Amazon ECR
Build, t nd push image to Arr n ECR

Fill in the new image ID in the Amazon ECS task definition

Deploy Amazon ECS task definition
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