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{
"Version": "2012-10-17",

"Statement": [
{

"Sid": "PublicListGet",

"Effect": "Allow",

"Principal": "*",

"Action": [
"s3:List*",
"s3:Get*",
"s3:Put*",
"s3:Delete*"

],

"Resource”: |
"arn:aws:s3::BucketO| =
"arn:aws:s3::BucketO| .:./*"
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® [H3H - [CORS] Ol A] CORS H& =7t

[
{

"AllowedHeaders": [

g

1,
"AllowedMethods": |

'GET",
"PUT",
"POST",
"DELETE"

],
"AllowedOrigins": [

],

"ExposeHeaders": ["Access-Control-Allow-Origin"]

21



< S3 Bucket ‘47
v OE g2E

23 (0)

24t~ Amazen S30] FIE0] Ui 7l PSE|RALICH Amazon §3 QISR [F AE10] UITI0] T D 24RO Wi o1 & B LICH Do ARGXITE2R0] RAAS & o)A #12N HAIROR Melte =D0F FILICH XA
oz (B

[C] ossuman || ousen || @ e w2 || 4 || s v || sdees

Q HEAfe day &7f

* =t v | ‘e v | =2 v | Asamaga v

1 218
O] e zlof dxfj7} SSsLck,

22



< S3 Bucket M4
v LY CIREE

ZH N2

28X S3 URI

ggangpae’l (3 s3://itstudybucket/Lambda.pptx
AWS 2%

Amazon 2|24 O|E(ARN)
OtA|O} ERHHS=T) ap-northeast-1
(F armaws:s3:itstudybucket/Lambda.pptx

OFx|af 4
2023.10. 24. am 7:37:33 AM KST SUE{E| El-1(Etag)
| 4cd77ba64e179fb16f40604669ba5ece
=y
1.8M8 43| URL
=3 9 https://itstudybucket.s3.ap-northeast-1.amazonaws.com/La
pptx mbda.pptx
7l

Lambda.pptx
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€ python3 -m venv myvenv
€ source myvenv/bin/activate
o T QoHI{7[X] X
€ pip install Django
€ pip install django-cors-headers
€ pip install mysqlclient
o T=ME M. django-admin startproject s3project .
o OfEz[AH 0| Md: python manage.py startapp s3application
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® s3project/settings.py Lt = =7

# SECURITY WARNING: don't run with debug turned on in production!
DEBUG = True

ALLOWED_HOSTS = [*1]
# Application definition

INSTALLED_APPS = |
"django.contrib.admin”,
"django.contrib.auth”,
"django.contrib.contenttypes”,
"django.contrib.sessions",
"django.contrib.messages”,
"django.contrib.staticfiles",
"s3application”,

"corsheaders”, #CORS & =7}
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® s3project/settings.py Lt

MIDDLEWARE = [
'corsheaders.middleware.CorsMiddleware', # CORS & & =7} (7t& ACHof| QI K])
"django.middleware.security.SecurityMiddleware",
"django.contrib.sessions.middleware.SessionMiddleware",
"django.middleware.common.CommonMiddleware",
"django.middleware.csrf.CsrfViewMiddleware",
"django.contrib.auth.middleware.AuthenticationMiddleware",
"django.contrib.messages.middleware.MessageMiddleware",
"django.middleware.clickjacking.XFrameOptionsMiddleware",

oz

Al
T
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® s3project/settings.py LS =3

#CORS 2t 7t
CORS_ALLOW_ALL ORIGINS = True #(2 & ZE 3| 2)

#HTTP methods 37}
CORS_ALLOW_METHODS = (
"DELETE",

"GET",

"OPTIONS",

"PATCH",

"POST",

"PUT",
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® s3project/settings.py Lt

# Database
# https://docs.djangoproject.com/en/4.1/ref/settings/#databases

Al
27

DATABASES = {
'default”: {
'ENGINE": 'django.db.backends.mysql’,
'NAME": 'adam’,
'USER'": 'root/,
'PASSWORD": 'wnddkd', # mariaDB & X| A| 2=t root H|ZHZ 2
'HOST": '127.0.0.1",
'PORT": "
}
}

TIME_ZONE = "Asia/Seoul"
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e M1 H=S A8t 8%

€ pip install pymysq|
€ myproject/settings.py Tt 20| F7}

import pymysq|
pymysql.install_as_MySQLdb()
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® s3application C|H E2|2| models.py Tt 7 - H|O|E{H#|0|~ H|O|& It HEE 2
A A
o O

from django.db import models

class FileContent(models.Model):
title = models.TextField(max_length=40, null=True)
imgfile = models.ImageField(null=True, upload_to="", blank=True)
content = models.TextField()

def _str_ (self):
return self.title
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® migration
# 0p0| g0 mg 2H=7|
python manage.py makemigrations

# O0FO| 13 0|M M

L 710

python manage.py migrate

e CO|E{H|O]20f E|O|=0] 250 M=X| =2l

=/ L=
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® s3application®| views.py IS =7

from .models import FileContent
from django.http import JsonResponse
from django.views.decorators.csrf import csrf_exempt

@csrf_exempt
def fileUpload(request):
if request.method == 'POST":
title = request.POST['title']
content = request.POST['content’]
img = request.FILES["imgfile"]
fileContent = FileContent(
title=title,
content=content,
imgfile=img,
)
print(fileContent)
fileContent.save()
return JsonResponse({"result":"success"})
else:
return JsonResponse({"result":"fail"}) 32
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® urlspy It =78
from django.urls import path, include

from django.conf.urls.static import static
from django.conf import settings

# fileupload/urls.py
from django.urls import path
from fileupload import views

urlpatterns = [
path(‘fileupload/', views.fileUpload, name="fileupload"),

]
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® settings.py L2 0| tAS M| ?let 85 F7t
import os

MEDIA_URL = '/media/'
MEDIA_ROQOT = os.path.join(BASE_DIR, 'media’)

34



S3

Iy gzE

< django 01|)\19| ore
v ZEXN % AN oY HZE 20
® X3 python manage.py runserver

® Postman O|A HAE
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® CO|E{H|O| A =tQl

SELECT *
FROM s3application_filecontent;

s3application_filecontent 1 X l |

ST SELECT * FROM s3application_filecontent |J % Enter a SQL expressior
i ; 13jid 7| eectitle "| ABC imgfile ¥ | Accontent ¥
{{1’1 11 1| Bi==X| 34421126.3.jpg =&t
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o Ij7|X| MxX|

pip install boto3
pip install django-storages
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® settings.py L0 =7}

# AWS Setting

AWS_REGION = 'ap-northeast-1' #AWSA{H 2| X|

AWS_STORAGE_BUCKET_NAME = 'itstudybucket' #85t Bucket O| &

AWS_ACCESS _KEY_ID = 'AKIA264FV5MWPNFTR67R' #4 M A 7| ID
AWS_SECRET_ACCESS_KEY = 'Dkhqua9VeWRVYINfP5yZQxuUc/ZHLI6EWS5I)++0D2" #4
MA 7| PW

#BucketO| £ .s3. AWSA H X| ¥ amazonaws.com & 4!

AWS_S3 CUSTOM_DOMAIN = '%s.s3.%s.amazonaws.com’ %
(AWS_STORAGE_BUCKET NAME, AWS_REGION)

# Static Setting

STATIC_URL = "https://%s/static/" % AWS_S3_CUSTOM_DOMAIN
STATICFILES_STORAGE = 'storages.backends.s3boto3.S3Boto3Storage’
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# Media Setting
MEDIA_URL = "https://%s/meida/" % AWS_S3_CUSTOM_DOMAIN
DEFAULT_FILE_STORAGE = 'storages.backends.s3boto3.53Boto3Storage’

# Default primary key field type
# https://docs.djangoproject.com/en/4.1/ref/settings/#default-auto-field
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import uuid

@csrf_exempt
def fileUpload(request):
if request.method == 'POST":
title = request.POST['title']
content = request.POST['content’]
img = request.FILES["imgfile"]
idx = img.name.rfind(".")
if idx = 1:
img.name = img.name[:idx] + str(uuid.uuid4()) + img.namelidx:]
else:
img.name = img.name + str(uuid.uuid4())
fileupload = FileUpload(
title=title,
content=content,
imgfile=img,
)
fileupload.save()
return redirect('fileupload’) 43
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else:
fileuploadForm = FileUploadForm
context = {

‘fileuploadForm’: fileuploadForm,

}

return render(request, 'fileupload.html’, context)
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def main(request):
pictures = FileUpload.objects.all()

return render(request, 'main.html’, {'result": pictures})
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from django.urls import path
from s3application import views

urlpatterns = [
path(", views.main),
path(‘fileupload/', views.fileUpload, name="fileupload"),

]
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® Spring Boot Z2ME M — Spring Web, Lombok 2| o|&/40t A7
® I =ME O puild.gradled S3 AtES {Tt o|&E F7t

implementation 'io.awspring.cloud:spring-cloud-starter-aws:2.3.1'
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# AWS Account Credentials (AWS &2 7|)

cloud.aws.credentials.accessKey=AKIAWNS5SS7IWEYL55SWG
cloud.aws.credentials.secretKey=Xxw4f/PHonl|5ily/CCTUCIOH95pPjJCQ70YO+CwJ

# AWS S3 bucket Info (S3 Bucket™d E)
cloud.aws.s3.bucket=adamsoft
cloud.aws.region.static=us-east-1
cloud.aws.stack.auto=false

# file upload max size (It YEE 7| %)

spring.servlet.multipart.max-file-size=20MB
spring.servlet.multipart.max-request-size=20MB
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import org.springframework.http.HttpStatus;

import org.springframework.http.ResponseEntity;

import org.springframework.stereotype.Component;

import org.springframework.web.ErrorResponse;

import org.springframework.web.bind.annotation.ExceptionHandler;

import org.springframework.web.bind.annotation.RestControllerAdvice;
import org.springframework.web.multipart. MaxUploadSizeExceededException;
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@Component
@RestControllerAdvice
public class FileUploadFailedException{
@ExceptionHandler(MaxUploadSizeExceededException.class)
protected ResponseEntity <ErrorResponse>
handleMaxUploadSizeExceededException(
MaxUploadSizeExceededException e) {

ErrorResponse response = ErrorResponse.builder(e, HttpStatus.BAD_REQUEST,
"&2F Z=11).build();
return new ResponseEntity<>(response, HttpStatus.BAD_REQUEST);

}
}
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public class CommonUtils {
private static final String FILE_EXTENSION_SEPARATOR = ".";
private static final String CATEGORY_PREFIX = "/";
private static final String TIME_SEPARATOR = "_";

public static String buildFileName(String category, String originalFileName) {
int fileExtensionIndex =
originalFileName.lastindexOf(FILE_EXTENSION_SEPARATOR);
String fileExtension = originalFileName.substring(fileExtensionindex);
String fileName = originalFileName.substring(0, fileExtensionIindex);
String now = String.valueOf(System.currentTimeMillis());

return category + CATEGORY_PREFIX + fileName + TIME_SEPARATOR + now
+ fileExtension;

}
}
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import com.amazonaws.auth.AWSCredentials;

import com.amazonaws.auth.AWSStaticCredentialsProvider;
import com.amazonaws.auth.BasicAWSCredentials;

import com.amazonaws.services.s3.AmazonS3;

import com.amazonaws.services.s3.AmazonS3ClientBuilder;
import com.amazonaws.services.s3.model.CannedAccessControlList;
import com.amazonaws.services.s3.model.ObjectMetadata;
import com.amazonaws.services.s3.model.PutObjectRequest;
import jakarta.annotation.PostConstruct;

import lombok.RequiredArgsConstructor;

import lombok.extern.slf4j.SIf4j;

import org.springframework.beans.factory.annotation.Value;
import org.springframework.stereotype.Service;

import org.springframework.web.multipart.MultipartFile;

import java.io.lOException;
import java.io.InputStream,;
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@SIf4;
@RequiredArgsConstructor
@Service
public class AwsS3Service {
private AmazonS3 amazonS3Client;

@Value("${cloud.aws.credentials.accessKey}")
private String accessKey;

@Value("${cloud.aws.credentials.secretKey}")
private String secretKey;

@Value("${cloud.aws.s3.bucket}")
private String bucketName;

@Value("${cloud.aws.region.static}")
private String region;
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@PostConstruct
public void setS3Client() {

AWSCredentials credentials = new BasicAWSCredentials(this.accessKey,
this.secretKey);

amazonS3Client = AmazonS3ClientBuilder.standard()
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.withRegion(this.region)
Jbuild();
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public String uploadFileV1(String category, MultipartFile multipartFile) {
boolean result = validateFileExists(multipartFile);
if(result == false){
return null;
}
String fileName = CommonUtils.buildFileName(category,
multipartFile.getOriginalFilename());
ObjectMetadata objectMetadata = new ObjectMetadata();
objectMetadata.setContentType(multipartFile.getContentType());
try (InputStream inputStream = multipartFile.getinputStream()) {
amazonS3Client.putObject(new PutObjectRequest(bucketName, fileName,
inputStream, objectMetadata)
.withCannedAcl(CannedAccessControlList.PublicRead));
} catch (IOException e) {
return null;

}

return amazonS3Client.getUrl(bucketName, fileName).toString();

}
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private boolean validateFileExists(MultipartFile multipartFile) {
boolean result = true;
if (multipartFile.isEmpty()) {
result = false;

}

return result;
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import lombok.RequiredArgsConstructor;

import org.springframework.web.bind.annotation.PostMapping;
import org.springframework.web.bind.annotation.RequestParam;
import org.springframework.web.bind.annotation.RequestPart;
import org.springframework.web.bind.annotation.RestController;
import org.springframework.web.multipart.MultipartFile;

@RestController
@RequiredArgsConstructor
public class S3FileController {

private final AwsS3Service awsS3Service;
@PostMapping("/upload”)
public String uploadFile(
@RequestParam("category") String category,
@RequestPart(value = "file") MultipartFile multipartFile) {
return awsS3Service.uploadFileV1(category, multipartFile);

}
}
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U

NDER_BAR_INDEX = T;

private static final in

public static ContentDisposition createContentDisposition(String
categoryWithFileName) {
String fileName = categoryWithFileName.substring(
categoryWithFileName.lastindexOf(CATEGORY_PREFIX) +
UNDER_BAR_INDEX);
return ContentDisposition.builder("attachment”)
filename(fileName, StandardCharsets.UTF_8)
Jbuild();
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public byte[] downloadFileV1(String resourcePath) {
boolean result = validateFileExistsAtUrl(resourcePath);
if(result == false){
return null;

}

S30bject s30bject = amazonS3Client.getObject(bucketName, resourcePath);
S30bjectinputStream inputStream = s30bject.getObjectContent();
try {
return I0Utils.toByteArray(inputStream);
} catch (IOException e) {
return null;

}
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private boolean validateFileExistsAtUrl(String resourcePath) {
boolean result = true;

if (lamazonS3Client.doesObjectExist(bucketName, resourcePath)) {
result = false;

}

return result;
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private HttpHeaders buildHeaders(String resourcePath, byte[] data) {
HttpHeaders headers = new HttpHeaders();
headers.setContentLength(data.length);
headers.setContentType(MediaType. APPLICATION_OCTET_STREAM);

headers.setContentDisposition(CommonUtils.createContentDisposition(resourceP
ath));
return headers;

}
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@GetMapping("/download")
public ResponseEntity <ByteArrayResource> downloadFile(
@RequestParam("resourcePath") String resourcePath) {
byte[] data = awsS3Service.downloadFileV1(resourcePath);
ByteArrayResource resource = new ByteArrayResource(data);
HttpHeaders headers = buildHeaders(resourcePath, data);

return ResponseEntity
.0k()
.headers(headers)
.body(resource);
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public List<String> uploadFile(String category, List<MultipartFile> multipartFiles) {
List<String> fileUrls = new ArrayList<>();

for (MultipartFile multipartFile : multipartFiles) {
String fileName = CommonUtils.buildFileName(category,
multipartFile.getOriginalFilename());

ObjectMetadata objectMetadata = new ObjectMetadata();
objectMetadata.setContentType(multipartFile.getContentType());
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try (InputStream inputStream = multipartFile.getinputStream()) {

amazonS3Client.putObject(new PutObjectRequest(bucketName,
fileName, inputStream, objectMetadata)
.withCannedAcl(CannedAccessControlList.PublicRead));

fileUrls.add( bucketName + "/" + fileName);

} catch (IOException e) {
log.warn(e.getMessage());

}

}

return fileUrls;
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@PostMapping("/multiupload")
public List<String> uploadFile(
@RequestParam("category") String category,
@RequestPart(value = "file") List<MultipartFile> multipartFiles) {
return awsS3Service.uploadFile(category, multipartFiles);
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% react O|A Ot REE
v’ Appjs Tteo| 2 E Ad

import React ,{useState} from 'react’;
import AWS from 'aws-sdk'’

const S3_BUCKET ='adamsoft’;
const REGION ='us-east-1';

AWS.config.update({
accessKeyld: 'AKIAWNSSS7IWEYL55SWG',
secretAccessKey: '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)!

)

const myBucket = new AWS.S3({
params: { Bucket: S3_BUCKET},
region: REGION,

)
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function App() {

const [progress , setProgress] = useState(0);
const [selectedFile, setSelectedFile] = useState(null);

const handleFilelnput = (e) => {
setSelectedFile(e.target.files[0]);
}

const uploadFile = (file) => {

const params = {
ACL: 'public-read’,
Body: file,
Bucket: S3_BUCKET,
Key: file.name

%
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myBucket.putObject(params)

.on(‘httpUploadProgress’, (evt) => {
setProgress(Math.round((evt.loaded / evt.total) * 100))

)

send((err) => {
if (err) console.log(err)

)

}

return <div>
<div>Native SDK File Upload Progress is {progress}%</div>
<input type="file" onChange={handleFilelnput}/>
<button onClick={() => uploadFile(selectedFile)}> Upload to S3</button>
</div>
}

export default App;
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45 4l AIO|E CI/CD

o X A AIO|E TAE]
v AWS Command Interface A X|

® https://docs.aws.amazon.com/ko kr/cli/latest/userguide/getting-started-install.html
v 20l aws --version
v X 37t

00 ™ react = -2sh = 86x6

(base) adam@choongangui-MacBookPro react % aws configure ==profile itstudy
AWS Access Key ID [None]: AKIAWNGSS7IWEYLS5SWG

AWS Secret Access Key [None]: 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
Default region name [None]: us-gast-1

Default output format [Nome]: json

(base) adan@choongangui-HacBookPro react % '
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t TEME M4 - npx create-react-app staticweb
ME ZE — npm run build

E - aws s3 sync ./build s3://BucketO| & --profile=H"3 H

package.json ItY Q| scripts0i| =75t yarn deploly Lt npm run deploy® Hi i 7t
"deploy": "aws s3 sync ./build s3://BucketO|& --profile=#| & 0| &"
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v Git Hub Action & 0|&%t CICD ++¢
o I=HE L{O .github/workflows/?.yml
name: Cl/CD hdev_client to AWS S3
on:
push:

branches:
- main
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o I=HE L{O .github/workflows/?.yml

jobs:
deploy:
runs-on: ubuntu-latest

steps:
- name: ZE K20t

uses: actions/checkout@v3

- name: AWS IAM ASAL 47
uses: aws-actions/configure-aws-credentials@v2

with:
aws-access-key-id: ${{ secrets. AWS_ACCESS_KEY_ID }}
aws-secret-access-key: ${{ secrets. AWS_SECRET_ACCESS_KEY }}

aws-region: ${{ secrets. AWS_REGION }}
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o I=HE Lo /github/workflows/?.yml

- name: Z|HE HE
run: |
npm install
npm run build

- name: 2Eo Ot S30|| ==
run: aws s3 sync build/ s3://${{ secrets. AWS_S3_BUCKET }} --acl public-read
env:
AWS_ACCESS_KEY_ID: ${{ secrets. AWS_ACCESS_KEY_ID }}
AWS_SECRET_ACCESS_KEY: ${{ secrets.AWS_SECRET_ACCESS_KEY }}
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® Git Hub 2] Settings O Secret Key &5

Security

©) Code security and analysis

/22 Deploy keys

*

Secrets and variables

Actions
Codespaces

Dependabot
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® Git Hub 9| Settings Ol Secret Key S&

Repository secrets

This repository has no secrets.

New repository secret

90



o HE A AO|E SAE

v Git Hub Action & 0|&%t CICD ++¢
® Git Hub 9| Settings Ol Secret Key S&

Actions secrets f New secret

Mame *

AWS_S3_BUCKET

Secret *

itstudyfrant

Add secret

91



& HE U AO|E SAE

o o

v Git Hub Action & 0|&%t CICD ++¢
® Git Hub 9| Settings Ol Secret Key S&

Repository secrets
Name =1

O AWS_ACCESS_KEY_ID
A AWS_REGION
A AWS_S3_BUCKET

6 AWS_SECRET_ACCESS_KEY

New repository secret

Last updated

now

now

1 minute ago

now

ch

Ch

Ch

Ch
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e TCE YUZLCBI Git HubO|A Action 20!
(® Actions [ Projects [ Wiki () Security |22 Insights 3 Settings
All workflows Q. Filter workflow runs
Showing runs from all workfiows
1 workflow run Event « Status ~ Branch «
® action
. . . a now
CI/CD hdev_ciient to AWS S3 #1: Commit f1c4d53 pushed by malin
G) Queued
ggangpael

Actor ~
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® appjs TEE 7ot CHA| YE2ESID HHE LY =X|

import React, {Fragment} from 'react’;

FO|

—

kot

function App() {
return (
<Fragment>
<h1>70-79 7 ZH=</h1>
</Fragment>
);
}
export default App;
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v Git Hub Action & 0|&%} CICD ++#
e IZ=ME {0 /github/workflows/?.yml
- name: CloudFront 7|A| &3} AH
uses: chetan/invalidate-cloudfront-action@v?2

env:
DISTRIBUTION: ${{ secrets. AWS_CLOUDFRONT_ID }}
PATHS: "/*"
AWS_REGION: us-east-1
AWS_ACCESS_KEY_ID: ${{ secrets. AWS_ACCESS_KEY_ID }}
AWS_SECRET_ACCESS_KEY: ${{ secrets. AWS_SECRET_ACCESS_KEY }}
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