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sudo apt -y install vsftpd



% vsftpd
v Ad ot Jetc/vsftpd.conf It
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anonymous_enable: anonymous AFEXIQ| M &S {7t X| A7
local_enable: 2Z2 AtEXtO| % {71 & E7H

wnte_enable: 2Z AEX}7t 7(1“ AX ClEHE d4d 52 E3Y
X (anonymous AF2 K= siEh 912

anon_upload_enable: anonymous AMEXtQ| mtd HZE 57t ol 47
anon_mkdir_write_eanble: anonymous AMEX}Q| ClAE 2| 4 517t & H7
diriist_enable: &t ClAH2|o| It 2|AEE HOZEX| 473
download_enable: CH2ZE9| 5|7} 0 & A

listen_port: FTP AH|AQ| ZE B A (7[2 218)

deny_file: 2 2E FX| It X7 (Of: deny_file={* mpg.*. mpeg,*.avi})

hide_file: 20{FX| Z=S Tt = X|’3(0l: hide_file={*.gif.*jpg,*.png})
max_clients: FTP AME{ 2| SA| X|Cf M&X = X|H

max_per_ip: 1702 PC7t SA|0 & = U= EA = X8
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% vsftpd
v 28 #HE
® /etc/vsftpd.conf It =7
& 2 A2X} 517F anonymous_enable=YES
& =Z AR MF, AN, ClHE2] 44 write_enable=YES
& Y ALEXO| AEE {7} O &: anon_upload_enable=YES
& 2 ALEXe| CIHERZ| MM &7t & anon_mkdir_write_enable=YES

o C|HEZ W9 8l T dot #HE
& 2AH ALEX=E AFE XL O| 50| anonymous X|TF 2| 5A WEOA = ftp
& 2 AMEXS| B CIHEZ|Z 0|S: cd /srv/ftp
€ sudo mkdir pub
€ chmod 777 pub
€ cd pub
€ touch fileT
® s

® AH[A I§A|ZE: sudo systemctl restart vsftpd



< vsftpd
v SEO0|AENM HE
® ubuntu EO/E0A &
& T ftp 192.168.0.100

Connected to 192.168.0.100.

220 (vsFTPd 3.0.5)

Name (192.168.0.100:adam): anonymous
331 Please specify the password.
Password:

230 Login successful.

Remote system type is UNIX.

Using binary mode to transfer files.


ftp://ftp%20192.168.0.100/

% vsftpd
v ZE0|AE0M HE
® ubuntu E{O[E0f A 2

& CHEED =0l s
229 Entering Extended Passive Mode (|||17382))
150 Here comes the directory listing.
drwxrwxrwx 2 0 0 4096 May 05 22:45 pub
226 Directory send OK.

¢ C#ED 0|S: cd pub



% vsftpd
v ZE0|AE0M HE
® ubuntu E{O[Z0f A 2
¢ IO CHREE: get filel
local: file1 remote: fileT
229 Entering Extended Passive Mode (|||50001])
150 Opening BINARY mode data connection for file1 (0 bytes).
0 0.00 KiB/s
226 Transfer complete.
& I AZE: put file2
local: file2 remote: file2
229 Entering Extended Passive Mode (|||50005|)
150 Ok to send data.
0 0.00 KiB/s
226 Transfer complete.
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¢ J|EXOZ Active ZEE H&B|Of B2 Z Filezilla 7 HA: [THY] > [AIO|E

22| XH
[ NON ) AlO|E 22|k}
8= Me(s): gut | 2F s NE | BAM
v BB U Ao T DE(T):
! JI2(E) O S58((A)  +58(P)
SA| ¢F £ Hsh(L)
Fo| SA| ¢ 2(M):
M AFOIE(N) M L (F)
S0t3(M) 0|2 HI7|(R)
A (D) 2571
wo e

11



SAE(H): 192.168.202.241
e 200 Switching to Binary mode.

& LIST

& ARt o3l CIHE2| S5 =53] BE

Yl Mejeto| ¢iZo| Z=E

AEf: 192.168.202.241:100210] 1.

HEf: AZ 22, $Y HAXIS 7ICH...

el Hot|X| g2 MHRILICL TLSE S8t FTPE XIRISHK| egLict.
HEf: MEOIA ] ASCII X+ X|2I5tx] e Lich

219l

Ef2| 55 =3]...
ClE 2| 55 =3| 43
[pub" CIEI2| 55 x3]...
HEl: AE{o] AlZich 23 At

YEll: Timezone offset of server is 0 seconds.
YEl: "/pub” CIZE2| S5 X3 43

v ZZ0|HENM BH
® Filezilla®iA H
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AM2AtH(U): anonymous

8E&: 227 Entering Passive Mode (192,168,0,100,80,86).

2Z MO|E: [Users/adam/Documents/&F/
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% NFS 7%
v M

o 7| X| MX|: sudo apt update && sudo apt install nfs-kernel-server
/share C|HE2| HH: sudo mkdir -p /share && sudo chmod 777 /share
/share CIEE 2|0 file 2M: sudo touch /share/fileT
MY mtof| =7} sudo nano /etc/exports
/share 192.168.0.0/24(rw,sync,no_subtree_check,no_root_squash,insecure)
M7 BtE: sudo exportfs -rav
nfs-server £ 8 A| HFEZ A&} sudo systemctl enable nfs-server
Htot 47d: sudo ufw allow from 192.168.0.0/24

MH|A 2Ol sudo systemctl status nfs-kernel-server
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% NFS 7%

v Zzto|olE
® Ii7|X| MX|: sudo apt -y install nfs-common
NFS MHO| &7 CIHEZ| 22l: showmount -e 192.168.0.100

Export list for 192.168.0.100:

/share 192.168.0.0/24
o ORE & ClAHEZ M ~/myshare
: sudo mount -t nfs -o nfsvers=3 192.168.0.100:/share ~/myshare

2tQl: Is ~/myshare
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=2 2 (No Extra Setup)

HEO| El5A/94A AE M (Ubuntu, CentOS S)2F macOSH = SSH A{H]|
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v SCP(Secure Copy): 7t W21 ZHEISHA S SAte Of Argot=0 380 ot 22 T
50| ELt= &4

o =ZO|AM HAX[= ot HLf7|
¢ scp (L2 ] (A8l@IPFLLNEER]
@ O: scp test.txt adam@192.168.0.100:/home/adam/test
o RAXOM 2= O HL{7|
¢ scp [A8I@IPFAL(MEER] [RZEE]
& 0O: scp adam@192.168.0.100:/home/adam/test/sample.txt ./
¢ [HEZ MNE TSE M= —r =
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mailto:adam@192.168.0.100:/home/adam/test
mailto:adam@192.168.0.100:/home/adam/test/sample.txt%20./

o t”'té'l
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v’ SFTP(Secure File Transfer Protocol): SSH 9/0ll A SZf5H= FTP X
EfOl A QIE{ZHE|ESHA mAUS 2| - A= Y F5 =2QI0|Lt 4K S0| 7t

o T sftp [HE]@[IPFA]
e HIHO
¢ s ¥4 MH IO =
¢ put [TfYH]: DFY2
¢ get [T H]: MHO|A I}
¢ it 85 BT=
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< pem IZ= 0| 8¢ 215
i

12 e ssh-keygen -t rsa -b 4096 -m PEM -f Lt A 2
v IOt AFAHOA 2 HT £0: chmod 400 Tt E =

v SCP(Secure Copy)

o 2Z — AZAX|E It HLf7|

® scp -i your-key.pem [ZFYH] (A H]@[IPFALNE L E]
o RAXIOM ZHZE It HLY7|

® scp -i your-key.pem [AE|@[IPFA] (LY E 2] [ZZEZ]

v SFTPE 0|23 M&

¢ ity RE= MtYs Aot oS [ AE

& sftp -i your-key.pem [A™]@[IPFT2]
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Samba Server
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Samba Server

X/

% Samba
v Z=a 74 aes HE)

® smbd: I 37 X ZZE 37 MHAE HISSHH AHEXL 215 (Login)at 2| A0
it ™2 #eH(Locking)2 BE

= O O

® nmbd: A EF HESI H0|M BAFE O|F2 IP A= HAS|F= 0| 4 (Name
Resolution) MH|A2t B2t H 7|52 HE (F=22 HESRA =td0M HFH O
0| 20[A g
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FAE 8 YId oY dE, A4 2] Hix X|E5HQl Y ES R ECfol2 A

A dhA] Hog 2 H4 (Session) ot AAE AN AFE (Mount)

N ds HE Al Y=o B17CHA U2 =2Z E2M0|ENE HE M 7ts

Hold FHO }F (cLI =) PR AT fF (GUI )
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