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< ZZME MH(club) - Spring Security 2 OAuth2 Client 37t

[ ] ® New Project

Spring Boot: 2.6.3 v

Download pre-built shared indexes for JDK and Maven libraries
Dependencies:

Q- Search Oracle Driver

MS SQL Server Driver A JDBC driver that provides access to Oracle.
MySQL Driver
PostgreSQL Driver
> NoSQL
> Messaging
> 110
> Ops
> Observability
» Testing Added dependencies:
> Spring Cloud

Spring Boot DevTools
> Spring Cloud Tools pring

Lombok
> Spring Cloud Config
Spring Web
> Spring Cloud Discovery pring yie
Thymeleaf

> Spring Cloud Routing Spring S it
pring Security

OAuth2 Client
Spring Data JDBC
MySQL Driver

Oracle Driver

> Spring Cloud Circuit Breaker

> Spring Cloud Messaging

> VMware Tanzu Application Service
> Microsoft Azure

> Google Cloud Platform
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» ZEHE Hd(club)
v application.properties It 2= applicationym| Tt = HZAST 47

server:
port: 80

spring:
datasource:
url: jdbc:mariadb://localhost:3306/adam
driver-class-name: org.mariadb.jdbc.Driver
username: root
password: wnddkd
jpa:
hibernate:
ddl-auto: update
properties:
format_sql: true
show_sql: true
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% ZZHME MM(club)

v application.properties It 2= applicationym| Tt = HZAST 47
#Live Reload
devtools:
livereload:

enabled: true

thymeleaf:
cache: false

servlet:
multipart:
enabled: true
location: /Users/adam/Documents/data
max-request-size: 30MB
max-file-size: TOMB
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» ZEHE Hd(club)
v application.properties It 2= applicationym| Tt = HZAST 47

com:
adamsoft:
upload:

path: /Users/adam/Documents/data

logging:
level:
org:
hibernate:
type:
descriptor:
sql: trace
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& TZHEE MY(club)
v A3l A0 O H O™ FT7}

@SpringBootApplication
@EnableJpaAuditing
public class ClubApplication {
public static void main(String[] args) {
SpringApplication.run(ClubApplication.class, args);
}
}
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o
v DRMEZ MW user AW AT} F2E

Using genenated securdty passhod: d76ch156-Jea-4fd-89c8- D6 TaBloadhs

19 -+~ [ restartedain] edFiLterTnvocationSecurityhetadstaSource - Adting web access control expression [authenticated] for any
19+ pestarted musmfmmmwmmm + I secure any request with [org, Springfranenonk. Security.bed
19 [ restartefein] 0.5.0.0..0ptionalLiveReloadServer —+ LiveReload senver 35 runndng o port 35729

19 -+« [ restartedMain] 0.5.b..enbedded. toncat. ToncathedServer  Toncat started on port(s): 8988 (ttn) ith contet path "
19 [ restartedain] ke co,adansoft,club, Clubdpplication — Started ClubApalication fn 3,042 seconds (O rumning fur 6.5
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» ZEME dd(club)
v Spring Security£ =2 “I*Ol o= M= 2= A0 et deto|Lt 210 &S
stolst = 2010] £/ JAX| R 2™ Jogin 2 £ redirectE =
2023-01-15T11:13:30.428+09:00 DEBUG 13773 --- [p-nio-80-exec-1]
o.s.security.web.FilterChainProxy : Securing GET /

2023-01-15T11:13:30.439+09:00 DEBUG 13773 --- [p-nio-80-exec-1]
o.s.s.w.a.AnonymousAuthenticationFilter : Set SecurityContextHolder to anonymous

SecurityContext

2023-01-15T11:13:30.466+09:00 DEBUG 13773 --- [p-nio-80-exec-1]
0.s.s.w.s.HttpSessionRequestCache : Saved request http://localhost/?continue to
session

2023-01-15T11:13:30.469+09:00 DEBUG 13773 --- [p-nio-80-exec-1]
s.w.a.DelegatingAuthenticationEntryPoint : Trying to match using And [Not
[RequestHeaderRequestMatcher [expectedHeaderName=X-Requested-With,
expectedHeaderValue=XMLHttpRequest]], MediaTypeRequestMatcher
[contentNegotiationStrategy=org.springframework.web.accept.ContentNegotiationMana
ger@2a70ac35, matchingMediaTypes=[application/xhtml+xml, image/*, text/html,
text/plain], useEquals=false, ignoredMediaTypes=[*/*]]]

2023-01-15T11:13:30.469+09:00 DEBUG 13773 --- [p-nio-80-exec-1]
s.w.a.DelegatingAuthenticationEntryPoint : Match found! Executing
org.springframework.security.web.authentication.LoginUrlAuthenticationEntryPoint@3d7
d65b1
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¢ ZEHE Ad(club)
v Spring Security£ =2 “7‘*0| o= M= 2= A0 et deto|Lt 210 &S
2tolot = 2910| &[0 JUX[ X2 M |ogin 2 £ redirectE +H
2023-01-15T11:13:30.470+09:00 DEBUG 13773 --- [p-nio-80-exec-1]
o.s.s.web.DefaultRedirectStrategy : Redirecting to http://localhost/login

2023-01-15T11:13:30.478+09:00 DEBUG 13773 --- [p-nio-80-exec-2]
o.s.security.web.FilterChainProxy : Securing GET /login
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v Spring Security®| A= login It logout 88 7|52 XS

Please signin

user

Are you sure you
want to log out?
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& HEIRX O A F7| AHA|
v BEIRXNOA ZHZE 2022 ot 42 e EEr—?H L{ 2| 7HH*Ir E?L% ALE
v IR =50 /L= Application 7O
AOIEO|M AtESHE F7|E2 &g %l%
v Tomcat& JSESSIONID 2f= 0|2 9] £ MESIE R of|E F7|E AfXotH 29
HEE MHOIM AFES = QA E|E2 ZO0F20|LE MER 74I’“OE Z219l5
S USH 2t

nl_ru

Application C Filter © X [ Only show cockies with an ssue
B Mandest Name Value Do.. |Path ‘Expxi.. | Sze | Hmp.. S
L Service Workers Idea-2e333d5b cbecb02f-adc8-4ed 1-bdba-4 11096 loca.. / 203 49 '
B Clear storage JSESSIONID 293366FFATOSEIEBS3523ED520C8... | loca... |/ Sess... 2 J
_ga GA1.2.1399428773.1601869604 get. 202 30
Storage _cfduid d26ee8601eb8b4accBIbb112b666.. | get.. |/ 202.. b) | v

» 88 Local Storage

» 88 Session Storage
8 ndexedD8
8 websaL

v @ Cookes
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v Spring 2E7} Ot SpringPte 2 T2MEZ MMstE Z20& webxml2| S H
A5t S&et 40| ERSHX|T Spring FE= Ats 78 7|50 A |=n50| 273
9l0|= A& NE|= /X[ Spring SecurityS OI%&E DE DENEL iE"*'EOH ot
23S F7Iots A0 EHHO|EZ 0| F ?Ie BE2 Security 27 SEAE ABSIE
740| Qb

Security && 7|52 &AH AH-5t7| fI5HM WebSecurityConfigurerAdaptergte 22 AE
AFZSHEORA] AH A

@EnableWebSecuritys 375} H SprlngSecurltyFlIterChaln0| Ao 2 ZBHE| A
WebSecurltyConﬂgurerAdapter oA F JdSEOIM HME 2@Hef0|TdE S &
M8 Customizing & = U2 M Beans SlAM dHStE AL 7ts
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< Spring E 473 222
v applicationyml| It 20| 2 2f# 27 =7t
logging:
level:
org:
hibernate:
type:
descriptor:
sql: trace
springframework:
security: trace
com:
adamsoft:
club: debug
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o
v IZ2HE {0 controller TH7|X[E F7}5t10 SampleController 22|28 F7t

@Controller

@Log4j2
@RequestMapping("/sample/")
public class SampleController {

@GetMapping("/all")
public void exAll(){
log.info("exAll.......... ")

}

@GetMapping("/member")
public void exMember(){
log.info("exMember.......... ");

}

@GetMapping("/admin")
public void exAdmin(){
log.info("exAdmin.......... )
}
}
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72 7= 2%
v templates CIZ E 2|0 sample C|HEE|E F7I5I12 View IS A4
® all.html

<IDOCTYPE html>
<html lang="en">
<head>
<meta charset="UTF-8">
<title>Title</title>
</head>
<body>
<h1>For All </h1>
</body>
</html>
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72 7= 2%
v templates CIZ E 2|0 sample C|HEE|E F7I5I12 View IS A4
® admin.html

<IDOCTYPE html>

<html lang="en">

<head>
<meta charset="UTF-8">
<title>Title</title>

</head>

<body>

<h1>For Admin </h1>
</body>
</html>
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72 7= 2%
v templates CIZ E 2|0 sample C|HEE|E F7I5I12 View IS A4
® member.html

<IDOCTYPE html>
<html xmlns:sec="http://www.w3.0rg/1999/xhtml" >
<head>
<meta charset="UTF-8">
<title>Title</title>
</head>
<body>
<h1>For Member .................... </h1>

</body>
</html>
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% Spring £ E Security 278 S2fA
v ZZHE WO config IH7|X|E F7}5t12 CustomSecurityConfig 222 E 7t
@Configuration
@Log4j2
@RequiredArgsConstructor
public class CustomSecurityConfig{

@Bean

public SecurityFilterChain filterChain(HttpSecurity http) throws Exceptlon {
log.info("------------------- configure--------=-=-------mmmmommm - ");
return http.build();

}

}
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% Spring £E Security 7% 22
v CiAl 2o 2 7|& URLE O|83HM % - 202 = oHX| o0t 2R F ¥% Jts
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< Spring £ E Security 873 SaiA

v dH o[ BF Spring Security’t SA5HA| =& &7 - CustomSecurityConfig
=i 20 U1|*1': =7t

@Bean
public WebSecurityCustomizer webSecurityCustomizer() {
log.info("------------ web configure------------------- ");

return (web) ->
web.ignoring().requestMatchers(PathRequest.toStaticResources().atCommonLocation

s());
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% Spring Security Customizing
v PasswordEncoder
® BCryptPasswordEncoder HAE

@SpringBootTest
public class PasswordTests {

@Test

public void testEncode() {
PasswordEncoder passwordEncoder = new BCryptPasswordEncoder();
String password = "1111";
String enPw = passwordEncoder.encode(password);
System.out.printin("enPw: " + enPw);
boolean matchResult = passwordEncoder.matches(password, enPw);
System.out.printin("matchResult: " + matchResult);

24



Spring Boot Security

% Spring Security Customizing
v SecurityE {2t UserDetailsService
o =110 M2|= LUt OZ ol OfO|C|et Tf AR EZ H|O|HH0|AF 2|5t
=HHE HIO[E{ 7} QUCHH MHO[LE 7|2 M2|5t= HEN 2 M ZS St BHHO| Spring
Security= 7| EIt= & CH2 WAooz &

@ Spring SecurityW| M= 2| R O[Lt A0 CHSHA Usergl= 801 & AHE

& 3|3 oto|C| 2t= 80f CHAI0 username O|2t= THO{E AMESIH Spring
SecurityO| A| = username O|2t= THO| XX|7F 2| @S Y = U= AE
HIOIEE 2o[0|dt=0 2XAEE X2|5ts B2 &X|0 dEHtE o2 AFESt=
2| 2| O|F0| ofL|z2t idoi| s

& usernamedt passwordE SAIO| AHESHA| 210 Spring Security£

UserDetailsServiceE O| 238l A usernamel| =X T2 =+QI5t1 0|=0f
password?t £2|™ Bad Credential(& 2 & XtAZH) o|2t= A1tE TH=0

L_H(O|§)
O\L—- O
& APEXEO| usernamel} passwordZ @15 17H0| BLIH ISt= X+ (URL)Y|
P
g = Y= HEsE AHoho| JeX|E <0lsta 27t 1d 2 Alst=0| 0]
HH 0| M= Access Denied @f 7*% A2} 8k=0] Al
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% Spring Security Customizing
v' HttpSecurity.formLogin(): 217t/215 EXtOM EX|7F LK
BOFEE X g = A0 ztHOR 20 HAZ X
loginPage("/21Q URL"E ZEsiM HAE 21901 2
loginProcessingUrl("/21 21 2| URL")2 ZESHA 21212 X2[3}

ol
PN =]

_?_I__I
S|
©

v SecurityE {2t UserDetailsService
® UserDetailsService= loadUserByUsername()0|2t= T otLEC| M EE ZHX[1 U=

® |oadUserByUsername()< usernameO|2t= 2|3 OFO|C|Qt 22 A= 3| ¥
HEE 7t &
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% Spring Security Customizing

v SecurityE ?|2} UserDetailsService
® CustomSecurityConfigure =2 2| SecurityFilterChain HIA = =78
@Bean
public SecurityFilterChain filterChain(HttpSecurity http) throws Exceptlon {
log.info("------------------- configure--------=-=-------mmmommm - ");

http.formLogin();
return http.build();

}
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% Spring Security Customizing
v' SecurityE ¢/t UserDetailsService
o Z2ME0| 219 A 2 NalojF 2
— security.CustomUserDetailService

@Log4j2
@Service
@RequiredArgsConstructor
public class CustomUserDetailsService implements UserDetailsService {
@Override
public UserDetails loadUserByUsername(String username) throws
UsernameNotFoundException {
log.info("loadUserByUsername: '

=
| >
mujn

z
0x

ot HAMES 2H2t0[d

+ username);

return null;
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% Spring Security Customizing
v’ SecurityE ?[¢t UserDeta|IsSerV|ce

= [p-no-80-exee-1] + huthenticating request with DaohuthenticationProvider

-« [p-nio-80-exee-2] + LoadlserBylsermane: user

= [p-nio-86-xec-2] : o event was found for the exception org,Springfraneiol

= [p-nio-B0-exee-2]  An Internal ervor occurred ahile trying to authenticat
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% Spring Security Customizing
v' SecurityE ¢/t UserDetailsService
® loadUserByUsername MM E2| 2|E E}RY2 UserDetails 2t= QIE 1|0 A EFR QI
O|F SiM Ot 22 EE Lot = UEE FYE[0 US

& getAuthorities() - AFEAFZL 7HX| = #eHo| Cet H&E
& getPassword() - 2152 OFF2[317] et IHAKE
& getUsername() - 2150 2%t OFO|C|Qt 22 FHE
& AE Bt o8 - AFEO| E7Fstt AERUX & = U= BE
& A8 T ofF -2 AFe HE &

® UserDetails X 2| 24

@ Spring Security®| A X &3HE= UserDetails QIE{H|O]|AE T3St User2he
L ALE

& 7|Z DTO 2220 UserDetails QIE{IHO|AE 73
& DTOA €2 /doz HEQO| FejAE /45t 0| &

ol

ofo
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% Spring Security Customizing

v" PasswordEncoder

PasswordEncodere= I|AQEE A2 o15l= Selja

O|™ Spring £ E 0| A= PasswordEncoderE X|HSIA| %2 == UYUX|Tt Spring
BE 20 EHE 958 A ELEA| PasswordEncoders X| 8l OF &

PaswordEncoder= QIELO|AZ A L0 A2B=2 AN H-0A= O|F
TAHSALE A= 22 AE 0| E6HOFT SH=0| Spring SecurityOl|= 0|0| &4 =
o2 ZF2| PasswordEncoderg M&otl AL 11 SO AT 7 BO| ArESH=
42 BCryptPasswordEncoder

BCryptPasswordEncoder= bcrypt 2t= SHA| & +& O|83HM AR EE 22 3t5t=

SHo= dA & Fa

BCryptPasswordEncoderE 22 stEl Il AQIE = CHA| Y22 S3217t 27155t
A0|= X2 O H L2otEl S CHEA S0 FX T JE XA E0| Y2 otE
AQIX|E =2ole = = AUS
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% Spring Security Customizing
v O|'22 O'I'I'
® SHA-1(Secure Hash Algorithm 1)

& S Bt MA|X| CHO|M|AE 2= 160H| E(20HIO|E) SiA|ZtE tEE= 253}
SHAl B2 EE2 16715 40Xt2| 2 HEHE

¢ Oj= =7i2tE=0] A 5IRA2H Oj=2| AL & M| BEE

¢ 2005952 H SHA-12 Sa¢t MRA0| A= HS0|AH 5K @2 A=z ¢tF
® SHA-2(Secure Hash Algorithm 2)

& digest size= 224, 256, 512 bit2 SJA|ZT2 LI HF S,

GPUE 0| &%t At £&71 O 27| I E0f password 22210 HEE|X|
oro
[kl

*
¢ GPU A4 HLJHE4E
*

OH
o

ZAXIo| SIEQ0E £ 229l brute forcel|
ERER

W2 SIAIS AFESL0| QB eE T Al BHRIE 2E2tel 3402 £E 44
ool BAIS ALHE £ YU
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% Spring Security Customizing
v 425 FF

® Bcrypt

2

¢

Bcrypt= Blowfish °*§01| 7|'ﬂ% = SiA| B2 1999 USENIXOf| A
LHEF2H Berypt 2= OpenBSD H ==
(@)

A
9 M A SO YR 2jEa
IS T JE ALHE Tl 4 oAl B

Bcypt & f SHAl ¥n2|Fel 2 ST SHA Ao LdFe= XX =
OMPOE 215t brute force 340 Ciot CHH[ X 2 2 Blowfishl| £7 & oL
key setup phase cte €52 Bt MM2[ @+ (Salting) 2 =2|A Bt=1
Sl==(Key Stretching)E B2 K| 71sotA ot 2 AZ(=sAZHhE =2
Berypte= 2 2422 72 bytes characterg ArE5H{OF St= EHEO| AU=0
PBKDF2L} scrypt= O[2{2h K| <2F0| gi&

%S SHE Q3 BCrypt.hashpw() &4 S = A| BCrypt.gensalt(10)2 shF=
F20] 91'.:'31| O R22 HEHSHH saltE Tt=1 UHE 35 29| 10522

f
f

rE O 1

=
=

= O = T
HH2 2l X8 10| BCrypt.gensalt()Zt siE == =0 OH 42 dt=
gl=£ 7|2 22 1029 105)22 M
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% Spring Security Customizing
v O|'22 = 'I'I'
® PBKDF2

& PBKDF2-= Password-Based Key Derivation Function®| X2 O|= NISTO|A
SUE2 AAEA IHAYYEE 7|22 7|(Key) 7 =& o7] flot &=

Berypt@h ARSI AR AL A S 0] SjA| B4, SE(Saly), HH2 24 S8
x| 510 A SOf Thet CHO|H| A E (Digest) S A A B Al

= OO

*

¢ PBKDF2& OfF 7HE LD F3I57| (R0 SHARL 20| ASE diA| gt TS
A2

L 4

PBKDF2 &=+ Ct=1t 20| 571 mef0|H b AutgI(DIGEST)ZE T
DIGEST = PBKDF2(PRF, Password, Salt, ¢, DLen)
= PRF: h==(0f: HMAQ)
=  Password: 1A=
= Salt INARYEE Y2 o5t7| e 7] gL
= 2B} jteration HHE £
= Dlen: |5t= CHO|MAE ZO|

=
& Bcrypt2t 2| PBKDF2E 25t If

AP ES 5235t of7| ?{oll A= DIGESTSf
=H L= o0 AFECH salt 2tS 20| 2h2[sloF e

o0
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% Spring Security Customizing
v O|'22 = 'I'I'
® scrypt

@ scrypt= PBKDF22 7 A}St adaptive key derivation function2 £ Colin
PercivalO| 201214 9& 17 M A

¢ scrypt= DIGESTE ‘dde If 22| LS EE X =& HA L0, brute force
S48 Al=d I B89 X217 0j A [ MOW PBKDF2E L}
CHMSICH D HIHE|D OJ2H0] beryptOf HIsH & 2742 0| QUCtD O AX|X|T 1

r

Z9 0 UL 0225 AFBsHOF $ICHE BHYO| ZX)
& scrypts EOtO| OFF DIUSH ALSXISS QI3 HY SR M S A Bt

TarsnapOl M= AFESED A
& scryptl| Tiet0[E &= 6702 miet0|Hef Zat¢/(DIGEST)Z T+
DIGEST = scrypt(Password, Salt, N, r, p, DLen)
=  Password: A=
= Salt lARIEE Y2 o45H7| flTt 7|4L.
= N:CPU H|E
= W22 HE
= p: HE3}(parallelization)
= Dlen: |lo}= CHO[M|AE ZO|
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% Spring Security Customizing
v' SecurityE ¢/t UserDetailsService
o 219 452 T™IEE CustomUserDetailService 222 7
@Log4j2
@Service

public class CustomUserDetailsService implements UserDetailsService {
private PasswordEncoder passwordEncoder;

public CustomUserDetailsService(){
this.passwordEncoder = new BCryptPasswordEncoder();

}
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% Spring Security Customizing
v' SecurityE ¢/t UserDetailsService
o 219 452 T™IEE CustomUserDetailService 222 7
@Override

public UserDetails loadUserByUsername(String username) throws
UsernameNotFoundException {

log.info("loadUserByUsername: " + username);

UserDetails userDetails = User.builder()
.username("user1")

.password(passwordEncoder.encode("1111"))
.authorities("ROLE_USER")
Jbuild();

return userDetails;
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% Spring Security Customizing
v' SecurityE ¢/t UserDetailsService
o Z=ZMEZ CIA[ st 2101 A
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% Spring Security Customizing
v QI7to Rt elas 47
o QI7F M7 A
¢ OHO|Mez Hots ddota{H 278 &3 2220
o X

@EnableGlobalMethodSecurity O{'=H|O|M 2 F=7t38l| =0{0f &

€ @EnableGlobalMethodSecurity2| prePostEnabled 42 A= X0
@PreAuthorize 2 @PostAuthorize O] cE|O| M Z O|8SiA AN =22 AL2 2|
Mok Nag = US
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% Spring Security Customizing
v QI7to Rt elas 47
® /sample/member 270 USER HtS 7t RMEF H£ 7t5ote 8 &7
€ CustomSecurityConfig Z2H20f O{=H| 0| =7}
@Configuration
@Log4j2
@RequiredArgsConstructor

@EnableGlobalMethodSecurity(prePostEnabled = true)
public class CustomSecurityConfig{
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% Spring Security Customizing
voolrto| Wt ajan MY
o T B MY
¢ SampleController 22f22| 28 X 2| HME =7
@Controller
@Log4j2
@RequestMapping("/sample/")
public class SampleController {

@GetMapping("/all")
public void exAll(){
log.info("exAll.......... ")

}
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% Spring Security Customizing
v QI7to Rt elas 47
o T B MY
¢ SampleController 22f22| 28 X 2| HME =7
@PreAuthorize("hasRole('USER")")
@GetMapping("/member")

public void exMember(){
log.info("exMember.......... ")

}

@PreAuthorize("hasRole('ADMIN"")
@GetMapping("/admin")
public void exAdmin(){
log.info("exAdmin.......... ");
}
}
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% Spring Security Customizing

v 27t 2Rt 2las 7

o M= HSHAH
& Al ot = HER2X 0| member 2 admin 28 E +=H
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% Spring Security Customizing
v Ol7t0| st Z[AA MA

® @PreAuthorize/@PostAuthorize & Mot E3 A
authenticated(): 215 =l AFE X2 ™2
permitAll(): 25 & &
anonymous(): 4 H2| AFEX
hasRole(HE 21 4]):
hasAnyRole(E214)). O{2f ot & StLTH EXSI = 5 &

ot
>0 Ol0

LR 2R BN 2R 2
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% Spring Security Customizing
v Ol= AX HFAl

® SecurityConfigure 2222 HIMES =M 24

L R 2R R 2R R R 2

formLogin(): 21921 & AtE

loginPage(): 212! I|0|X] URL &7

defaultSuccessUrl(): 2102 4532 I 0|5 URLE &7
usernameParameter(): 21 Q1 A| AFES Ti2t0|H O|F 47
failureUrl(): 212 HIf Al Ol URLE 2F
logoutRequestMatcher(): £ 102 URLE 47
logoutSuccessUrl(): 2102 &3 Al 0|5 URLE &
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% Spring Security Customizing
v Q= M™ HHAl _{AHE 290 10| X| A

® CustomSecurityConfig 2220 HIAME =78
@Bean
public SecurityFilterChain filterChain(HttpSecurity http) throws Exceptlon {
log.info("------------------- configure--------=-=-------mmmommm - ");

http.formLogin().loginPage("/member/login");
return http.build();
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% Spring Security Customizing
vooIB A Yy

® controller I 7| X| 0l MemberController 22iAE H-dst0 2

@Controller
@Log4j2
@RequestMapping("/member")
@RequiredArgsConstructor
public class MemberController {
@GetMapping("/login")
/20 0| X 7F HlstALE 202 MelT I AHESHZ| B
oetojeHE 248
public void login(String error, String logout) {
log.info("error: " + error);
log.info("logout: " + logout);

}
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% Spring Security Customizing
vooIB A Yy

® templates/member C|Z E 2|0 login.html T} LS 4

<!DOCTYPE html PUBLIC "-//W3C//DTD HTML 4.01 Transitional//EN"
"http://www.w3.0rg/TR/html4/loose.dtd" >
<html>
<head>
<meta http-equiv="Content-Type" content="text/html; charset=UTF-8">
<title>Custom Login Page</title>
</head>
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% Spring Security Customizing
vooIB A Yy

® templates/member C|Z E 2|0 login.html T} LS 4

<body>
<h1>21°%l</h1>
<form method="post' >
<div>
<input type="text' name="'username’' value="'admin'>
</div>
<div>
<input type="password' name="password' value='admin'>
</div>
<div>
<input type='submit' value="™&">
</div>
</form>
</body>
</html>
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% Spring Security Customizing
v Q1= MM dhAl

0% O
ot o
{ot -

o = E0QS Al=5tE 0f 2

< 2> C (G) localhost/member/login

.....
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% Spring Security Customizing
v' CSRF(Cross Site Request Forgery-2 22 AIO|E 8 |x) EZ H|g&d3}
® CSRF 34

& MEXS| su& WEos URIE €1 O] I ZRet Wtetd|HS QACHEH HE
239015 5tX| @1 img EiL L} fo m% O| &3l URI 2t TtEtO|HE 7| =5 =
SJENOAM Z2|xt7t o] EAE EEHOH ZB SAXIL A SE2E HEEH

www.aaa.xxx?update?grade=admin&account= 123

<form action="www.aaa.xxx?update? grade=admin&account=123#> <input
type="submit value='% O|HIE TH">

</form>

k==l

<img src="www.aaa«xxx?update? grade=admin&account=123r>
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% Spring Security Customizing
v' CSRF(Cross Site Request Forgery-2 22 AIO|E 8 |x) EZ H|g&d3}

® CSRF &4

mjs R} AL we s

= AIOIE B
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1) CSRFAITEN B _—
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f Y
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v' CSRF(Cross Site Request Forgery-2 22 AIO|E 8 |x) EZ H|g&d3}
® CSRF &4 2o &
& AEXSl 270 C
¢ PUT O|Lt DELETE Z2 A2 0|8
¢ (SRFEEZ 0|8 d

ro
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lo
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% Spring Security Customizing
v' CSRF(Cross Site Request Forgery-2ZA AIO|E 2 X)) EZ H|/EE3}
® CSRFEZ
& APEXITL QIR HStE EETH EE S MHOIAM MASH= A
1= o Y

CSRF EE2 40| ™&ota AKXt

& MHO|A E2I2X 0 HO|HE &SI
POST Aoz XS & [ HEIRXMO A MEE CSRF EZ 2/1F A7}

4
Hatsta = CSRF E—ﬁgl = H[ oA Of Zro] Cr=2H 25 ME[5HX|
Of = HAl
LS —

& SessionOf] 225 M ALE

& CSRF E22 Spring Security?t -85l AlO|EQ| GET HAI2 H|Q[3t RE QX
H**'(POST PUT, DELETE) SOf| Z=&A|7{0F2t H 4

.|
B3
QAHIMO| ME 0|28l <form> Ef1E 0|83 PE HEAI| M= CSRF E£0]|
(@)

‘ = -
Hotygo= ?WEIXIE'F REST &4 SOlA OfH CSRF E22| at= LOFLHOf
ot= 2EY0| U7| MZ0f| B0 2tM= CSRF EE2| Ll S SHA| =
Ao Ol
oT AN O
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% Spring Security Customizing
v' CSRF(Cross Site Request Forgery-2 22 AIO|E 8 |x) EZ H|g&d3}
® (SRF EZ H|Zd3}

€ CustomSecurityConfig 222 2] configure A E =78
@Bean
public SecurityFilterChain filterChain(HttpSecurity http) throws Exceptlon {
log.info("------------------- configure--------=---------ommoommm - ");
http.formLogin().loginPage("/member/login");
http.csrf().disable();

return http.build();
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% Spring Security Customizing

v logout &7

formLogin()1t OFEH7HX| 2 logout() HIMEE O|83IH 2012 XN2| 7ts

logout() SA| 2014} OpEt7EX| 2 EE 9| 70| §le %0 = Spring SecurityZ}
M&st= @ HolX&E 24 &

202 MM = RX[ot=H AHESt= F7|(JSESSIONID)E ~AloHH A5 2
20t N2|7t =

[ZH 22 /logout Ol2t= B2E M&dHM CSRF E20| H[EF3} &= B0 =
GET @Alo2 = Z0tR0| 7ts
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% Spring Security Customizing
v logout &7
® MemberController 22{22| login XMz2[ HME =7
public void login(String error, String logout) {

log.info("error: " + error);
log.info("logout: " + logout);

if(logout = null){
log.info("user logout.....");
}
}
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% Spring Security Customizing
v logout &7
® login.html ItHOf| HA[X] 28 ZE F7}

<th:block th:if="${param.logout != null}">
<h2>Logout...</h2>
</th:block>
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% Spring Security Customizing

v logout 4%
o OfEZ|H0|HE HAT = loging St logouts &

|
Logout
admin
e
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% Spring Security Customizing
v A= 219l

F71E 0[8oliA et X0 232 HE JE2E 7Al

Sf
7710 7= 7|ZHS AESHN 2715 BErR X 7F Haohy
BXde HAAAHAAM 230 2 HEHE S X|5t= 2iA

o 1

AN Z2HMETJL ALESH= O|O|E{H| 0| A0 persistent_logins Et= H|IO|&& F 75l 0f

(=13
=

o=
ad

r|r

Of o
1=

F

o 4

N |_.9_|'

o] EX
-1 O

Ot

create table persistent_logins(
username varchar(64) not null,
series varchar(64) primary key,
token varchar(64) not null,
last_used timestamp not null

)i
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% Spring Security Customizing
v A= 239l
® CustomSecurityConfig 222 8

@Configuration
@Log4j2
@RequiredArgsConstructor
@EnableGlobalMethodSecurity(prePostEnabled = true)
public class CustomSecurityConfig{

private final DataSource dataSource;

private final CustomUserDetailsService userDetailsService;

@Bean
PasswordEncoder passwordEncoder(){
return new BCryptPasswordEncoder();

}

@Bean

public PersistentTokenRepository persistentTokenRepository() {
JdbcTokenRepositorylmpl repo = new JdbcTokenRepositorylmpl();
repo.setDataSource(dataSource);
return repo;

}
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% Spring Security Customizing
v Ats 23¢9
® CustomSecurityConfig 22l =7

@Bean

public SecurityFilterChain filterChain(HttpSecurity http) throws Exceptlon {
log.info("------------------- configure------------------ccmmmmmeeo-- ");
http.formLogin().loginPage("/member/login");
http.csrf().disable();

http.rememberMe()
key("12345678")
.tokenRepository(persistentTokenRepository())
.userDetailsService(userDetailsService)
tokenValiditySeconds(60*60*24*30);

return http.build();
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% Spring Security Customizing
v Ats 23¢9
® CustomSecurityConfig 22l =7

@Bean
public WebSecurityCustomizer webSecurltyCustomlzer() {

log.info("------------ web configure------------------- ");

return (web) ->
web.ignoring().requestMatchers(PathRequest.toStaticResources().atCommonLoc
ations());

}
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% Spring Security Customizing
v Xz 2139l
® login.html It&0| Ats 225 et otH &7

<form method="post'>
<div>
<input type="text' name="'username’' value="'admin'>
</div>
<div>
<input type="password' name="password' value='admin'>
</div>
<div>
<input type='checkbox' name="remember-me">
<label>Ats 2102l </label>
</div>
<div>
<input type='submit' value="™&">
</div>
</form>
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% Spring Security Customizing
v A= 219l

ABC ysername V5| Aecseries T !|mectoken V3| @) last_used V!

1 user1 LigYOSFbit1/W Ckg+pRvjD7bi1-16 07:47:01.000
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% Spring Security Customizing

v SN 21T M| ut HEZZ
o 3IH “Oﬂﬁ 210 52 &3 #Hot E Ko
¢ Thymeleaf 0|M 215 FE && - member.htm| It =7

<IDOCTYPE html>
<html xmlns:sec="http://www.w3.0rg/1999/xhtml" >
<head>
<meta charset="UTF-8">
<title>Title</title>
</head>
<body>
<div>
<span>AFE Xl </span>
<input type="text" name="username"
th:value="${#authentication.principal.username}" readonly>
</div>

<h1>For Member .................... </h1>

</body>

66



Spring Boot Security

% Spring Security Customizing
v SN Q1S M| at HEE
o X M01I)K1 20 52 £4F dot & Ao
¢ Thymeleaf 0i|A 215 E& 2& — member.html It =7

<script th:inline="javascript">
const auth = [[${#authentication.principal}]];
console.log(auth);
const errors = [[${errors}]] ;
console.log(errors);

</script>

</html>
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% Spring Security Customizing
v Controller0 A 219! HE =20l
® MemberController 22|29 HME =73

@PreAuthorize("hasRole('USER")")
@GetMapping("/member")
public void exMember(){
log.info("exMember.......... ");
Authentication authentication =
SecurityContextHolder.getContext().getAuthentication();
String currentPrincipalName = authentication.getName();
log.warn(currentPrincipalName);
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% Spring Security Customizing
v’ 403 of|2] Xz

O|0|Z &

= | S
A= A|FE|E|0|M @PreAuthorize(UisAuthenticated()") 2! B AHEXH 21210] ¢t
| CHH 302 HA|X|Qt BH 291 AZZ 0| S3}X|TF 403 0f|2{= of2{7F 2k
403 Of| 7t ZMMZ2 I o2 M O|X|E EXF= YA A0 AccessDeniedHandler
QIE{H[O|AE TS M Ao A X 2|sl|of g

AEXZE 2002 B AR T oY XS A 4 G
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% Spring Security Customizing
v’ 403 of|2] Xz
o TZHE0]403 02] LA Al M2l HE2| SaHA MY

@Log4j2
public class Custom403Handler implements AccessDeniedHandler {
@Override
public void handle(HttpServletRequest request, HttpServletResponse response,
AccessDeniedException accessDeniedException) throws |IOException,
ServletException {
log.info("-------- ACCESS DENIED-------------- ")
response.sendRedirect("/member/login?error=ACCESS_DENIED");

}
}
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% Spring Security Customizing
v’ 403 of|2] Xz
® CustomSecurityConfig 2220 HIAME =78

@Bean
public AccessDeniedHandler accessDeniedHandler() {
return new Custom403Handler();

}

@Bean
public SecurityFilterChain filterChain(HttpSecurity http) throws Exceptlon {
log.info("------------------- configure------------—---—-cmomommee- ");
http.formLogin().loginPage("/member/login");
http.csrf().disable();
http.rememberMe()
key("12345678")
.tokenRepository(persistentTokenRepository())
.userDetailsService(userDetailsService)
tokenValiditySeconds(60*60*24*30);

http.exceptionHandling().accessDeniedHandler(accessDeniedHandler());
return http.build();
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v 2|8 HE - ClubMember
® 3|2 O}O|C|(mid)
I A2 E(mpw)
O| 0| & (email)
0| & (name)
AM 7+ o E(social)
S E| O{ F(del)
7|E|-('=EOI/AI-I OI)

— CIubMemberRoIe

o ® © @6 & @ @

<
I}
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% Spring Security JPA
v 35 548 77 Entity 4 - model.BaseEntity
@MappedSuperclass
@EntityListeners(value = { AuditingEntityListener.class })

@Getter
abstract class BaseEntity {

@CreatedDate
@Column(name = "regdate" , updatable = false)
private LocalDateTime regDate;

@LastModifiedDate

@Column(name ="moddate" )
private LocalDateTime modDate;
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% Spring Security JPA
v HoHE LIETE A4S 3t enumS M4 — model.ClubMemberRole

public enum ClubMemberRole {
USER, ADMIN

}
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% Spring Security JPA
v 2| JEE 2ot entityE MY - model.ClubMember

@Entity

@Getter

@Builder

@AllArgsConstructor

@NoArgsConstructor

@ToString(exclude = "roleSet")

public class ClubMember extends BaseEntity{

@Id
private String mid;

private String mpw;
private String email;
private String name;
private boolean del;
private boolean social;

@ElementCollection(fetch = FetchType.LAZY)

@Builder.Default
private Set<ClubMemberRole> roleSet = new HashSet<>();
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% Spring Security JPA
v 2| JEE 2ot entityE MY - model.ClubMember
public void changePassword(String mpw ){
thissmpw = mpw;

}

public void changeEmail(String email){
this.email = email;

}

public void changeDel(boolean del){
this.del = del;

}

public void addRole(ClubMemberRole memberRole){
this.roleSet.add(memberRole);

}

public void clearRoles() {
this.roleSet.clear();

}

public void changeSocial(boolean social){this.social = social;}
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% Spring Security JPA
v ClubMember Entity2| H|O|E{H|O]A %2 @[Tt Repository QIHLO|AF & -
persistence.ClubMemberRepository
public interface ClubMemberRepository extends JpaRepository<ClubMember, String> {
@EntityGraph(attributePaths = "roleSet")

@Query("select m from ClubMember m where m.mid = :mid and m.social = false")
Optional<ClubMember> getWithRoles(String mid);

}
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% Spring Security JPA
v HAE FEE O[83A 10082 2| & =7t
@SpringBootTest
public class ClubMemberTests {

@Autowired
private ClubMemberRepository clubMemberRepository;

@Autowired
private PasswordEncoder passwordEncoder;
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% Spring Security JPA
v HXAE IFEZ O|&3A 10082l 2|2 F7t

@Test
public void insertMembers() {
IntStream.rangeClosed(1,100).forEach(i -> {
ClubMember clubMember = ClubMember.builder()
.mid("member" + i)
.mpw( passwordEncoder.encode("1111"))
.email("user"+i+"@gmail.com")
name("AFHE X} +i)
.social(false)
.roleSet(new HashSet<ClubMemberRole>())
Jbuild();
System.out.printin(clubMember);
//default role
clubMember.addRole(ClubMemberRole.USER);
if(i > 90){
clubMember.addRole(ClubMemberRole. ADMIN);
}

clubMemberRepository.save(clubMember);

D
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% Spring Security JPA
v 3 M 8ol

@Test

public void testRead() {
Optional<ClubMember> result =

clubMemberRepository.getWithRoles("member100");
ClubMember member = result.orElseThrow();
System.out.printin(member);
System.out.printin(member.getRoleSet());
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% Spring Security JPA
v 39 oo|E =3
® ClubMemberRepository 2IE{IHO| A0 O|H S 7[EL2 X2|5t= HAME Hd

@EntityGraph(attributePaths = {"roleSet"}, type = EntityGraph.
EntityGraphType.LOAD)

@Query("select m from ClubMember m where m.email =:email”)
Optional<ClubMember> findByEmail(@Param("email") String emai);
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% Spring Security JPA
v 2|3 Ho|H =7
® ClubMemberRepository QIE{I|O|A Q| HME HAE

@Test

public void testReadEmail() {
Optional<ClubMember> result =

clubMemberRepository.findByEmail("user95@gmail.com");
ClubMember clubMember = result.get();
System.out.printin(clubMember);
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% Spring Security JPA
v' SecurityE ?/et UserDetailsService
® security.dto I 7| X| 0| ClubMemberSecurityDTO S{AE 4

@Getter
@Setter
@ToString
public class ClubMemberSecurityDTO extends User {
private String mid;
private String mpw;
private String email;
private String name;
private boolean del;
private boolean social;

83



Spring Boot Security

% Spring Security JPA
v' SecurityE ?/et UserDetailsService
® security.dto I 7| X| 0| ClubMemberSecurityDTO S{AE 4

public ClubMemberSecurityDTO(String username, String password, String

email, String name, boolean del, boolean social, Collection<? extends
GrantedAuthority> authorities) {

super(username, password, authorities);

this.mid = username;

this.mpw = password;

this.email = email;

this.name = name;

this.del = del;

this.social = social;
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% Spring Security JPA
v SecurityE ?I8t UserDetailsService 7+34
® CustomUserDetailsService 22{AE +=7H

@Log4j2

@Service

@RequiredArgsConstructor

public class CustomUserDetailsService implements UserDetailsService {
private final ClubMemberRepository clubMemberRepository;

@Override
public UserDetails loadUserByUsername(String username) throws
UsernameNotFoundException {
log.info("loadUserByUsername: " + username);

Optional<ClubMember> result =
clubMemberRepository.getWithRoles(username);

if(result.isEmpty()){
throw new UsernameNotFoundException("8i= AL2 Xl O|&..");

}

85



Spring Boot Security

% Spring Security JPA
v SecurityE ?I8t UserDetailsService 7+34
® CustomUserDetailsService 222 & +=8
ClubMember member = result.get();

ClubMemberSecurityDTO clubMemberSecurityDTO =
new ClubMemberSecurityDTO(member.getMid(), member.getMpw(),
member.getEmail(),
member.getName(), member.isDel(), false,
member.getRoleSet().stream().map(memberRole ->
new SimpleGrantedAuthority("ROLE_" +
memberRole.name()))
.collect(Collectors.toList()));
return clubMemberSecurityDTO;

}
}
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% Spring Security JPA
v SecurityE ?I8t UserDetailsService 7+34
o OiEZ|A 0|5 &5ty Ho|EH|o[A2 HEE O|8diAM =212
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% Spring Security JPA
v 209013 9N YE =Y
® memberhtml| It =7

<IDOCTYPE html>
<html xmlns:sec="http://www.w3.0rg/1999/xhtml" >
<head>
<meta charset="UTF-8">
<title>Title</title>
</head>
<body>
<h1>For Member .................... </h1>
<div sec:authorize="hasRole('USER")">Has USER ROLE</div>
<div sec:authorize="hasRole('MANAGER')">Has MANAGER ROLE</div>
<div sec:authorize="hasRole('ADMIN")">Has ADMIN ROLE</div>

<div sec:authorize="isAuthenticated()">
2791 HB3 QOB Hoix|& HAE
</div>

88



Spring Boot Security

% Spring Security JPA
v 209013 9N YE =Y
® memberhtml| It =7

Authenticated username:
<div sec:authentication="name"> </div>
Authenticated user roles:

<div sec:authentication="principal.authorities">
</div>

<a href="/logout">Z210}2</a>

</body>
</html>
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% Spring Security JPA
v Controller 0|M2| X EE =H
o LH
@ SecurityContextHollder2t= ZHA| AHE
€ @AuthenticationPrincipal 0] =E| 0| AL
® SampleController 22f22| HME =7

@PreAuthorize("hasRole('USER")")
@GetMapping("/member")
public void exMember(@AuthenticationPrincipal ClubMemberSecurityDTO
clubAuthMember){
log.info("exMember.......... ");
Authentication authentication =
SecurityContextHolder.getContext().getAuthentication();
String currentPrincipalName = authentication.getName();
log.warn(currentPrincipalName);
log.info(clubAuthMember);

}
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% 28 7Y
v 3% 7t DTO 24’4 - ClubMemberJoinDTO

@Data
public class ClubMemberJoinDTO {
private String mid;
private String mpw;
private String email;
private String name;
private boolean del;
private boolean social;
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v 2| 7Y
v 2|8 7tYE AH|A QIEH I O|A A — service.MemberService

public interface MemberService {
static class MidExistException extends Exception {

}

void join(ClubMemberJoinDTO memberJoinDTO)throws MidExistException ;
}

92



Spring Boot Security

» 2| Tt
v

ol
=
3| &

7tY2 MH|A SefA Md - service. MemberServicelmpl

@Log4j2

@Service

@RequiredArgsConstructor

public class MemberServicelmpl implements MemberService{

private final ClubMemberRepository memberRepository;

private final PasswordEncoder passwordEncoder;
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» 2[7 7Y
v 2 7tYE MH|A SefA M - service. MemberServicelmpl

@Override
public void join(ClubMemberJoinDTO member)JoinDTO) throws MidExistException{

String mid = memberJoinDTO.getMid();
boolean exist = memberRepository.existsByld(mid);
if(exist){

throw new MidExistException();

}
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A 7Y
v 2|3 7S MH[A SfL Wd - service. MemberServicelmpl

ClubMember member = ClubMember.builder()
.mid(member)oinDTO.getMid())
.mpw(memberJoinDTO.getMpw())
.email(memberJoinDTO.getEmail())
.name(memberJoinDTO.getName())
.del(memberJoinDTO.isDel())
.social(member)oinDTO.isSocial())
Jbuild();

log.warn(member);

member.changePassword(passwordEncoder.encode(member)oinDTO.getMpw()));

member.addRole(ClubMemberRole.USER);

log.warn(member);

log.info(member);
log.info(member.getRoleSet());

memberRepository.save(member);
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< 2@ 7ty
v MemberController 220 2|2 7I2E st @ HE NHE|ot= HAEE =M

private final MemberService memberService;

o

@GetMapping("/join")
public void join(){
log.info("join get...");
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@PostMapping("/join")
public String joinPOST(ClubMemberJoinDTO member)oinDTO, RedirectAttributes

redirectAttributes){

log.info("join post...");
log.info(memberJoinDTO);

try {
memberService.join(member)oinDTO);

} catch (MemberService.MidExistException e) {

redirectAttributes.addFlashAttribute("error”, "mid");
return "redirect;/member/join";

}

redirectAttributes.addFlashAttribute("result”, "success");

return "redirect./member/login”; //=2|& 7t £ 2192l
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v member C|AEE|0 join.htm!| TS 45t 2

<!DOCTYPE html>

<html xmlns:th="http://www.thymeleaf.org"
xmlns:sec="http://www.thymeleaf.org/thymeleaf-extras-springsecurity4"
xmlns:layout="http://www.ultrag.net.nz/thymeleaf/layout” >

<head>
<title>3| & 7} < /title>
</head>
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v member C|AEE|0 join.htm!| TS 45t 2

<div>
<div class="card-header">
o|A 7t
</div>
<form id="registerForm" action="/member/join" method="post">
<div>
<span>MID</span>
<input type="text" name="mid">
</div>

<div>

<span>MPW</span>

<input type="password" name="mpw">
</div>

<div>

<span >EMAIL</span>

<input type="email" name="email">
</div>
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v member C|AEE|0 join.htm!| TS 45t 2

<div>

<span >NAME</span>

<input type="text" name="name">
</div>

<div>
<div class="float-end">
<button type="submit">2| & 7} &l </button>
<button type="reset">& X 7|2} </button>
</div>
</div>
</form>
</div>
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<« 2|& 7Y
v member C|AEE|0 join.htm!| TS 45t 2

<script th:inline="javascript">

o

const error = [[${error}]]
if(error && error === "mid"){

alert("s g€ MIDE 7% A'E0| ERgtL Ctr)

}

</script>
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v 7I7t2 ZE0[¢E Ot0|C| L&
o 717t J§X} | O|X|0f 2 Q!: https://developers.kakao.com/
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% Kakao Login
v 7t7t2 220U E OfO|L| &
e OiZZ|AH0]Y =7t

kakao developers Yoz HE

WotZeopd

HH o201 2)

+  OfEA0lH 374l

nodelogin

74322 OWNER  Web

pythonjsonparsing

10701558 OWNER
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7/

% Kakao Login

v 7t7t2 SCt0|Y E Ofo|C| &g
o SHZE SE AMNEY EHAs S5

Web ZEHESE

ALO|E =2l

JavaScript SDK, 717125 3], 7172, HIAIX| API AHSA| SS0| Bt

of2{7le] ool EHIB O 2 FIIHFMR. 2|t 107tX] S8 7IsELCh 7t 552 ZH(CIEE)
o= 2o|FA K.
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Redirect URI

Redirect URI
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Gl Al: (O) https://example.com/oauth (X) https://www.example.com/oauth

http://localhost/login/oauth2/code/kakao
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v build.gradle It 2 9| dependencies®| OAuth 20| E2{2| F7}
® implementation 'org.springframework.boot:spring-boot-starter-oauth2-client'
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% Kakao Login
v 2192 HAFH
® applicationym| O 210 M3 e AEE F7t

spring:
security:
oauth2:
client:
registration:
kakao:
client-id: df1ba560c0cb8327f3f24166c0fd193a
client-secret: otVtgopxwCYYasyPcPW7yFPRB8SeWs0z
redirect-uri: http://localhost/login/oauth2/code/kakao
authorization-grant-type: authorization_code
client-authentication-method: POST
client-name: Kakao
scope:
- profile_nickname
- account_email
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% Kakao Login
v 210 MY
® applicationym| O 210 M3 e AEE F7t
provider:

kakao:

authorization-uri: https://kauth.kakao.com/oauth/authorize
token-uri: https://kauth.kakao.com/oauth/token
user-info-uri: https://kapi.kakao.com/v2/user/me
user-name-attribute: id
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% Kakao Login
v 209 M&H
® CustomSecurityConfigjava Ztof| 47 7}

@Bean

public SecurityFilterChain filterChain(HttpSecurity http) throws Exceptlon {
log.info("------------------- configure------------------ccmmmmmeeo-- ");
http.formLogin().loginPage("/member/login");
http.oauth2Login().loginPage("/member/login");
http.csrf().disable();

http.rememberMe()
key("12345678")
.tokenRepository(persistentTokenRepository())
.userDetailsService(userDetailsService)
tokenValiditySeconds(60*60*24*30);
http.exceptionHandling().accessDeniedHandler(accessDeniedHandler());

return http.build();
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% Kakao Login
v 210 MY
® login.html TtA0f| 7}7tQ 291 &3 7}

<div>
<a href="/oauth2/authorization/kakao">KAKAO</a>
</div>
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% Kakao Login
v 29 AN

o M ENQ AF F oMY =2l — security.CustomOAuth2UserService
@Log4j2
@Service

@RequiredArgsConstructor
public class CustomOAuth2UserService extends DefaultOAuth2UserService {
private String getKakaoEmail(Map <String, Object> paramMap){
log.info("KAKAQ----------mmm oo ");
Object value = paramMap.get("kakao_account");
log.info(value);
LinkedHashMap accountMap = (LinkedHashMap) value;
String email = (String)accountMap.get("email");
log.info("email..." + email);
return email;
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% Kakao Login
v 221 4FH
o AM ETQ AE = O|HY =2l - security.CustomOAuth2UserService

@Override
public OAuth2User loadUser(OAuth2UserRequest userRequest) throws
OAuth2AuthenticationException {

10

log.info("userRequest....");
log.info(userRequest);

log.info("oauth2 user..........ccoevrvrinrenne. ");

ClientRegistration clientRegistration = userRequest.getClientRegistration();
String clientName = clientRegistration.getClientName();

log.info("NAME: "+clientName);

OAuth2User oAuth2User = super.loadUser(userRequest);
Map<String, Object> paramMap = oAuth2User.getAttributes();
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% Kakao Login
v 221 4FH
o AM ETQ AE = O|HY =2l - security.CustomOAuth2UserService

String email = null;
log.warn(clientName);
switch (clientName.toLowerCase()){

case "kakao":
email = getKakaoEmail(paramMap);
break;

}

log.info(email);

return oAuth2User;
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% Kakao Login
v A8 209 5 XN
o 3| MEE XNFTH7| Tt ClubMemberSecurityDTO 22iA =7

@Getter
@Setter
@ToString
public class ClubMemberSecurityDTO extends User implements OAuth2User{
private String mid;
private String mpw;
private String email;
private String name;
private boolean del;
private boolean social;
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% Kakao Login
v A8 209 5 XN
o 3| MEE XNFTH7| Tt ClubMemberSecurityDTO 22iA =7

public ClubMemberSecurityDTO(String username, String password, String
email, String name, boolean del, boolean social, Collection<? extends
GrantedAuthority> authorities) {

super(username, password, authorities);

this.mid = username;

this.mpw = password;

this.email = email;

this.name = name;

this.del = del;

this.social = social;
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% Kakao Login
v AMZ9 3 XN
o 2|3 HEE XNTUS7| Y8t ClubMemberSecurityDTO 224 =7
private Map<String, Object> props; //28 2110 &

@Override
public Map<String, Object> getAttributes(){
return this.getProps();

}

@Override
public String getName(){
return this.mid;

}
}
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% Kakao Login
v A48 2302 = e
o M 202 U3 OHYS JHE ABRIE ROLET g FL0E SO 32

7I¥E St ClubMemberSecurityDTOE EtetdtT & CustomOAuth2UserService =2l
A AT
=TS

@Log4j2

@Service

@RequiredArgsConstructor

public class CustomOAuth2UserService extends DefaultOAuth2UserService {
private final ClubMemberRepository memberRepository;
private final PasswordEncoder passwordEncoder;

private String getKakaoEmail(Map <String, Object> paramMap){
log.info("KAKAQ----------cmm oo ");
Object value = paramMap.get("kakao_account");
log.info(value);
LinkedHashMap accountMap = (LinkedHashMap) value;
String email = (String)accountMap.get("email");
log.info("email..." + email);
return email;
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% Kakao Login
v 28 279 5 K|
Y AM E:I.O|° AoHo|- O|EI-|| |O 7|-I| Ar.@.xf% 0|‘E_|_ git 7:|_c|>_0"|_ XPEOE 3|o_|

7f°'E ot CIubMemberSecurltyDTOE HI3lSEE & CustomOAuth2UserService 22
A A

private ClubMemberSecurityDTO generateDTO(String email, Map<String,
Object> params){

Optional<ClubMember> result = memberRepository.findByEmail(email);

//HIOEH| O] 20f ST Ol S AtEX7F BICHH
if(result.isEmpty()){
/2l A T -- mide O Y Fa/ A/ EE 1111
ClubMember member = ClubMember.builder()
.mid(email)
.mpw(passwordEncoder.encode("1111"))
.email(email)
.social(true)
Jbuild();
member.addRole(ClubMemberRole.USER);
memberRepository.save(member);
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v AMZ9 3 XN
o AM 2I0IS 483 O|HYUS JHT ALBXIE ROtE D Qs RO AHE0R 32
7f°'§ St2 ClubMemberSecurityE Bt2tSHE & CustomOAuth2UserService 578
//MemberSecurityDTO T & dt=t
ClubMemberSecurityDTO memberSecurityDTO =
new ClubMemberSecurityDTO(email, "1111", email, null, false, true,

Arrays.asList(new SimpleGrantedAuthority("ROLE_USER")));
memberSecurityDTO.setProps(params);

return memberSecurityDTO;

}
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% Kakao Login
v AMZ9 3 XN
o A4 =103 ot O|H S 7T Af AHE HOtE D Gl= B0 AE2E 2|
7teE ot CIubMemberSecurlty HtSSEE & CustomOAuth2UserService 78

else {
ClubMember member = result.get();
ClubMemberSecurityDTO memberSecurityDTO =
new ClubMemberSecurityDTO(
member.getMid(),
member.getMpw(),
member.getEmail(),
member.getName(),
member.isDel(),
member.isSocial(),
member.getRoleSet()
stream().map(memberRole -> new
SimpleGrantedAuthority("ROLE_"+memberRole.name()))
.collect(Collectors.toList())

)i

return memberSecurityDTO;

}
}
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v/ AN 270 S K7
o A4 2105 AT O|HES 71T Af AHE HOtE D gl= ER0= Aaslz 2| J
7IYE St ClubMemberSecurityE BtetStE S CustomOAuth2UserService =78

@Override
public OAuth2User loadUser(OAuth2UserRequest userRequest) throws
OAuth2AuthenticationException {

log.info("userRequest....");
log.info(userRequest);

log.info("oauth2 user.......ccooevvreererrienne. ");

ClientRegistration clientRegistration = userRequest.getClientRegistration();
String clientName = clientRegistration.getClientName();

log.info("NAME: "+clientName);

OAuth2User oAuth2User = super.loadUser(userRequest);
Map<String, Object> paramMap = oAuth2User.getAttributes();
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% Kakao Login
v 248 2392 2 K|
o 24 2108 ¥ O|02S N ABXIE HOED gt Y20 IS0 il

HA T
7IYE St ClubMemberSecurityE BtetStE S CustomOAuth2UserService =78

String email = null;
log.warn(clientName);
switch (clientName.toLowerCase()){

case "kakao":
email = getKakaoEmail(paramMap);
break;

}

log.info(email);

return generateDTO(email, paramMap);

}
}
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e 219 = Kz
v A4 200 2 HE|E ?I% Handler 22HAE 4d - security
CustomSocialLoginSuccessHandler
@Log4j2
@RequiredArgsConstructor

public class CustomSocialLoginSuccessHandler implements
AuthenticationSuccessHandler {

private final PasswordEncoder passwordEncoder;
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& 279 = Nz
v A4 200 2 HE|E ?I% Handler 221AE 4d - security.
CustomSocialLoginSuccessHandler

@Override
public void onAuthenticationSuccess(HttpServletRequest request,
HttpServletResponse response, Authentication authentication) throws IOException {

log.info("----==-===-==mmm ");
log.info("CustomLoginSuccessHandler onAuthenticationSuccess .......... ");
log.info(authentication.getPrincipal());

ClubMemberSecurityDTO memberSecurityDTO = (ClubMemberSecurityDTO)
authentication.getPrincipal();

String encodedPw = memberSecurityDTO.getMpw();
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< 200 2 X

v A4 200 2 HE|E ?I% Handler 221AE 4d - security.
CustomSocialLoginSuccessHandler
//AE223010|4 9| Ao AR ETF11110|2HH
if (memberSecurityDTO.isSocial()
&8& (memberSecurityDTO.getMpw().equals("1111")
|| passwordEncoder.matches("1111", memberSecurityDTO.getMpw())

) {
log.info("Should Change Password");

log.info("Redirect to Member Modify ");
response.sendRedirect("/member/modify");

return;
} else {
response.sendRedirect("/");
}
}
}
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< B0 5 XNE|
v 24 2090 2 X2|E {let Handler 2EAE B-& - security. CustomSecurityConfig

@Bean
public AuthenticationSuccessHandler authenticationSuccessHandler(){
return new CustomSocialLoginSuccessHandler(passwordEncoder());

}

public SecurityFilterChain filterChain(HttpSecurity http) throws Exceptlon {
log.info("------------------- configure-----------------mmmmmemo - ");
http.formLogin().loginPage("/member/login");
http.oauth2Login().loginPage("/member/login").successHandler(authenticationSucces
sHandler());
http.csrf().disable();

http.rememberMe()
key("12345678")
.tokenRepository(persistentTokenRepository())
.userDetailsService(userDetailsService)
tokenValiditySeconds(60*60*24*30);

http.exceptionHandling().accessDeniedHandler(accessDeniedHandler());
return http.build();
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< B0 5 XNE|
v" ClubMemberRepository 2IE{ 0| A0 H|EHZ HE HAME A

@Modifying

@Transactional

@Query("update ClubMember m set m.mpw =:mpw where m.mid = :mid ")

void updatePassword(@Param("mpw") String password, @Param("mid") String mid);
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< B0 5 XNE|
v Test S22 0|A HA

@Commit

@Test

public void testUpdate(){
String mid = "itstudy@kakao.com®;
String mpw = passwordEncoder.encode("1234");
clubMemberRepository.updatePassword(mpw, mid);
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+ 7= 23¢
v Z2NEQ XHE
® application.ym| T 0f F7t

spring.security.oauth2.client.registration.google.client-id=310026556304-
kma77c8upeuc2tbachibvuebfinhfrfb.apps.googleusercontent.com

spring.security.oauth2.client.registration.google.client-secret=GOCSPX-Zg-
npsaQbHXOGGIWdHkNMeQrbNxB

spring.security.oauth2.client.registration.google.scope=email
spring.profiles.include=oauth
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v DZZMEQ Mg
® CustomOAuth2UserService 222 2| loadUser HIME £=H

@Override
public OAuth2User loadUser(OAuth2UserRequest userRequest) throws
OAuth2AuthenticationException {

log.info("userRequest....");
log.info(userRequest);

log.info("oauth2 user..........ccoevrvrinrenne. ");

ClientRegistration clientRegistration = userRequest.getClientRegistration();
String clientName = clientRegistration.getClientName();

log.info("NAME: "+clientName);
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» =2 229
v DZZMEQ Mg
® CustomOAuth2UserService 222 2| loadUser HIME £=H

OAuth2User oAuth2User = super.loadUser(userRequest);
Map<String, Object> paramMap = oAuth2User.getAttributes();
System.out.printin("paramMap:" + paramMap);

String email = null;

log.warn(clientName);

switch (clientName.toLowerCase()){

case "kakao":
email = getKakaoEmail(paramMap);
break;

case "google":
email = (String)paramMap.get("email");
break;
}

log.info(email);

return generateDTO(email, paramMap);

}
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<« MY MYLZ HO|EHO|A ALE
v 2|F HO|HH|0[~ 27
® build.gradle 2| dependenciesOil 7}
implementation 'org.springframework.session:spring-session-jdbc’
® application.yml0i| 7t

spring:
session:
timeout: 600
store-type: jdbc
jdbc:
initialize-schema: always
table-name: SPRING_SESSION
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<« MY MELE HOEH|O]A& ALE
v 2|7 O|o|EH o]~ 28
SELECT * FROM SPRING_SESSION;

A2c PRIMARY._ID V‘HBCSESSION_ID v |123CREATION_TIME ¥ | 123 LAST_ACCESS_TIME
1 | 5433b10e-b8ed-4486-h275-baafchf3%ac a507f6d4-7911-4f5a-a334-2b5879a75a3 1,678,055,201,336 | 1,678,055,220,361 |
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% CSR
v

O] 22t0|ME T2 AWM K25t MB{ oA E 43

— =T =

APl MH £ 3}
o2 ™ g{ot /40| 22t0|HE AO|E &l 2 (Client Side Rendering -

GO 2t
CSR)

CSR LA 2 S2I0|AHEO M HIO|EHE 7tS8HA 2tHO| 27| {20 HO|HE {EA
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& E3= 7J|Hio| o|=

- O

v Access Token / Refresh Token
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< EZ 7|dio] 015
v Access Token / Refresh Token
® E 3 (token) LAIOA 2B Z0| &= A2
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» E2 7[gto| olF

v Access Token / Refresh Token
® Access TokenO| MtE | = Atz
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JWT ¢l

<« EZ 7|Hte| IS

v Access Token / Refresh Token

EZZ2 0|8st= HAI2 HEQIAR HO|HE 07| |20 &k 2ot ZX|7t
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ole
N =

Access Token} Refresh Token 25& EFYSIH API MH M= AFEXIE L2
= e EM7E 2dst=0 o|E sHZst7| flsh HIZ7|E X8 == AKX Tt
HIZZ| 7} &3St 242 22X 7F 2dstE2 2250l s ZM2 ot M| Lot
iAol OH?E”—HS Refresh Token2 2 M Z-2 Access TokenO| M= 242 |29
MNEXZLY = JEE St= A - #20[LF Yo 2212 E"Aflf CHE & A0 A

S HO0| AAZ BF 70| QH=X| 3+O|S}= H{QUO[L} SHE = OF2| S0| Q|

- = - —— [ — = — = |:| =)
HEE A2 SH=0| Access Token It Refresh Token SA| O] X & JEH0| AF2 XHO A|
25 o2 E LHFAHL EFT IPOMEL ALY = U E St= HE 52 AHESA
Zg O HHSHA BtE = S

164



API Server

q
o

Spring Boot DevTools
Lombok

Spring Web

Spring Security
Spring Data JPA
MySQL

165



API Server

o DT2HE MM

=)

v application.properties It 22 applicationyml| Lt 2 =F 5t Zd

server:
port: 80

spring:
profiles:
include: oauth

166



API Server

o DT2HE MM

=)

v application.properties It 22 applicationyml| Lt 2 =F 5t Zd

security:
oauth2:
client:
registration:
kakao:
client-id: df1ba560c0cb8327f3f24166c0fd193a
client-secret: otVtgopxwCYYasyPcPW7yFPRB8SeWs0z
redirect-uri: http://localhost/login/oauth2/code/kakao
authorization-grant-type: authorization_code
client-authentication-method: POST
client-name: Kakao
scope:
- profile_nickname
- account_email
google:
client-id: 551789175632-
gbgr3rjci9o6oto3gndmjsrpo81mOmvs.apps.googleusercontent.com
client-secret: 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E
scope: email
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API Server

o EEX'” E AH Ad

v application.properties It 22 applicationyml| Lt 2 =F 5t Zd
provider:
kakao:

authorization-uri: https://kauth.kakao.com/oauth/authorize
token-uri: https://kauth.kakao.com/oauth/token
user-info-uri: https://kapi.kakao.com/v2/user/me
user-name-attribute: id

168



API Server

o DT2HE MM

v application.properties It 22 applicationyml| Lt 2 =F 5t Zd
#Live Reload
devtools:
livereload:

enabled: true

datasource:
url: jdbc:mysql://localhost:3306/adam
driver-class-name: com.mysql.cj.jdbc.Driver
username: root
password: wnddkd

jpa:
hibernate:
ddl-auto: update
properties:
hibernate:
format_sql: true
show_sql: true
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API Server

v DRME Yy

v application.properties It 22 applicationyml| Lt 2 =F 5t Zd
servlet:
multipart:

enabled: true
location: /Users/adam/Documents/data
max-request-size: 30MB
max-file-size: TOMB

com:
adamsoft:
upload:

path: /Users/adam/Documents/data

logging:
level:
org:
hibernate:
type:
descriptor:
sql: trace
springframework:
security: trace
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API Server

« ZEME 44
v Security 278 SE{AE F7I5t1 24 - config.CustomSecurityConfig

@Configuration

@Log4j2

@RequiredArgsConstructor
@EnableGlobalMethodSecurity(prePostEnabled = true)
public class CustomSecurityConfig{

@Bean
PasswordEncoder passwordEncoder(){
return new BCryptPasswordEncoder();

}

@Bean

public SecurityFilterChain filterChain(HttpSecurity http) throws Exceptlon {
log.info("------------------- configure--------------—————————__SSEE =)
http.csrf().disable();

/IS AFEOHA| BE

http.sessionManagement().sessionCreationPolicy(SessionCreationPolicy.STATELESS);
return http.build();

}
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API Server

« ZEME 44

v Security 278 SE{AE F7I5t1 24 - config.CustomSecurityConfig

@Bean
public WebSecurityCustomizer webSecurltyCustomlzer() {
log.info("------------ web configure------------—--—--- "):

return (web) ->
web.ignoring().requestMatchers(PathRequest.toStaticResources().atCommonLocation

s());
}

172



API Server

v ModelMapper 20| E212]
o HZ= AO|Q| DiEE XS 2 5| F= 20| E 2|2

® ModelMapper.map(Object source, Class<D> destinationType) HIMEE 2 =5IH
sources HON ST 0|52 £9S5 HOLA destinationTypelfl Ar52 2 OfE

® build.gradle Tt 0| | &S 7t

€ implementation 'org.modelmapper.modelmapper:3.1.0'
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API Server

o Z2ME 4Yd
v" ModelMapperg Ar&5t7| ¢let 278 S22 - config.RootConfig

@Configuration
public class RootConfig {

@Bean
public ModelMapper getMapper() {
ModelMapper modelMapper = new ModelMapper();
modelMapper.getConfiguration()
.setFieldMatchingEnabled(true)
.setFieldAccessLevel(org.modelmapper.config.Configuration.AccessLevel.PRI
VATE)
.setMatchingStrategy(MatchingStrategies.LOOSE);

return modelMapper;

}
}
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API Server

Ug CotFL ofy =7

v' Swagger
® J2tXI7} REST € MH|A
MEfA 2 XI._E H= @

® build.gradle Tt 2
€ implementation 'org sprlngdoc:springdoc—openap| starter-webmvc-ui:2.0.2

P bw
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API Server

>~

dAStS LSt S A

v Controller @& 3 =i

@RestController
@RequestMapping("/api/sample™)
public class SampleController {
@GetMapping("/adam")
public List<String> adam(){
return Arrays.asList("& = t", "ALO[H{ 7}== ObE", "ZE| AEHEY);

}

HE JE A4 - controller.SampleController

—
DI’E—Tl— O

—

mujn

}
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API Server

o O
v EZZMEEF HAStD EefRX0|A F: http://localhost/api/sample/adam

< > C (G) localhost/api/sample/adam

[YEET, AT OfEt, EEAEE|Y" ]
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API Server

e SS
v Z2HEEZ At HER XA EE: http://localhost/swagger-ui/index.html
& > @ @ localhost/swagger-uifindex.html B h # = & @B - Q»0O @ :

@ Swagger Iv3/api-docs Explore

OpenAPI definition @ %@

fv3fapi-docs

Servers

| http://localhost - Generated server url ~

sample-controller ~

‘m /api/sample/adam v
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API Server

o DZHME MM

* o O
v config i7|X|0f| & 2= flet FHLE F716tD 27 - CustomServletConfig
@Configuration
@EnableWebMvc
public class CustomServletConfig implements WebMvcConfigurer {
@Override

//SEIO|UEOM XIS 8d I ME|gd HME
public void addResourceHandlers(ResourceHandlerRegistry registry){
/ffiles 2 R7FSIH static CIMEZ|OM RE Hots 273
registry.addResourceHandler("/files/**")
.addResourcelocations("classpath:/static/");
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API Server

o ZZHE 44y
v ajaxZ HO|H 2¥ - static C|A E2|0| sample.html

<!DOCTYPE html>
<html lang="en">
<head>
<meta charset="UTF-8">
<title>API Server</title>
</head>
<body>
<h1>Sample Client</h1>
</body>
<script src="https://unpkg.com/axios/dist/axios.min.js" > </script>
<script>
async function callTest(){
const response = await axios.get("http://localhost/api/sample/adam™)
return response.data

}
callTest()
then(data => console.log(data))
.catch(e => console.log(e));
</script>
</html>
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API Server

EE
v Hd S 2= http://localhost/files/sample.html
(w ﬂ Elements Console Sources Network Performance Memory Application > B 1 e X
[N © top¥Y @ @ Fiter Default levels ¥ | 1 Issue: B 1 o
v Array(3) sample.html:18

0: "Hrsq"
1: "ANO|E{7bs= OFE™
2: "Zo|AEHE"
length: 3
» [[Prototypel]l: Array(@)
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API Server

% APl AFEXE HE|
v AEAEEE 23 HO|22 Md - domain.APIUser

@Entity

@Getter

@Builder
@AllArgsConstructor
@NoArgsConstructor
@ToString

public class APIUser {

@Id
private String mid;
private String mpw;

public void changePw(String mpw){
thismpw = mpw;
}
}

182



API Server

< API AFEX} X2
v AMEX HEE ?IT Repository 2N H 0|2 H-d — persistence.APIUserRepository

public interface APIUserRepository extends JpaRepository <APIUser, String> {
}
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API Server

% APl AL X2
v H2AE A E O|8siAM ME IOl & & — APIUserRepositoryTests

@SpringBootTest

@Log4j2

public class APIUserRepositoryTests {
@Autowired
private PasswordEncoder passwordEncoder;

@Autowired
private APIUserRepository apiUserRepository;

@Test
public void testinserts(){
IntStream.rangeClosed(1, 100).forEach(i -> {
APIUser apiUser = APIUser.builder()
.mid("apiuser" + i)
.mpw(passwordEncoder.encode("1111"))
Jbuild();
apiUserRepository.save(apiUser);
1))
}
}
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API Server

< API ALEX} M|
v 20 g Securityg ?I¢t DTO 2fAE A4 - dto.APIUserDTO

@Getter

@Setter

@ToString

public class APIUserDTO extends User {

private String mid;
private String mpw;

public APIUserDTO(String username, String password, Collection<GrantedAuthority>
authorities) {
super(username, password, authorities);
this.mid = username;
this.mpw = password;
}
}
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API Server

% APl AL X2
v AEE SecurityE 9l UserDetailsService 222 E M- - security. APIUserDetailsService

@Service

@Log4j2

@RequiredArgsConstructor

public class APIUserDetailsService implements UserDetailsService {

/7Y
private final APIUserRepository apiUserRepository;

186



API Server

% APl AFE X M2

v A SecurityE @8t UserDetailsService 2eiAE 4/ — security. APIUserDetailsService

@Override
public UserDetails loadUserByUsername(String username) throws
UsernameNotFoundException {

Optional <APIUser> result = apiUserRepository.findByld(username);
APIUser apiUser = result.orElseThrow(() -> new
UsernameNotFoundException("Cannot find mid"));

log.info("APIUserDetailsService apiUser------------=---=-------cmceee—— ");
APIUserDTO dto = new APIUserDTO(

apiUser.getMid(),

apiUser.getMpw(),

List.of(new SimpleGrantedAuthority("ROLE_USER™)));
log.info(dto);

return dto;
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JWT ¢l

<+ EZ 2SS fIet Security EH
v OIZ= 1p JWT 23l K 2|
°

AHE XS] OFO|C|(mid)2t I AR E(mpw)E O|&3HAM JIWT 2AtE S HAlSt= 7|52
9—| EEE-I =2 o|_9_'<'5|- *E 0|x||:||- AJ__LEI Securityol
AbstractAuthentlcatlonProcessmgF|Iter =& 0|85t & O &A™t E2[7t 7t

spring security §% . HEER 9
I
APILogINF lter :
I
1
> |
1
l¢ |
Access Token :
1
Refresh Token :
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JWT ¢l

<+ EZ 2SS fIet Security EH
v ZH ZefA Mg - securityfilter. APILoginFilter

@Log4j2
public class APILoginFilter extends AbstractAuthenticationProcessingFilter {

public APILoginFilter(String defaultFilterProcessesUrl) {
super(defaultFilterProcessesUrl);

}

@Override

public Authentication attemptAuthentication(HttpServletRequest request,

HttpServletResponse response) throws AuthenticationException, IOException {
log.info("APILoginFilter-----------=---=-----mocoem - ");

return null;
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JWT ¢l

<+ EZ 2SS fIet Security EH
v

AbstractAuthenticationProcessingFilter &7

® AbstractAuthenticationProcessingFilter= 2191 X 2| & E&s|7| 20 CHE
HHS He| 210212 Me[ste d=0 tiet 281 AN 215 XNE|E B FEote

5
AuthenticationManager 24 A 2| 2780| E=0l0| O[of Cist @82
CustomSecurityConfigE 0|23 A X2

® CustomSecurityConfigOfl= APIUserDetailsServiceS Fst=E M35t 0|£ O
&9l A AuthenticationManagerg ‘4/d5t11 APILoginFilterg 27
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JWT ¢l

<+ EZ 2SS fITt Security EH
v' AbstractAuthenticationProcessingFilter 88 & ?|8t &2 CustomSecurityConfig O 478

@Configuration
@Log4j2
@RequiredArgsConstructor
@EnableGlobalMethodSecurity(prePostEnabled = true)
@EnableWebSecurity
public class CustomSecurityConfig{

private final APIUserDetailsService apiUserDetailsService;

@Bean
PasswordEncoder passwordEncoder(){
return new BCryptPasswordEncoder();

}

@Bean
public WebSecurityCustomizer webSecurityCustomizer() {
log.info("------------ web configure------------------- ");

return (web) ->
web.ignoring().requestMatchers(PathRequest.toStaticResources().atCommonLocation
sQ);
}
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<+ EZ 2SS fITt Security EH
v' AbstractAuthenticationProcessingFilter 878 ?|¢t &= CustomSecurityConfig 0 278

@Bean
public SecurityFilterChain filterChain(HttpSecurity http) throws Exceptlon {
log.info("------------------- configure--------=-=-------mmmeomm - ");

//AuthenticationManager&’d

AuthenticationManagerBuilder authenticationManagerBuilder =
http.getSharedObject(AuthenticationManagerBuilder.class);

authenticationManagerBuilder.userDetailsService(apiUserDetailsService)
.passwordEncoder(passwordEncoder());

// Get AuthenticationManager

AuthenticationManager authenticationManager =

authenticationManagerBuilder.build();

//BIEA HR
http.authenticationManager(authenticationManager);
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JWT ¢l

<+ EZ 2SS fITt Security EH
v' AbstractAuthenticationProcessingFilter 878 ?|¢t &= CustomSecurityConfig 0 278

//APILoginFilter

//2~2 2 SecurityO| A username 1t passwordE K 2|5t
UsernamePasswordAuthenticationFilter 2| 2Z0|A S&SI=E 47

APILoginFilter apiLoginFilter = new APILoginFilter("/generateToken");

apiLoginFilter.setAuthenticationManager(authenticationManager);

//APILoginFilter?| x| =
http.addFilterBefore(apiLoginFilter, UsernamePasswordAuthenticationFilter.class);

http.csrf().disable();
//MIEE AMESHA| &H&

http.sessionManagement().sessionCreationPolicy(SessionCreationPolicy.STATELESS);
return http.build();

}
}
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<+ EZ 2SS ¢t Security EH
v

o
M3 = |ocalhost/generateTokens T ESHA ZE 7t SZ&SI=X| 20

JAVYA RVE R RVY BRIV R AVIRVE R MV VY " LPTILUTOUTEACRLTL) o LIVUKLITY WEVRYIICIdllayErLiiLCyldLLUlIFLLLET (£/41)

2023-01-19707:59:20.377+9:68 417 === [p-nio-8-exec-1] + Invoking SecurityContextHolderFilter (3/11)
" 2023-61-19707:50:20. 378+09: 00 === [p-nio-86-exec-1] + Invoking HeaderWriterFilter (4/11)
> 2823-01-19787:50:20. 379+09:69 --- [p-nio-86-exec-1] + Invoking LogoutFilter (5/11)

b 2023-61-19707:50:20.380+09: 00 --- [p-nio-86-exec-1] : Did not match request to Or [Ant [pattern='/logout’
. 2023-81-19707:50:20. 380+09: 00 --- [p-nio-86-exec-1] + Invoking APILoginFilter (6/11)
; 2023-81-19767:50:20, 380+09: 60 -~ [p-nio-80-exec-1] » APILoginFilter
2023-81-19767:50:20, 381+89: 60 === [p-nio-80-exec-1] : Not injecting HSTS header since it did not match req
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JWT ¢l

o EZ QSE fIet Security EH
v' APlLoginFilter 2| JSON X 2|

® APILoginFilter= AF&X}2| OFO|C|(mid)2t TH AR/ E(mpw)E O] 8 A JIWT EXIE 2
ddote= 7IsE TS| /oM ALERZE HESH= mid, mpw U= Lot =
A0{Of SH=H| API MH{&= POST &4 22 JSON EAtE S 0|&3t= A0
A"t o|E 2 0|2 APILoginFiIteroﬂ HFHSHOF gt

o JWT EAEE2 ¥7| fIsiM ME &= mid, mpwe JSON 2AEE MEEE2
HttpServletRequestZ X E|<>FE1':':| JSON M2| & €A & += U&= eto|Ee 2| E
L3t 40| 52X

® build.gradle It 20| gson 20| E2{2|2| o|EHZ F=Tt

implementation 'org.springframework.boot:spring-boot-starter-validation'

implementation 'com.google.code.gson:gson:2.9.1'
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JWT @l

e EZ 2SE st Security EE
v

APILoginFilter 2| JSON X 2|
® APlLoginFilter 22iAE JSON EAtE S <Qlgt = U= 7
@Log4j2
public class APILoginFilter extends AbstractAuthenticationProcessingFilter {

.~

public APILoginFilter(String defaultFilterProcessesUrl) {
super(defaultFilterProcessesUrl);

}

//OEHO|HE 10| M Mapl 2 IS0 F&= HAME
private Map<String,String> parseRequest)JSON(HttpServletRequest request) {
//JSON HIO|EHE 248 A mid, mpw ME 2fS Map2 2 X |
try(Reader reader = new InputStreamReader(request.getinputStream())){
Gson gson = new Gson();
return gson.fromJson(reader, Map.class);
}catch(Exception e){
log.error(e.getMessage());

}

return null;
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JWT @l

< EZ 2SS et Security EE
v' APlLoginFilter 2| JSON X 2|
® APlLoginFilter 22§ A& JSON 2AtE S 2 = UEF 73
@Override

public Authentication attemptAuthentication(HttpServletRequest request,
HttpServletResponse response) throws AuthenticationException, |OException {

.~

log.info("APILoginFilter-----------=----------ceemme - ");

if(request.getMethod().equalslgnoreCase("GET")){
log.info("GET METHOD NOT SUPPORT");
return null;

}

Map<String, String> jsonData = parseRequestJSON(request);
log.info("jsonData: "+jsonData);

return null;
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JWT ¢l

o EZ QSE fIet Security EH
v' APlLoginFilter 2| JSON X 2|
® static C|2 E 2|0 apiLogin.htm| Tt S F7tst0 &g

<IDOCTYPE html>
<html lang="en">

<head>
<meta charset="UTF-8">
<title>Title</title>
</head>
<body>

<button id="btn1">generateToken</button>

<script src="https://unpkg.com/axios/dist/axios.min.js" > </script>
<script>
document.getElementByld("btn1").addEventListener("click",()=>
const data = {mid: "apiuser10", mpw: "1111"}
axios.post("http://localhost/generateToken", data);
b

</script>

~

</body>
</html>

1K)



< EZ 2SS et Security EE
v' APlLoginFilter 2| JSON X 2|

® AMSI hitp://files/apiLogin.htm! Off &6t 24 =0l

e [poni0-88-rec-2]

== [o-nio-B0-exec-2] + Jsonlata; {nid=apiuserts, mp'.'.‘:llll}‘

«ex [p-ni0-80-exec-1] + ot injecting KSTS header Since 1t did not mateh reque
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JWT ¢l

<+ EZ 2SS fITt Security EH
v' APlLoginFilter 2| JSON X 2|
® Mapl & X2Z|E mid, mpwE O|&diA 2EOQ1S X2|st= =
UsernamePasswordAuthenticationToken 915 HEE OHE0{ M CF2
L E (UsernamePasswordAuthenticationFilter) 0| Al AF38LE 2 APILo
iAo HMEE =8

@Override
public Authentication attemptAuthentication(HttpServletRequest request,
HttpServletResponse response) throws AuthenticationException, IOException {
log.info("APILoginFilter----------=--=---mmmmmmomm - ");
if(request.getMethod().equalsignoreCase("GET")){
log.info("GET METHOD NOT SUPPORT");
return null;

}
Map<String, String> jsonData = parseRequestJSON(request);

log.info("jsonData: "+jsonData);
UsernamePasswordAuthenticationToken authenticationToken =
new UsernamePasswordAuthenticationToken(jsonData.get("mid"),

jsonData.get("mpw"));

oginFilter

return getAuthenticationManager().authenticate(authenticationToken);
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JWT ¢l

o EZ 258 3t Security ZH
v' APlLoginFilter 2| JSON X 2|
® Mapl2 2 XN2Z[E mid, mpwE O|2siAM 2122 M2|s}
UsernamePasswordAuthenticationToken 215 HEE Ot

T E{ (UsernamePasswordAuthenticationFilter 0| A AIESIES AP
o2 HMEE =3

mln rir
<
> 1

oginFilter

-~ [p-nio-88-exec-2]  Avthenticating request with DaoAuthenticationProvider
Hibernate: select al_8.mid,al0.mpw fron apiuser al_0 where al_0.mids?
 APTUserDetailsService apilser
+ APTUserDTO(mid=apiuser10, npw=$2a81080T204€ /tY2cndUnON

== [p-nio-88-exec-
-+ [p-nio-80-exec-

+ Using default url /
+ Redirecting to /

-+ [p-nio-80-exec-

]
1
«~ [p-nio-80-exec-2] + Authenticated user
1
]

-+ [p-nio-80-exec-
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» 2T 45 7 N
v o5 85 7 N AHEgE g@Eot7| Rl SaiAE dE -
security.handler.APILoginSuccessHandler
@Log4j2
@RequiredArgsConstructor
public class APILoginSuccessHandler implements AuthenticationSuccessHandler {

@Override
public void onAuthenticationSuccess(HttpServletRequest request,
HttpServletResponse response,
Authentication authentication) throws IOException {
log.info("Login Success Handler...................... ");

response.setContentType(MediaType.APPLICATION_JSON_VALUE);
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Mi s
OO T
015 45 = M| U= "HIYot7| et Fei&F HE - CustomSecurityConfig 22~
filterChain O M EZ0] =7}

@Bean

public SecurityFilterChain filterChain(HttpSecurity http) throws Exceptlon {

log.info("------------------- configure---------------ooooo o ");
AuthenticationManagerBuilder authenticationManagerBuilder =

http.getSharedObject(AuthenticationManagerBuilder.class);
authenticationManagerBuilder.userDetailsService(apiUserDetailsService)
.passwordEncoder(passwordEncoder());
AuthenticationManager authenticationManager =
authenticationManagerBuilder.build();
//BEEA 2R
http.authenticationManager(authenticationManager);
//APILoginFilter
//2~Z 2 SecurityOl Al username 1t passwordE K 2|5t=
UsernamePasswordAuthenticationFilter 2| @& 0N SASIEE Y
APILoginFilter apiLoginFilter = new APILoginFilter(’ /generateToken");
apiLoginFilter.setAuthenticationManager(authenticationManager);

APILoginSuccessHandler successHandler = new APlLoginSuccessHandler();
apiLoginFilter.setAuthenticationSuccessHandler(successHandler);
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J

- [p-nio-80- 2] : APIUserDTO(mid=apivser10, mpw=$2a$10
- [p-nio-80- ] : Authenticated user
- [p-nio-80-ex : Login Success Handler.......ovvvvviivnnnnns

- [p-nio-80-ex 2] . Not injecting HSTS header since it did not match reque
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» 235718
v' Cookie 2} Session 7|gt 21F
o =CfO|QE o MHO| HEE HAHM @F Ot TES|AM IS5t B
o =2 OO e| @FO| otL|2tH F7|7t HO{7HX| LS MHOUM F7[E HE)

® javascriptO A ajaxZ S| 0| F7|E ZH = EOtM B =71 =0 AHOA=
HTTP Only 282 Sdlf 2 F0A HTTP 80| Ot javascript 2H0| S0 ™
HEEZ|E BHE Sh=0 HTTP Only = false2 E0{FH QI 0|A javascript 2 &S
Ol X 7| 20 truez2 278
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<+ 25 7|E

v Token 7|8t Q1&

r

EIOQ A M7 S0 F=0 MEZE A Z| S| ot 2 EES

x
i
Or=0f HietSIH S2t0|AE = 0|2 20| Ofo|C|et H|2HD A EES AL HA
XpA10] QIS =l AFEAL 2 22| = 24
2 A QUE Mt
Sajojele y
i A (2 AE0))
= Y e 4N WA
(TOKEN) g i

HTTP GET Todo
Authorization: Bearer {TOKEN)

P EZ2 dM A HB

2701 AEHO|D2 2|AA YHE
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<+ 23 7|d
v’ Token 7|8t Q15
® Basic Token
¢ OfO|C[etH|ZHS S EECR 9 £ Baseodz ARt 2AtE = 2/H TS
Authorization: Basic aGVsbG93b33sZEBnbWFpbC5jb206MTIzNA==
& HTTP Y £t AMH{E olag &l 2XE2 Clags) ofo|C|e HUHsE
dord = ArEX HEI MEE HOIEHHO|A = 21F Mo B2 ES
H WSk = OfO|C|2t H|E M 7F LX|SHH Q=
& 0] 242 OO|C|Qf H|UHSE L ESH=r RYS 2ot
Z0] OfL|7| I Z0f &2t = Ot0|C| o H|LHS S ZHOFLY
ClAC 0 QICHE SLp ClaEs) 2ajol ofo|C| o HZ
[ 20f Basic 2152 HTTP 2 ALY F fsi A +
=AtES C|ZEotH OfO|C|et H| 2D & Ot =
Middle Attack) |20 BEEA] HTTPS 2F AR
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% 015 7|

v Token 7|8t QIF
® Basic Token

¢ O] P4 = ALESIH ALEALE 20X A E =
28017 =

£

=0 2= 2¥0o| 2192

¢ O3 C|HO[A0| M 2010| 7hsot 3% SHAHO| 210RS StAHLt
ClHO|AE 2 202 & & AUe 7|80 A= EEAHO|ME0| A=H|
Basic Token= O|&3dlH O|H 7|55 H&5H7| &&=
ol
=1c -4 L I At
= A 1
- HTTP GET Todo(D/PWDE &4 &t 24) |, Su——
=2j0/0lE |
2 OIZ DB
2791 AEf0|22 2|AA b3 A MH 2 e -
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* 015 7|

v Token 7|8t QIF
® Basic Token

& MEXC AHE EEIL A= XME HA(Identity Management System) 2! 15
ME 2t 215 DBO| 1t 5P7f 22 50| =20 120 102 7HE N 2|5t=
MEZF QAT 7PESHH 108 7He] 278 S =2elste{ ™ 102 H A1E H & 9|
MNE a0 26 l=4 2[20= MH[A7F HX|H 00| A2 MH[AR
L0 215 MO R F5H0F 5t= 20| HF ROHX| 7| 20 A7t Zdet

o=
s 80| /U=

MHIA 1
_— i - 3 21 Mo
- M 1
HTTP GET Todo(ID/PWDZ =
= > = - 5
ER = ShaF S| E') ul
2| °I= DB
27191 MEH0|2 2 2|AA BHE v M 2 e
»
MH|A 2
2 8
= M 1 |-
e
&
A AMH 2 |
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% 015 7|
v Token 7|8t Q1&

® Bearer Token

Ao £XH2 MO UUIDE E22 FA8) EIIH A £22
D RNS W2 YOI SHo E2S A
=27t |

=
¢ OO|C|et HIHHS S DjH HESI S S HEsl{or 2 27t flelz 2ot
SHOM & O &5t M7 EES OS2 8% + A2 D2 ALEXtS)

& O] &A0Me] EEZ O|ETF
oo

HA T
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Token 7|2t 215
® JSON Web Token
& Xt MY (Digital Signature)®l E22 O| &3l AH Y X E sHZ
& X MBE EF T SHLEZE JSON Web Token
& https://tools.ietf.org/html/rfc7519

& JWTE JSON HEHZ El EEOZ {header}.{payload}.{signature}Z T4
= JWT Token

Authorization: Bearer
eyJhbGciOiJIUzUxMiJ9.ey)zdWIiOiJOZXNOZXJAAGVzdC5jb20iLCIpYX
QIOJEI
OTU3MzM2NTcsImV4cCI6MTUSNjUS5NZzYIN30.Nn4dIMOVLZg79sfF
ACTIpCPKqWmpZMZQsbNrXdJJINWkRv50_I7b
PLQPwWhMobT4vBOG6Q33YjhDrKFIBSaUxZOg
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Token 7|8t QI&

® JSON Web Token
¢ JWT= JSON EEfZ & EE2Z {header}{payload}.{signature}2 T
« Cj2d = 2

{ // header
"typ” : IIJWTII’
"alg” : "HS512"

I3

{ // payload
"sub":"40288093784915d201784916a40c0001",

"iss" : "demo app”,
“lat” : 1595733657,
"exp” : 1595733657

b
Nn4dIMOVLZg79sfFACTIpCPKqWmpZMZQsbNrXdJINWKRV50_17bPLQ

PwhMobT4vBOG6Q3]YjhDrKFIBSaUxZOg
// signature
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*

v Token 7|8t QIF

® JSON Web Token

* 74

Header
« typ: Types &0 T2 EZ9| EtY
- alg: EZ2 ME S LAlst= O AFEE SiA| €12[Ee &F

Payload
- iss:IssuerE E¢ LE EZZ YA FH|
« sub: SubjectE =22 2 EZ9| M=
« exp: expirationg £ =2 EF0| Brak[= AlZt
 iatissued at= = Y= EZO0| LAHE R} AlZt

«  Aud: EZ ARt
- nfb: E 2 A7t
jtiz IWT 1.3 A= X}
Signature
- EZS T IssuerZt TAT NBL2E EFO| g HAIY ALE
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% 015 7|
v Token 7|8t QIF

® JSON Web Token

¢ WTEZE dY 1t es
=
= AMH 1
220|AUE o
&
M MH 2
2709l @ AEX BHE HIZOR (5Ci).(HO|ZE) Ay
B MAE (&d}).{HI0|2=}E secret? |2 FXt MY
o — ot X
) (TOKEN) etet (#IC{).{TI0|2S) XS Base642 Q1T & vHat
HTTP GET Todo

ARBXIAIN 22 (EF)S Base64Z C|2Y

— 21} (&cf).{Ho|2E) X

P E (BIC)(HIOIZE}E WA secret?|2 e=9
2701 dejo|az 2|aA B TXt ME — 2t Y

CIZSE E32 0tX|2t 22 Xet &3 TXr MEEt
Z1 YE dl2

X=Y 2 B2 MEO0| LX|3I22 HE 2=

Authorization: Bearer {TOKEN)

b 4
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* 015 7|

*

v Token 7|8t QIF

® JSON Web Token

® JWT E—__—L AHA—I I

i 21
JWT 0| M ™AF M EBO|E (Bl ) (HO]| 25} oF A|ZE 7| 0|83l SiAl
20 =2 = otol At 4
AR 7|2 EXE, B2 22 AL=2 HF ZHESHA| 2 o
OtF AO|Lt &2 ElS

5 2201 Al Al ALl ofolCis b Y eiB & Auo] xize
ofo|C|ot H| LM Sof bl msl BT QASE AFRALY A ALZALY)
NBE 0|24 (BIC). HOo|RE) 2Eg &M st xpAI9] A|3 8l 7|2
@GIC@O|ZE) B2 MAF MHsH = FA MBO| AN L2 e
(8] )T 0| 2 =).(M B} 2 0|0 20| 1 Base64Z Q1AL 3t = i}

|

0|20 +27I 0] EECE 2|AaA H22 QNSIH M= Lt o
EZS Base64Z C|AESID CI|AESHM A2 JSONS (8] E}.{H| O]

A {MH FELE '—f-'T—-T'- MH = 61|':‘|} {HO|2E} & AtMO| 210 Q=
Secret 22 MA AHZS THE 2 gtz PH=E MXA AES HTTP 80| 41
2= (MY} 21 |15l o] EE | FRES dASt A|ZE AIFE 7| &
O|2df 2tE MAt MBIt HTTP 2| (ME) E&£0| LX|5tH EZO|

FZER| HERUCHE 20|

LS AN
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*

v Token 7|8t QIF

® JSON Web Token

= OEL} HO|ZE RS HEAMCIH MEO| EX|SHK| E&

= O] 42 S MHO| EE9] 7230 Hidl =20 & €87t Gl Ol=
oIS MEO| FolE 22 7|X| =Ct= 2|0|0|1 [ O]y QIS AfH 7t
The FOHEOl OfL|2t= 2|0f0|7| & &

» EZS SNV Y AFel 2laa0 2 4+ AV W20 BHEA
HTTPSE Soll S4Ial0F &
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JWT 2=

S JWT MM 1Ot oI5

v build.gradle Tt0f| JWTE ‘d-dst GAY2 JWTE 2ele = U= 20|22 2] of&Y

27

implementation 'javax.xml.bind;jaxb-api:2.3.0'
implementation 'io,jsonwebtoken:jjwt:0.9.1'
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JWT 2=

« JWTdd 1 2F
v applicationym!| It 0 H|E7| &=

com:
kakao:
apiserver:
secret: adam1234567890
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JWT ¢l

& JWT MA T o1=

@Component
@Log4j2
public class JWTULil {

@Value("${com. kakao.apiserver.secret}")
private String key;

public String generateToken(Map<String, Object> valueMap, int days){
log.info("generateKey..." + key);
return null;

public Map<String, Object> validateToken(String token)throws JwtException {
Map<String, Object> claim = null;
return claim;
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« Jwr 48 ot 21F
v H|Z7| 2E 29l — JWTULtilTests java

@SpringBootTest
@Log4j2
public class JWTUtilTests {

@Autowired
private JWTUtiIl jwtUtil;

@Test

public void testGenerate() {
Map<String, Object> claimMap = Map.of("mid","ABCDE");
String jwtStr = jwtUtil.generateToken(claimMap,1);
System.out.printin(jwtStr);

}
}
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2+l — JWTUtilTests. java

: You are asking Spring Security to ignore org.springframework.boot.autoconfigure.security.servlet.StaticResourceRequest$Stat

: Will not secure org.springframework.boot.autoconfigure.security.servlet.StaticResourceRequest$StaticResourceRequestMatcher(i
: Started JWTUtilTests in 9.275 seconds (process running for 10.508)

. generateKey...adaml234567890

: Closing JPA EntityManagerFactory for persistence unit 'default'
: HikariPool-1 - Shutdown initiated...
: HikariPool-1 - Shutdown completed.
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 Jwr 4y 1t eIs
v IWT ddE flet HME =3 - utilJWTUtT =7
public String generateToken(Map<String, Object> valueMap, int days){

log.info("generateKey..." + key);

/ol &=

Map<String, Object> headers = new HashMap<>();
headers.put("typ","JWT");

headers.put("alg","HS256");

//payload & A7

Map<String, Object> payloads = new HashMap<>();
payloads.putAll(valueMap);

/HAE Ao B2 /82 7|7
int time = (1) * days; //HIAE= £ T2 LIS 60%24 (Y)EH?IHE

.|

//10&2 CHRIE &
//int time = (10) * days; //H2A2E £ 2HRIZE LI5S0 60%24 (Y)THeH#HE
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JWT ¢l

% JWT 44 1t 15
v WT 4842 et HIME =3 - utilJWTUtI =73

String jwtStr = Jwts.builder()

.setHeader(headers)
.setClaims(payloads)
setlssuedAt(Date.from(ZonedDateTime.now().tolnstant()))
.setExpiration(Date.from(ZonedDateTime.now().plusMinutes(time).tolnstant()

)
signWith(SignatureAlgorithm.HS256, key.getBytes())
.compact();

return jwtStr;

}
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« JWTdd 1 2F
v HAE:
eyJ0eXAIOIJKV1QILCIhbGciOJIUzITNiJ9.eylleHAIOJE2NzQTNDQxMDIsIm1pZCl61kFCQORFIi
wiaWF0ljoxNjcONTQOMDQyfQ.hZc6a8yhj7vHRV6NsZaCtE23MAru33qF6XQ9LCurT-|

2023-01-24T16:07:22.439+09:00 INFO 95280 --- [ Test worker] com.kakao.apiserver.util.JWTUtil : generateKey...adaml2
eyJ0eXAi0iJKV1QiLCIhbGci0iJIUZIINLJ9. eyJ1eHAL0jE2NzQINDQXMDIsIm1pZCI6IKFCQORFIiwiaWFOIjoxNjcONTQOMDQyfQ.hZzcéa8yhj7vHRV6NSZaCtE2
2023-01-24T716:07:22.515+09:00 INFO 95280 --- [ionShutdownHook] j.LocalContainerEntityManagerFactoryBean : Closing JPA EntityMa

2023-01-24716:07:22.517+09:00 INFO 95280 --- [ionShutdownHook] com.zaxxer.hikari.HikariDataSource : HikariPool-1 - Shutd
2023-01-24T716:07:22.537+09:00 INFO 95280 --- [ionShutdownHook] com.zaxxer.hikari.HikariDataSource : HikariPool-1 - Shutd
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S JWT MM 1Ot oI5
v ZXE 4352 fle HAE =3 - utilJWTUtI =78

public Map<String, Object> validateToken(String token)throws JwtException {
Map<String, Object> claim = null;

claim = Jwts.parser()
.setSigningKey(key.getBytes()) // Set Key
.parseClaims)ws(token) // THd & AZ, Ao Al ofH
.getBody();

return claim;
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JWT ¢l

< JWT M AH)H _l|- O|§
v H2AE ZE|A0AM =2l )WTUtiITests =&

@Test
public void testValidate(){

String jwtStr =
"ey)0eXAiOiJKV1QiLCIhbGciOiJIUzITNiJ9.ey)leHAIOJE2NzQTNDQxMDIsIm1pZCI61kFC
QORFliwiaWFOIjoxNjcONTQOMDQyfQ.hZc6a8yhj7vHRV6NsZaCtE23MAru33qF6XQILC
urT-1";

Map<String, Object> claim = jwtUtil.validateToken(jwtStr);

System.out.printin(claim);
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JWT 2=

v 95 AZHE 108 T2 B ZE - JWTUtilTests =™

//HAE Aol Be G2 7|2
//int time = (1) * days; //HIAE+= ZEHRI 2 LSO 60%24 (Y)EHRHZE

//10& Thel2 =78
int time = (10) * days; //HAE = 2EHRE LIS0| 60%24 (Y)EHHZE
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S JWT MM 1Ot oI5

v H2AE A0 =l JWTULtIITests =7

{exp=1674545441, nid=ABCDE, iat=1674544841}
2023-01-24716:21:11,478+09:00  INFO 94292 --- [1onShutdownHook] 7.LocalContainerEntityManagerFactoryBean : Closing JPA EntityMar

2003-01-24T16:21:11,480+09:00 INFO 96292 --- [1onShutdownHook] com.zaxxer,hikari,HikariDataSource + HikariPool-1 - Shutde
2003-01-24T16:21:11.500+09:00 INFO 96292 --- [1onShutdownHook] com.zaxxer.hikari.HikariDataSource + HikariPool-1 - Shutde
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& JWT MA T o1=
v H2AE ZE|A0AM =2l )WTUtiITests =&

@Test

public void testAll() {
String jwtStr =

jwtUtil.generateToken(Map.of("mid","AAAA","email","aaaa@bbb.com"),1);

System.out.printIn(jwtStr);
Map<String, Object> claim = jwtUtil.validateToken(jwtStr);
System.out.printin("MID: " + claim.get("mid"));
System.out.printin("EMAIL: " + claim.get("email"));
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v H2AE A0 =l JWTULtIITests =7

Tests passed: 1

2023-03-07T14:30:17.622+09:00 INFO 15867 --- [ Test worker] com.adamsoft.jwt.JWTUtilTests . Started JWTUtilTests in
2023-03-07T14:30:17.841+09:00 INFO 15867 --- [ Test worker] com.adamsoft.jwt.util.JWTUtil : generateKey...adaml23456
eyJ0eXAi0iJKV1QiLCIhbGei0iJIUZIINiIJ9.eyJtaWQi0iJBQUFBIiwiZXhwIjoxNjc4MjUzNDE3ILCIpYXQi0jE2NzgxNjcwMTesImVtYWLsIjoiYWFhYUBiYmIuY29tInd
MID: AAAA

EMAIL: aaaa@bbb.com

2023-03-07T14:30:17.923+09:00 INFO 15867 --- [ionShutdownHook] j.LocalContainerEntityManagerFactoryBean : Closing JPA EntityManage
2023-03-07T14:30:17.926+09:00 INF0 15867 --- [ionShutdownHook] com.zaxxer.hikari.HikariDataSource : HikariPool-1 - Shutdown
2023-03-07T14:30:17.958+09:00 INFO 15867 --- [ionShutdownHook] com.zaxxer.hikari.HikariDataSource : HikariPool-1 - Shutdown (¢
BUILD SUCCESSFUL in 7s
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% Access Token 2524
v T8 HiAl

® AtEX}7t /generateToken & POST HAIC 2 HQot HE (mid, mpw)E ™ EstH
APILoginFilter7t S2&t5t10 215 A E|7f =l 2 0= APILoginSuccessHandler 7}
SEfot=H 0 %EH 9| '—H—roﬂﬁ O1Z =l AHE XL Al Access Token / Refresh
Tokena L& F7] fISHA JwTUtIS 0|8

JONEer sToken
(RN, — AuthenticationManager
Hier

riter i

-

APILoginFilter —

|

APiLoginSuccessHandler

Filter
Filter
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< Access Token &
v APILoginSuccessHandler 22| =8 - JWTUtIE Y5t 2ot I E A
@Log4j2
@RequiredArgsConstructor

public class APILoginSuccessHandler implements AuthenticationSuccessHandler {
private final JWTUtil jwtUtil;
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% Access Token 22
v APILoginSuccessHandler 22| =8 - JWTUtIE Y5t 2ot I E A

@Override

public void onAuthenticationSuccess(HttpServletRequest request,
HttpServletResponse response,
Authentication authentication) throws IOException {

log.info("Login Success Handler..................... ");
response.setContentType(MediaType.APPLICATION_JSON_VALUE);

log.info(authentication);
log.info(authentication.getName()); //username

Map<String, Object> claim = Map.of("mid", authentication.getName());
//Access Token 27|71

String accessToken = jwtUtil.generateToken(claim, 1);

//Refresh Token & 7(7t 30

String refreshToken = jwtUtil.generateToken(claim, 10);
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% Access Token &
v APILoginSuccessHandler 22| =78 - JIWTUtIZ TSt EQot ZE AHd
Gson gson = new Gson();
Map <String,String> keyMap = Map.of(
"accessToken", accessToken,
"refreshToken", refreshToken);

String jsonStr = gson.toJson(keyMap);

response.getWriter().printin(jsonStr);
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% Access Token 22
v' CustomSecurityConfig e 8

public class CustomSecurityConfig{
private final APIUserDetailsService apiUserDetailsService;
private final JWTUtil jwtUtil;

@Bean
PasswordEncoder passwordEncoder(){
return new BCryptPasswordEncoder();

}
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% Access Token 22
v CustomSecurityConfig 2ef{A =78

@Bean
public SecurityFilterChain filterChain(HttpSecurity http) throws Exceptlon {
log.info("------------------- configure--------=-=-------mmmeomm - ");

//AuthenticationManagerd’d

AuthenticationManagerBuilder authenticationManagerBuilder =
http.getSharedObject(AuthenticationManagerBuilder.class);

authenticationManagerBuilder.userDetailsService(apiUserDetailsService)
.passwordEncoder(passwordEncoder());

// Get AuthenticationManager

AuthenticationManager authenticationManager =

authenticationManagerBuilder.build();

//BEEA 2R

http.authenticationManager(authenticationManager);

//APILoginFilter

//2EE SecurityO| Al username 1} passwordE X 2|5}=
UsernamePasswordAuthenticationFilter 2| %% 0|A S&SIEE 47

APILoginFilter apiLoginFilter = new APILoginFilter(' /generateToken");

apiLoginFilter.setAuthenticationManager(authenticationManager);
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% Access Token 22
v CustomSecurityConfig 2ef{A =78

APILoginSuccessHandler successHandler = new APILoginSuccessHandler(jwtUtil);
apiLoginFilter.setAuthenticationSuccessHandler(successHandler);

//APILoginFilter®| x| =7
http.addFilterBefore(apiLoginFilter, UsernamePasswordAuthenticationFilter.class);

http.csrf().disable();
//MIEE AMESHA| H&

http.sessionManagement().sessionCreationPolicy(SessionCreationPolicy.STATELESS);
return http.build();

}

@Bean
public WebSecurityCustomizer webSecurityCustomizer() {
log.info("------------ web configure--------------=-==8 o/
return (web) ->
web.ignoring().requestMatchers(PathRequest.toStaticResources().atCommonLocation
sQ);
}
}
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Mstn £2 4

& - @ @ localhost/files/apiLogin.html

generateToken

@O 4 =8B 0@

0 DevTools is now availabla in Korean! EUVEVET e Gl AR LITEREY BUGLDERGL G GIEEL]  Don't show again

b
[ (1] | Elements Console Sources Network Performance  Memory  Application  Security Lighthouse ~ Recorder & Performance insights & Redux Bl £ %
® ® | ¥ Q | OPreservelog [J Disablecache Nothrotting v <5 | + ¥ o
Fiter [ Invert [ Hide data URLs All Fetch/XHR JS CSS Img Media Font Doc WS Wasm Manifest Other [ Has blocked cookies () Blocked Requests () 3rd-party requests
| 10ms 20ms 0ms 20ms s0ms 60 ms Toms s0ms s0ms 100 ms ot
Name X Headers Payload Preview Response Initiator Timing Cookies
[ apiLogin.html v{,.}
axios.min.js accessToken: "eyl@eXAiQiJKVIQiLCINbGCi0IJIUZIINIIG. ey ] leHALD] E2NZgyNTMSN] IsInlpZCI6 InFwaXVzZXIxMCIs InLhdCIGMTY30DE2NZUZMNG. br24YDg LTA-5XD3qDuwdxK0ybEmlvUo3XiD:
installHooki refreshToken: "eyJl0eXAi0iJKV1QiLCIhbGCi0iJIUzZIINLIG,. eyl leHALOJE2NZkwMZEINIsImlp2ZCI6ImFwaXVzZXIxMCIsImlhdCIGMTY30DE2NZUZMNG ., Fm2CICTFT2bAUQrmIdG-gP2KbzGoELrix_J
in ook.js
axios.minjs
[} generateToken
[} generateToken
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security.filter. TokenCheckFilter

@Log4j2
@RequiredArgsConstructor
public class TokenCheckFilter extends OncePerRequestFilter {
private final JWTUtil jwtUtil;
@Override
protected void doFilterInternal(HttpServletRequest request,
HttpServletResponse response,
FilterChain filterChain) throws IOException, ServletException

String path = request.getRequestURI();

if (!path.startsWith("/api/")) {
filterChain.doFilter(request, response);
return;

}
log.info("Token Check Filter.........ccccconvuun.... ");

log.info("JWTULil: " + jwtUtil);

filterChain.doFilter(request, response);
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v' CustomSecurityConfig 220 HA = 7}

private TokenCheckFilter tokenCheckFilter(JWTUtil jwtUtil){
return new TokenCheckFilter(jwtUtil);

}
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< Access Token 245 ZH
v' CustomSecurityConfig 22l 22| filterChain A E =78

@Bean
public SecurityFilterChain filterChain(HttpSecurity http) throws Exceptlon {
log.info("------------------- configure--------=-=-------mmmeomm - ");

//AuthenticationManagerd’d

AuthenticationManagerBuilder authenticationManagerBuilder =
http.getSharedObject(AuthenticationManagerBuilder.class);

authenticationManagerBuilder.userDetailsService(apiUserDetailsService)
.passwordEncoder(passwordEncoder());

// Get AuthenticationManager

AuthenticationManager authenticationManager =

authenticationManagerBuilder.build();

//BEEA 2R

http.authenticationManager(authenticationManager);

//APILoginFilter

//2EE SecurityO| Al username 1} passwordE X 2|5}=
UsernamePasswordAuthenticationFilter 2| %% 0|A S&SIEE 47

APILoginFilter apiLoginFilter = new APILoginFilter(' /generateToken");

apiLoginFilter.setAuthenticationManager(authenticationManager);
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APILoginSuccessHandler successHandler = new APILoginSuccessHandler(jwtUtil);
apiLoginFilter.setAuthenticationSuccessHandler(successHandler);

//APILoginFilter®| x| =7
http.addFilterBefore(apiLoginFilter, UsernamePasswordAuthenticationFilter.class);

http.addFilterBefore(tokenCheckFilter(jwtUtil),
UsernamePasswordAuthenticationFilter.class);

http.csrf().disable();
//MIEE AMESHA| &H&

http.sessionManagement().sessionCreationPolicy(SessionCreationPolicy.STATELESS);
return http.build();
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0
v ZRRE 4% 2 =0l

¢ - C @ localhost/api/samplefadam h & @ L EENORE TN | @ :

["ZEZ A2 O, "ER|AEE Y ﬂ DevTools is now available in Korean! EINEWAUE TN T EEAENRITEREY BT DEGCETERGEGIEERY  Don't show again ®
[x ﬂ Elements Console  Sources  MNetwork  Performance  Memory  Application  Security Lighthouse  » Bl 2 : X
® ©® ¥ Q  [JPreservelog [ Disablecache Nothrotfing ¥ %5 | &+ ¥ o
Filter [ Invert [0 Hide data URLs All Feich/XHR JS CSS Img Media Font Doc WS Wasm Manifest Other

[0 Has blocked cookies [ Blocked Requests [ 3rd-party requests
| 10ms 20 ms 30 ms 40ms 50 ms B0 ms 70 ms 80 ms 90 ms 100 ms 10

: Invoking APILoginFilter (6/12)
: Invoking TokenCheckFilter (7/12)

[p-nio-80-exec-
[p-nio-80-exec-

. JWTUtil: com.kakao.apiserver.util.JWTUtil@3579caff
: Invoking RequestCacheAwareFilter (8/12)

[p-nio-80-exec-
[p-nio-80-exec-

4]
4]
[p-nio-80-exec-4] : Token Check Filter
4]
4]
4]

[p-nio-80-exec- : Invoking SecurityContextHolderAwareRequestFilter (9/12)
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& Access Token 25 ZH
v' TokenCheckFilter L} E2 =&

® TokenCheckFilter 2EilA= /api/2 A|&St=E BE BE2 2E0| ALE LD ALEALE
Sl 4z0) Ctalt 22 4¥o= Ba
@ Access TokenO| Sl= 8% - E20| QiCh= HAIX] MH
€ Access TokenO| Z2E 2N 22 74, 7[EF 08]) - 22 E EZ0|2t=
HA[X] S
& Access TokenO| EX{SHX| 2t @2l =l (expired) 440 2 - EEE AL SIEI=
AKX &

® Access Token?| =1t 4
@ Access Token?2| 42 HTTP Header =0 Authorization2 O|2dfA M

¢ Authorization S|H = type + 1S UL E HEE[=0 type 2f=2 Basic, Bearer,
Digest, HOBA, Mutual = 0| &3t=0| 0|50 OAuthLt JWTE= Bearergh=
EfolS 0|2

& TokenCheckFilterOjAl= E 29| A EE 0|25l A Authorization S|E &
Z=Z=3110 Access TokenS HASIEE g
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v' AccessTokenOf| X7t A= B 2l ALEXA FHo| o2 S dd -
security.AccessTokenException

public class AccessTokenException extends RuntimeException {

TOKEN_ERROR token_error;
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v' AccessTokenOf| X7t A= B 2l ALEXA FHo| o2 S dd -
security.AccessTokenException

public enum TOKEN_ERROR {
UNACCEPT(401,"Token is null or too short"),
BADTYPE(401, "Token type Bearer"),
MALFORM(403, "Malformed Token"),
BADSIGN(403, "BadSignatured Token"),
EXPIRED(403, "Expired Token");
private int status;
private String msg;

TOKEN_ERROR(int status, String msg){
this.status = status;
this.msg = msg;

}

public int getStatus() {
return this.status;

}

public String getMsg() {
return this.msg;

}

}
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v' AccessTokenOf| X7t A= B 2l ALEXA FHo| o2 S dd -
security.AccessTokenException

public AccessTokenException(TOKEN_ERROR error){
super(error.name());
this.token_error = error;

}

public void sendResponseError(HttpServletResponse response){
response.setStatus(token_error.getStatus());
response.setContentType(MediaType.APPLICATION_JSON_VALUE);

Gson gson = new Gson();

String responseStr = gson.toJson(Map.of("msg"”, token_error.getMsg(), "time",
new Date()));

try {
response.getWriter().println(responseStr);
} catch (IOException e) {
throw new RuntimeException(e);
}

}
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@Log4j2
@RequiredArgsConstructor
public class TokenCheckFilter extends OncePerRequestFilter {

private final JWTUtil jwtUtil;
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private Map<String, Object> validateAccessToken(HttpServletRequest request)
throws AccessTokenException {

String headerStr = request.getHeader("Authorization");

if(headerStr == null || headerStr.length() < 8){
throw new

AccessTokenException(AccessTokenException. TOKEN_ERROR.UNACCEPT);
}

//Bearer ‘4 =k
String tokenType = headerStr.substring(0,6);
String tokenStr = headerStr.substring(7);

if(tokenType.equalslgnoreCase("Bearer") == false){
throw new

AccessTokenException(AccessTokenException.TOKEN_ERROR.BADTYPE);
}
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try{
Map<String, Object> values = jwtUtil.validateToken(tokenStr);

return values;
}catch(MalformedJwtException malformedJwtException){
log.error("MalformedJwtException---------------------- ");
throw new
AccessTokenException(AccessTokenException. TOKEN_ERROR.MALFORM);
}catch(SignatureException signatureException){
log.error("SignatureException---------------------- ");
throw new
AccessTokenException(AccessTokenException. TOKEN_ERROR.BADSIGN);
}catch(ExpiredJwtException expiredJwtException){

log.error("ExpiredJwtException---------------------- ");
throw new
AccessTokenException(AccessTokenException.TOKEN_ERROR.EXPIRED);

}
}
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@Override
protected void doFilterInternal(HttpServletRequest request,

HttpServletResponse response,
FilterChain filterChain) throws IOException, ServletException

String path = request.getRequestURI();

if (\path.startsWith("/api/")) {
filterChain.doFilter(request, response);
return;

}

log.info("Token Check Filter...........ccccouuu...... e
log.info("JWTULiIl: " + jwtUtil);
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try {
validateAccessToken(request);
filterChain.doFilter(request, response);
}catch(AccessTokenException accessTokenException){
accessTokenException.sendResponseError(response);

}
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v AlSH _ AuthorizationO| A™E|X| 42 AL

GET ~ http://localhost/apifsample/adam

Params Authorization Headers (6) Body Pre-request Script Tests Settings Cookies
# none form-data x-www-form-urlencoded raw binary GraphQL
r ot h I
Body Cocokies Headers (11) Test Results @ status: 401 Unauthorized Time: 19 ms  Size: 426 B Save Response v
Pretty Raw Preview Visualize JSON v = O Q

"time": "Jan 24, 2023, 5:26:13 PM",
"msg": "Token is null or too short"

B oW R R

254



JWT ¢l

7/

& Access Token A< ZiH
v Alsl _ ZEE Token ME

GET v http://localhost/api/sample/adam

Params Authorization Headers (7) Body Pre-request Script Tests Settings Cookies

Headers <© 6 hidden

KEY VALUE DESCRIPTION 000 Bulk Edit Presets v
Authorization Bearer 1111
Key Value Description
Body Cookies Headers (11) Test Results @ Status: 403 Forbidden Time: 24 ms Size: 412 B Save Response v
Pretty Raw Preview Visualize JSON v = O Q

"time": "Jan 24, 2023, 5:27:49 PM",
"msg": "Malformed Token"

oW R
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v apilogin.htm| LA AT EHE =3[ TokenS =0l = HHA

<script src="https://unpkg.com/axios/dist/axios.min.js" > </script>
<script>
document.getElementByld("btn1").addEventListener("click",()=> {
const data = {mid: "apiuser10", mpw: "1111"}
axios.post("http://localhost/generateToken", data)
then(res => {
console.log(res.data.accessToken)

D

D

</script>
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v dd-EZ JEE SAeh 2 20| Baerer: & F7tot1 =0

GET v http://localhost/api/sample/adam

Params Authorization Headers (7) Body Pre-request Script Tests Settings Cookies

Headers < 6 hidden

KEY VALUE DESCRIPTION oco  Bulk Edit Presets v
Authorization Bearer eyJ0eXAiOiJKV1QILCJhbGciOiJIUzITNiJ9...
Key Value Description
Body Cookies Headers (11) Test Results @® sStatus: 200 OK Time: 57 ms Size: 396 B Save Response v
Pretty Raw Preview Visualize JSON v = O Q
[ |
"YEET",

"ApOIH7H OB,

"mE|ASE|Y "

a bk, w N
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v /refreshTokenO|2t= B 25 O|&dHA ArEAt7F CHA| SIXHC| Access Tokenit Refresh
Tokena & =M 0|F Mot & T+

Client Program API Server

Access Token Refresh Token

\ Generate New

; / Tokens

New Access Token
New Refresh Token
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®)

® Access TokenO| EXst=X| =29l

® Refresh Token?| BtE O & =}0I

® Refresh Token2| Bt= 7|Zt0| X|GICHH CHA| Q152 SollA EE =2 S5 RH0t0}
52 x| Ct
O=2 -=

v Refresh Tokeng 0| &3d}= IO =

® Refresh Token2| Bt= 7|7t0| 29| HOIA2 B Z AccessTokenZt MZE B0 X|=

Ho

® Refresh Token AtM| = Bt= 7|7t0| L0t O HOFA Access Tokenit Refresh Token
D5 MZ BH=0{0F St= 8%
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FUOLN Bl A2t Ot APOIE CFS w2l ZE AME 5 Ay

@Log4j2
@RequiredArgsConstructor
public class RefreshTokenFilter extends OncePerRequestFilter {
private final String refreshPath;
private final JWTUtil jwtUtil;
@Override
protected void doFilterInternal(HttpServletRequest request, HttpServletResponse
response, FilterChain filterChain) throws ServletException, IOException {

String path = request.getRequestURI();

if (!path.equals(refreshPath)) {
log.info("skip refresh token filter....");
filterChain.doFilter(request, response);
return;

}

log.info("Refresh Token Filter...run.............. "%

}
}
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@Bean
public SecurityFilterChain filterChain(HttpSecurity http) throws Exceptlon {
log.info("------------------- configure--------=-=-------mmmeomm - ");

//AuthenticationManagerd’d

AuthenticationManagerBuilder authenticationManagerBuilder =
http.getSharedObject(AuthenticationManagerBuilder.class);

authenticationManagerBuilder.userDetailsService(apiUserDetailsService)
.passwordEncoder(passwordEncoder());

// Get AuthenticationManager

AuthenticationManager authenticationManager =

authenticationManagerBuilder.build();

//BEEA 2R

http.authenticationManager(authenticationManager);

//APILoginFilter

//2EE SecurityO| Al username 1} passwordE X 2|5}=
UsernamePasswordAuthenticationFilter 2| %% 0|A S&SIEE 47

APILoginFilter apiLoginFilter = new APILoginFilter(' /generateToken");

apiLoginFilter.setAuthenticationManager(authenticationManager);
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APILoginSuccessHandler successHandler = new APILoginSuccessHandler(jwtUtil);
apiLoginFilter.setAuthenticationSuccessHandler(successHandler);

//APILoginFilter®| x| =7
http.addFilterBefore(apiLoginFilter, UsernamePasswordAuthenticationFilter.class);

http.addFilterBefore(tokenCheckFilter(jwtUtil),
UsernamePasswordAuthenticationFilter.class);

http.addFilterBefore(new RefreshTokenFilter("/refreshToken", jwtUtil),
TokenCheckFilter.class);

http.csrf().disable();
//MIEE AMESHA| &H&

http.sessionManagement().sessionCreationPolicy(SessionCreationPolicy. STATELESS);
return http.build();
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v’ RefreshTokenFilter 2E &% 20

—

Jtot

&< —-> (C  @® localhost/refreshToken

TUZ5-U1-26117:42: 52.689+UY: U --- |p-nio-3Y-exec-1] : INVOK1Nng WeDASyncManagerlntegrationkilter (Z/13)
2023-01-24T17:42:32.641+09: 06 --- [p-nio-80-exec-1] : Invoking SecurityContextHolderFilter (3/13)
2023-01-24T17:42:32.642+09:00 --- [p-nio-80-exec-1] : Invoking HeaderWriterFilter (4/13)

-1]
-1]

2023-01-24T17:42:32.643 00 === -nio-80-e
2023-01-24T17:42:32.643+09:00 --- [p-nio-8 : Did not match request to Or [Ant [pattern='/logout', GE
2023-01-24T17:42:32.644+09:00 --- [p-nio-80@-exec- 1] : Invoking RefreshTokenFilter (6/13)
2023-01-24T17:42:32.644+09:00 --- [p-nio-80-exec-1] : Refresh Token Filter...run
2023-01-24T17:42:32.645+09:00 --- -nio-80-exec-1]

: Invoking LogoutFilter (5/13)

» Not injecting HSTS header since it did not match reques
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<script src="https://unpkg.com/axios/dist/axios.min.js" > </script>
<script>
document.querySelector(".btn1").addEventListener("click",()=> {
const data = {mid:"apiuser10", mpw:"1111"}
axios.post("http://localhost/generateToken", data).then(res => {
const accessToken = res.data.accessToken
const refreshToken = res.data.refreshToken
localStorage.setltem("accessToken", accessToken)
localStorage.setltem("refreshToken", refreshToken)
})
}, false)
</script>
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v apilogin.htm| TS =7

€ 5 C O locahostffilesfapiLogin.html Bot =680 Qa0

"

generateToken o DevTools is now available in Korean! (IVERFNEGEE N ERYEIRAEAY BB GWEEGLGEEN  Don't show again X

[x ﬂ Elements  Consola  Sources  Network  Performance  Memory  Application ~ Security  Lighthouse Bl f : X

Application C Fiter 0 X

| Manifest Key Value

1) Service Workers sblsidebar-toggle false

£ Storage accessToken ayJ0aXAIOKVIQILCINbGCIONIUZINIJ3. eyJleHAIE2NZQ. .

refreshToken eyJ0eXAIOUKVIQILCJhbGeiOIIUZI TNIJS.eyJleHAIOJE2NZQN....
Storage
v 22 Local Storage
£2 http/localhost/

» 22 Session Storage

£ IndexedDB
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<IDOCTYPE html>
<html lang="en">

<head>
<meta charset="UTF-8">
<title>Title</title>
</head>
<body>

<h1>ACCESS TOKEN</h1>

<h3 class="accessOld"></h3>
<h3 class="accessResult"></h3>
<hr/>

<h1>REFRESH TOKEN</h1>
<h3 class="refreshOld"></h3>
<h3 class="refreshResult"></h3>

<button class="btn1">Refresh</button>
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<script src="https://unpkg.com/axios/dist/axios.min.js" > </script>
<script>
const oldAccessToken = localStorage.getltem("accessToken")
const oldRefreshToken = localStorage.getltem("refreshToken")
document.querySelector(".accessOld").innerHTML = oldAccessToken
document.querySelector(".refreshOld").innerHTML = oldRefreshToken
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document.querySelector(".btn1").addEventListener("click”, () => {
axios.post(‘http://localhost/refreshToken’,
{accessToken: oldAccessToken, refreshToken: oldRefreshToken})
then(res => {
console.log(res.data)
const newAccessToken = res.data.accessToken
const newRefreshToken = res.data.refreshToken
document.querySelector(".accessResult").innerHTML =

oldAccessToken == newAccessToken?newAccessToken:'OLD'
document.querySelector(".refreshResult").innerHTML =
oldRefreshToken == newRefreshToken?newRefreshToken:'OLD'

)

.catch(error => {
console.error(error)

}

)
},false)

</script>
</body>
</html>

268



JWT ¢l

% Refresh Token 4% ZH
v’ RefreshTokenfFilter Lif & &4
® TI&5E JSON HIO[E 0| A accessTokenit refreshTokens
® accessToken= AAMSHA EE0| AL Z2XE EE0Q B |2 HIAIX] ©E

® refreshTokens AASHA EZ0| QAL ZXE EE B2 UaE EZQ 32 o
HAIX] &

® MZEE accessToken 2A
e Uz 7|3t0| Ot HX| A2 A2 MEL refreshToken M

® accessToken 1} refreshToken &

==
< 0f
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public class RefreshTokenException extends RuntimeException{
private ErrorCase errorCase;

public enum ErrorCase {
NO_ACCESS, NO_REFRESH, OLD_REFRESH

}

public RefreshTokenException(ErrorCase errorCase){
super(errorCase.name());
this.errorCase = errorCase;
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public void sendResponseError(HttpServletResponse response){

response.setStatus(HttpStatus. UNAUTHORIZED.value());
response.setContentType(MediaType.APPLICATION_JSON_VALUE);

Gson gson = new Gson();

String responseStr = gson.toJson(Map.of("msg", errorCase.name(), "time", new
Date()));

try {
response.getWriter().println(responseStr);

} catch (IOException e) {
throw new RuntimeException(e);

}
}
}
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@Log4j2
@RequiredArgsConstructor
public class RefreshTokenFilter extends OncePerRequestFilter {

private final String refreshPath;

private final JWTUtil jwtUtil;

private Map<String,String> parseRequest)SON(HttpServletRequest request) {

//JSON HIO|EHE 2A8|M mid, mpw M 242 Map2 £ K|
try(Reader reader = new InputStreamReader(request.getinputStream())){
Gson gson = new Gson();
return gson.fromJson(reader, Map.class);
}catch(Exception e){
log.error(e.getMessage());

}

return null;
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@Override
protected void doFilterInternal(HttpServletRequest request, HttpServletResponse
response, FilterChain filterChain) throws ServletException, IOException {

String path = request.getRequestURI();

if (!path.equals(refreshPath)) {
log.info("skip refresh token filter....");
filterChain.doFilter(request, response);
return;

}

log.info("Refresh Token Filter...run.............. 1);

/1S =l JSONO|A] accessTokenlt refreshTokens &0 2LCt,
Map<String, String> tokens = parseRequest)SON(request);

String accessToken = tokens.get("accessToken");
String refreshToken = tokens.get("refreshToken");

log.info("accessToken: " + accessToken);
log.info("refreshToken: " + refreshToken);
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«~ - < @ localhost/files/refreshTest.html

ACCESS TOKEN

eyJOeXAiIiOIJKVIQILCIJhbGCciOiJIUzITNiIiJ9. eyJleHAIOJE2NzQ1M

undefined

REFRESH TOKEN

eyJOeXAIOIJKVIQILCIJhbGciOiJlUzIINiJ9.eyJleHAIOJE2NzQ1M

undefined

 accessToken: eyJ0eXA101JKVQ1LCInb6e101dTUZIANLI9. eyJ1eAL0IEINZQINTASNZQSIndpZCIOInFwaXVZZXIXNCTSINthACTONTYSNDULHDESNHO. Vyxin

: refreshToken: eyJ0eXAL01JKV1QLLCINbGe102dIUZIINLIY. ey TeHALOIEZNZQINTYxNzZQsInlpZCToInFwaXVzZXIXNCISInhdCIONTYSNDULNDESNHO. UE S
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private void checkAccessToken(String accessToken)throws RefreshTokenException {

try{
jwtUtil.validateToken(accessToken);

}catch (ExpiredJwtException expiredJwtException){
log.info("Access Token has expired");
}catch(Exception exception){
throw new
RefreshTokenException(RefreshTokenException.ErrorCase.NO_ACCESS);

}
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private Map<String, Object> checkRefreshToken(String refreshToken)throws
RefreshTokenException{
try {
Map<String, Object> values = jwtUtil.validateToken(refreshToken);
return values;
}catch(ExpiredJwtException expiredJwtException){
throw new
RefreshTokenException(RefreshTokenException.ErrorCase.OLD_REFRESH);
}catch(MalformedJwtException malformedJwtException){
throw new
RefreshTokenException(RefreshTokenException.ErrorCase.NO_REFRESH);
}catch(Exception exception){
new RefreshTokenException(RefreshTokenException.ErrorCase.NO_REFRESH);
}

return null;

276



JWT ¢l

< Refresh Token 24Z ZH
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20l
@Override
protected void doFilterInternal(HttpServletRequest request, HttpServletResponse

response, FilterChain filterChain) throws ServletException, IOException {
String path = request.getRequestURI();

if (!path.equals(refreshPath)) {
log.info("skip refresh token filter....");
filterChain.doFilter(request, response);
return;

}

log.info("Refresh Token Filter...run.............. 1);
//HEEl JSONO|M accessTokendt refreshTokenS & O{-2LCF.
Map<String, String> tokens = parseRequest)SON(request);

String accessToken = tokens.get("accessToken");
String refreshToken = tokens.get("refreshToken");

log.info("accessToken: " + accessToken);
log.info("refreshToken: " + refreshToken);
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v RefreshTokenFllter 222 2| doFilterinternal A E =7 — AccessToken 1} RefreshToken
=19)]

try{
checkAccessToken(accessToken);
}catch(RefreshTokenException refreshTokenException){
refreshTokenException.sendResponseError(response);
return;

}

Map<String, Object> refreshClaims = null;

try {

refreshClaims = checkRefreshToken(refreshToken);
log.info(refreshClaims);

}catch(RefreshTokenException refreshTokenException){

refreshTokenException.sendResponseError(response);
return;
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v RefreshTokenFllter 2240 EE22 &Sl HAE F7}

private void sendTokens(String accessTokenValue, String refreshTokenValue,
HttpServletResponse response) {
response.setContentType(MediaType.APPLICATION_JSON_VALUE);

Gson gson = new Gson();

String jsonStr = gson.toJson(Map.of("accessToken", accessTokenValue,
"refreshToken", refreshTokenValue));

try {
response.getWriter().printin(jsonStr);

} catch (IOException e) {
throw new RuntimeException(e);

}
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@Override
protected void doFilterInternal(HttpServietRequest request, HttpServletResponse
response, FilterChain filterChain) throws ServletException, IOException {
String path = request.getRequestURI();

if (!path.equals(refreshPath)) {
log.info("skip refresh token filter....");
filterChain.doFilter(request, response);
return;

}

Iog info("Refresh Token Filter...run.............. 1);

//T1& =l JSONO|A] accessTokendt refreshTokens &0 2L},
Map<String, String> tokens = parseRequest)SON(request);

String accessToken = tokens.get("accessToken");
String refreshToken = tokens.get("refreshToken");

log.info("accessToken: " + accessToken);
log.info("refreshToken: " + refreshToken);
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v' RefreshTokenFllter 22| A 9| doFilterInternal M E £=H

try{
checkAccessToken(accessToken);

}catch(RefreshTokenException refreshTokenException){

refreshTokenException.sendResponseError(response);

return;

}

Map<String, Object> refreshClaims = null;

try {

refreshClaims = checkRefreshToken(refreshToken);
log.info(refreshClaims);

}catch(RefreshTokenException refreshTokenException){

refreshTokenException.sendResponseError(response);

return;
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v RefreshTokenFllter 222 2| doFilterinternal HIME =&

//Refresh Token2| w2 A|ZH0] E0r HA| H2 8%
Integer exp = (Integer)refreshClaims.get("exp");

Date expTime = new Date(Instant.ofEpochMilli(exp).toEpochMilli() * 1000);

Date current = new Date(System.currentTimeMillis());

/IR AlZEaE AT A|ZEO| 2k AL
//BHY 3 O]2HQl HL0f = Refresh Token= CHA| 4
long gapTime = (expTime.getTime() - current.getTime());

log.info("-------=--------mmmmr - ");
log.info("current: " + current);
log.info("expTime: " + expTime);

log.info("gap: " + gapTime );

String mid = (String)refreshClaims.get("mid");

//OIMERNR] @H 2 XA AccessToken2 MZE M-
String accessTokenValue = jwtUtil.generateToken(Map.of("mid", mid), 1);
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String refreshTokenValue = tokens.get("refreshToken");

//RefrshTokenO| 3= QtLFQICHH
if(gapTime < (1000 * 60 * 3 ) ){

//if(gapTime < (1000 * 60 * 60 * 24 * 3 )

log.info("new Refresh Token required... ");

refreshTokenValue = jwtUtil.generateToken(Map.of("mid", mid), 30);
}

log.info("Refresh Token result.................... ");
log.info("accessToken: " + accessTokenValue);
log.info("refreshToken: " + refreshTokenValue);

sendTokens(accessTokenValue, refreshTokenValue, response);
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<« E2X oA JWT =2l
v B2t XM samplehtm! LY S S ESIH 0fj 2 L

€ 5 C O locahostfiles/sample.html Eox 2682 Qa0 @ :
ODevToo\sisnowavailab\ein (0[N Always maich Chrome's language | Switch DevTools to Korean JVVEWTEVEI X

Sample Chent Rﬂ Elements  Console  Sources  Network  Performance  Memory  Application ~ Securty o1 B1 ¢ X
MO tpY @ Fiter Defautlovels ¥ | tlssue: B1 | Y
© »GET http://localhost/api/sanple/adan 401 xir. js: 247 @

sample, htnl:19
’D {message: 'Request failed with status code 401", nane: 'AxiosError', code: 'ERR_BAD_REQUEST', config: {.}, request: XMLHttpReques

)
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(0] IPE2 AFEAHZE EOISHA| 0 AtS2 2 X 2| k[0f0f 17| Z0 slient
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® sendWT.htm| ItY2 M5t 2Ol - Local Storage0fl 22 El Access Token2
O| 85t & ot EZ0| QiCtH ZUHEE 0|8 &

<IDOCTYPE html>
<html lang="en">

<head>
<meta charset="UTF-8">
<title>Title</title>
</head>
<body>

<div class="result">
</div>

<button class="btn1">CALL SERVER</button>
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® sendJWT.html 1L
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<script src="https://unpkg.com/axios/dist/axios.min.js"> </script>
<script>

const callServer = async() => {
console.log("call server 1...")

const accessToken = localStorage.getltem("accessToken")

if(laccessToken) {
throw 'Cannot Find Access Token'

}
}

const resultDiv = document.querySelector(".result")
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document.querySelector(".btn1").addEventListener("click”, () => {

callServer().then(result => {
console.log(result)

}).catch(error => {
alert(error)

})
},false)

</script>

</body>
</html>
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® send)WT.html Il AT EE =7 — Local Storage0fl 2= Access TokenO|
ZI5tH HIO|HE =&5tt EZ0| SICtH Z0E S O|88iM =8

<script>
const callServer = async() => {
console.log("call server 1...")

const accessToken = localStorage.getltem("accessToken")

if(laccessToken) {
throw 'Cannot Find Access Token'

}

const authHeader = {"Authorization": ‘Bearer ${accessToken}’}
const res = await axios.get("http://localhost/api/sample/adam" ,{headers:

authHeader})
return res.data

294



JWT 2=

& BHEI2XOA JWT 22l
v Access Token2 0|83t ®Z2

® sendJWT.html It Q| A3 E

E 73 - Local Storageoﬂ H 2=l Access TokenO|
ZXi5tH HIO|HE =2E5t EZ0| §

oICtH ZATMAS 0|2|A =&

const resultDiv = document.querySelector(".result")
document.querySelector(".btn1").addEventListener("click”, () => {

callServer().then(result => {
console.log(result)

}.catch(error => {
alert(error)

})
},false)

</script>

295



| =
o

| -

& HEtR XA JWT =0l
v Access Token2 0|83t ®Z2

® send)WT.html Il AT EE =7 — Local Storage0fl 2= Access TokenO|
ZI5tH HIO|HE =&5tt EZ0| SICtH Z0E S O|88iM =8
€ 5 C O locahostffilessendJWT.himl Bor =€ 80 “Q»0@Q:

CALL SERVER 0 DevToals is now available in Korean! [EUERuEEY et S ELRTER ) BRI ENCIEIREGWEN] Don't show again X
% O] | FEements Console Sowces MNetwork Perormance Memory Applcaon Secury  Lighttouse » B1 | i X

B ® top¥ @ Fiter Default levels ¥ || 1lssue: B1 ¢

sendJwT.html:18
sendJwT. html:37

call server 1,..
F(3) ['ZHEF, 'AOMI: OfF, 'ZIAEHE)
0 "FEEt
1o "MoEE: ofg"
2: "DeAEHY"
length: 3
» [[Prototypel]: Array(@)
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<script>

const callServer = async() => {
console.log("call server 1...")

const accessToken = localStorage.getltem("accessToken")

if(laccessToken) {
throw 'Cannot Find Access Token'
}
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const authHeader = {"Authorization": 'Bearer ${accessToken}}
try {

const res = await axios.get("http://localhost/api/sample/adam”,
{headers: authHeader})

return res.data

}catch(err) {
if(err.response.data.msg ===

=== "Expired Token'){
console.log("Refresh Your Token")

try{
await callRefresh()

console.log("new tokens....saved..")
return callServer()

}catch(refreshErr){
throw refreshErr.response.data.msg
}

}//end if
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const callRefresh = async () => {

const accessToken = localStorage.getltem("accessToken")
const refreshToken = localStorage.getltem("refreshToken")

const tokens = {accessToken, refreshToken}

const res = await axios.post("http://localhost/refreshToken", tokens)
localStorage.setltem("accessToken", res.data.accessToken)
localStorage.setltem("refreshToken", res.data.refreshToken)
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const resultDiv = document.querySelector(".result")

document.querySelector(".btn1").addEventListener("click”, () => {

callServer().then(result => {
console.log(result)

}.catch(error => {
alert(error)

})

},false)

</script>
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% CORS
v HEO| WebServer 135S IS A Docker®l A Nginx Z4H|O[LH &
docker run --name webserver -d -p 8001:80 nginx

0%
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% CORS

CORS A X

v HEtRX0AM 5 =2l - localhost:8001

® localhost:8001

Welcome to nginx!

If you see this page, the nginx web server is successfully installed and
working. Further configuration is required.

For online documentation and support please refer to nginx.org.
Commercial support is available at nginx.com.

Thank you for using nginx.

]
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% CORS

v' apiLogin.html I} &E nginx O = A} docker cp apiLogin.html
webserver:/usr/share/nginx/html/apiLogin.html
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s CORS
v HEtRX M & =2l - localhost:8001/apiLogin.html

& > C @ localhost:8001/apiLogin.html T G

¢ T a»0Q:
generateToken QDevTooIs is now available in Korean! \UEVERNEGIEGT)CEAENGIEGEY BN 0 GVERGEGIEER] Don't show again X
[x ﬂ Elements  Console  Sources  Network  Performance  Memory  Application  » 03 B1 & ! X

Styles Computed Layout EventListeners >
--<html lang="en"> == $0

¥ <head> i </head> Filter thov .cls + @ [4]
¥ <body> - </body> element.style {

</html> }

it ntml[Attributes Stylel {

i Console X

0] top¥ @  Filter Default levels ¥ | 2lssues: @1 B1 | 2

@ Access to XMLHttpRequest at 'http://localhost/generateToken' from origin 'http://localhost:8001' has been apiLogin.html:l
blocked by CORS policy: Response to preflight request doesn't pass access control check: No 'Access-Control-Allow-Origin'
header is present on the requested resource.

@ »POST http://localhost/generateToken net::ERR_FAILED

© »Uncaught (in promise)
»q {message: 'Network Error', name: 'AxiosError', code: 'ERR_NETWORK', config: {.}, request: XMLHttpRequest, ..}

xhr.js:247 @
xhr,js:154

304



CORS A X

s CORS
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@Bean
public CorsConfigurationSource corsConfigurationSource() {
CorsConfiguration configuration = new CorsConfiguration();
configuration.setAllowedOriginPatterns(Arrays.asList("*"));
configuration.setAllowedMethods(Arrays.asList("HEAD", "GET", "POST", "PUT",
"DELETE"));
configuration.setAllowedHeaders(Arrays.asList("Authorization”, "Cache-Control",
"Content-Type"));
configuration.setAllowCredentials(true);
UrlBasedCorsConfigurationSource source = new
UrlBasedCorsConfigurationSource();
source.registerCorsConfiguration("/**", configuration);
return source;
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% CORS
v APIServer ZE2M E 9| CustomSecurityConfig 222 2| filterChain HIMEZ =7
@Bean
public SecurityFilterChain filterChain(HttpSecurity http) throws Exceptlon {
log.info("-----------------—- CONfiQUI@-=--mmmmmmm oo ");

//AuthenticationManager&’d

AuthenticationManagerBuilder authenticationManagerBuilder =
http.getSharedObject(AuthenticationManagerBuilder.class);

authenticationManagerBuilder.userDetailsService(apiUserDetailsService)
.passwordEncoder(passwordEncoder());

// Get AuthenticationManager

AuthenticationManager authenticationManager =

authenticationManagerBuilder.build();

I:I|-I:A| J.LI_Q_
http.authentlcationManager(authenticationManager);

//APILoginFilter

//2EE SecurityO| Al username 1} passwordE X 2|5}=
UsernamePasswordAuthenticationFilter 2| %% 0|A S&SIEE 47

APILoginFilter apiLoginFilter = new APILoginFilter(' /generateToken");

apiLoginFilter.setAuthenticationManager(authenticationManager);
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s CORS
v' APIServer Z2 M E 9| CustomSecurityConfig 2212 9] filterChain HIMEE £+

APILoginSuccessHandler successHandler = new APILoginSuccessHandler(jwtUtil);
apiLoginFilter.setAuthenticationSuccessHandler(successHandler);
//APILoginFilter®| X =7

http.addFilterBefore(apiLoginFilter, UsernamePasswordAuthenticationFilter.class);

http.addFilterBefore(tokenCheckFilter(jwtUtil),
UsernamePasswordAuthenticationFilter.class);

http.addFilterBefore(new RefreshTokenFilter("/refreshToken", jwtUtil),
TokenCheckFilter.class);

http.csrf().disable();
/M-S AFESHA| B3

(ko]

http.sessionManagement().sessionCreationPolicy(SessionCreationPolicy. STATELESS);

http.cors(httpSecurityCorsConfigurer -> {
httpSecurityCorsConfigurer.configurationSource(corsConfigurationSource());

D
return http.build();

}
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¢ —- C @ localhost:8001/apiLogin.html B h % =

o “u 0@ :
generateToken o DevTools is now available in Korean! LUVEVER)EIGCGRe GG EERELGITEREY BV GLEERGLIERGEGICELE Don't show again X

& @ Elements Console Sources Network  Performance  Memory  Application  Security » B1 o TEEEE 4
C Filter (O]
Key Value

accessToken eyJ0eXAiOIJKV1QILCIhbGeiOiJIUzITNiJ9.eyJleHAIOJE2. ..
refreshToken eyJ0eXAOiJKV1QILCJhbGeiOiJIUzI1NiJ9.eyJleHAIOJEZ. ..

Storage

Local Storage
http://localhost:8001/
Session Storage
IndexedDB

Web SQL

Cookies

Trust Tokens
Interest Groups
Shared Storage

Cache
Cache Storage Select a value to preview

Back/forward cache

[((N(({]

Background Services
1y Background Fetch

i Console X

[ ® top¥y @ Filter Default levels ¥ | 1 lIssue: B 1 o
>
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ToDo API Server

< Model AZ
v build.gradle Of querydsl AHE2 2Iot 2|EH HF
/) == AE- H2E 3004 ==
implementation 'com.querydsl:querydsl|-jpa:5.0.0;jakarta’
annotationProcessor "com.querydsl:querydsl|-

apt:${dependencyManagement.importedProperties['querydsl.version']};jakarta"
annotationProcessor "jakarta.annotation:;jakarta.annotation-api"
annotationProcessor "jakarta.persistence:jakarta.persistence-api”
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ToDo API Server

< Model A&
v' Todo Entity — domain.Todo

@Entity

@Builder

@NoArgsConstructor
@AllArgsConstructor

@Getter

@ToString

@Table(name = "tbl_todo_api")
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ToDo API Server

< Model A&
v' Todo Entity — domain.Todo
public class Todo {

}

@Id

@GeneratedValue(strategy = GenerationType.IDENTITY)
private Long tno;

private String title;

private LocalDate dueDate;

private String writer;

private boolean complete;

public void changeComplete(boolean complete){
this.complete = complete;

}

public void changeDueDate(LocalDate dueDate){
this.dueDate = dueDate;

}

public void changeTitle(String title){
this.title = title;

}
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ToDo API Server

< Model A&
v" Todo Entity CRUD & &S <2t Repository IE{IH| O] A 4 — persistence.TodoRepository

public interface TodoRepository extends JpaRepository<Todo, Long> {
}
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% Model AZ

v Repository HAE — TodoRepositoryTests

@SpringBootTest
@Log4j2
public class TodoRepositoryTests {
@Autowired
private TodoRepository todoRepository;
@Test
public void testinsert() {
IntStream.rangeClosed(1,100).forEach(i -> {
Todo todo = Todo.builder()
title("Todo..."+i)
.dueDate(LocalDate.of(2022, (i%12)+1, (i%30)+1 ))
writer("user"+(i % 10))

.complete(false)
Jbuild();

todoRepository.save(todo);

D
}
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% Service AZ
v DTO 224 - dto.TodoDTO

@Data

@Builder
@AIllArgsConstructor
@NoArgsConstructor
public class TodoDTO {

private Long tno;
private String title;

@JsonFormat(shape = JsonFormat.Shape.STRING, pattern = "yyyy-MM-dd",
timezone = "Asia/Seoul")
private LocalDate dueDate;

private String writer;
private boolean complete;
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& Service AlE
v Service 2IE{I{| 0| A — service.TodoService

public interface TodoService {
Long register(TodoDTO todoDTO);

}
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% Service AlE
v Service 222 - service.TodoServicelmpl

@Service

@RequiredArgsConstructor

@Log4j2

public class TodoServicelmpl implements TodoService{

private final TodoRepository todoRepository;
private final ModelMapper modelMapper;

@Override

public Long register(TodoDTO todoDTO) {
Todo todo = modelMapper.map(todoDTO, Todo.class);
Long tno = todoRepository.save(todo).getTno();
return tno;
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% Controller AZ
v' Controller 222 - controller.TodoController

@RestController
@RequestMapping("/api/todo”)
@Log4j2
@RequiredArgsConstructor
public class TodoController {

private final TodoService todoService;

@PostMapping(value = "/", consumes = MediaType. APPLICATION_JSON_VALUE)
public Map<String, Long> register(@RequestBody TodoDTO todoDTO){
log.info(todoDTO);
Long tno = todoService.register(todoDTO);
return Map.of("tno", tno);

}
}
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v Access Token A4

& 5 C @ localhostffiles/apiLogin.html & 0O v = & &3 TR » 0 @ :
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Storage
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Local Storage
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» == Session Storage
£ IndexedDB
£ Web SQL
> @ Cookies

£ Trust Tokens

Select a value to preview
£ Interest Groups

» £ Shared Storage

Cache

= (Cache Storane.

¢ Console X
10} top ¥ @ | Filter

Defaultlevels ¥ | 1lssue: B1 = £
>

319



ToDo API Server

< OO 4% HAE

v OOl &g

POST v  http://localhost/api/todo/

Params Authorization Headers (9) Body e Pre-request Script Tests Settings Cookies

Headers <@ 8 hidden

KEY VALUE DESCRIPTIO occ  BulkEdit Presets v
Authorization Bearer:eyJ0eXAiQiJKVIQILCJhbGciOiJlUzl...
Key Value Description
POST v http://localhost/api/todo/
Params Authorization Headers (9) Body e Pre-request Script Tests Settings Cookies
none form-data x-www-form-urlencoded @ raw binary GraphQL JSON Beautify
d

“complete":false,
"dueDate":"2022-12-25",
"title":"32[A0IA ME AT,

"writexr":"apiusexrl"”

o R WM P
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TodoDTO read(Long tno);
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TodoServicelmpl 22§20 =2| HME 7+
@Override
public TodoDTO read(Long tno) {
Optional<Todo> result = todoRepository.findByld(tno);
Todo todo = result.orElseThrow();
return modelMapper.map(todo, TodoDTO.class);
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@GetMapping("/{tno}")

public TodoDTO read(@PathVariable("tno") Long tno){
log.info("read tno: " + tno);
return todoService.read(tno);
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http://localhost/api/todo/201 &) save v 7 =
GET v http://localhost/api/todo/201

Params Authorization Headers (9) Body e Pre-request Script Tests Settings Cookies

Headers < 8 hidden

KEY VALUE DESCRIPTIO oee Bulk Edit  Presets v
55 Authorization Bearer:eyJ0eXAiOiJKV1QILCJhbGciOiJlUzI... 0]
Key Value Description
Body Cookies Headers (14) Test Results @ 200 OK 357ms 534B Save Response v
Pretty Raw Preview Visualize JSON v = O Q
1 |
2 "tno": 201,
3 "title": "32[AOrA ME A",
4 "dueDate": "2022-12-25",
5 "writer": "apiuserl",
6 "complete": false
7 |
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@Builder
@Data
@AllArgsConstructor
@NoArgsConstructor

public class PageRequestDTO {
@Builder.Default
private int page = 1;
@Builder.Default
private int size = 10;
private String type; // AM2| Z 2 tc, w, tctw, twe
private String keyword;

//F7HE &S
private LocalDate from;
private LocalDate to;

private Boolean completed;
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Z 27|
H7| 282 93t DTO S22 Md - dto.PageRequestDTO

public String[] getTypes(){

if(type == null || type.isEmpty()){
return null;
}

return type.split("");
}

public Pageable getPageable(String...props) {
return PageRequest.of(this.page -1, this.size, Sort.by(props).descending());

}
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Z 27|
H7| 282 93t DTO S22 Md - dto.PageRequestDTO

private String link;
public String getLink() {
if(link == null){
StringBuilder builder = new StringBuilder();
builder.append("page=" + this.page);
builder.append("&size=" + this.size);
if(type '= null && type.length() > 0){
builder.append("&type=" + type);
}

if(keyword != null){
try {
builder.append("&keyword=" + URLEncoder.encode(keyword,"UTF-8"));
} catch (UnsupportedEncodingException e) {
}

}
link = builder.toString();
}

return link;

}
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x3| 9t 2
v EE H7| 8HE 2%t DTO 222 M - dto.PageResponseDTO
@Getter
@ToString

public class PageResponseDTO<E> {

private int page;
private int size;
private int total;

/A A HOIX| M=
private int start;
//E HOX| ¢z
private int end;

//0172 HO|X|2] EX O &
private boolean prey;
//EtS HOIX[e] X O F
private boolean next;

private List<E> dtolList;
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=5 E7| 82 /e DTO a2 ‘44 - dto.PageResponseDTO

@Builder(builderMethodName = "withAll")
public PageResponseDTO(PageRequestDTO pageRequestDTO, List<E> dtolList, int
total){
if(total <= 0){
return;
}
this.page = pageRequestDTO.getPage();
this.size = pageRequestDTO.getSize();
this.total = total;
this.dtoList = dtolList;
this.end = (int)(Math.ceil(this.page / 10.0 )) * 10;
this.start = this.end - 9;
int last = (int)(Math.ceil((total/(double)size)));
this.end = end > last ? last: end;
this.prev = this.start > 1;
this.next = total > this.end * this.size;
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persistence.search.TodoSearch

public interface TodoSearch {
Page<TodoDTO> list(PageRequestDTO pageRequestDTO);

}
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v QuerydslS 0| &8¢t AM =4 M2|E ?leh el 44 -

persistence.search.TodoSearchimpl

@Log4j2
public class TodoSearchimpl extends QuerydsIRepositorySupport implements
TodoSearch {

public TodoSearchimpl() {

super(Todo.class);

}
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Querydsl= 0| 8¢t M =4 M| & ?let SadiL 49 -
persistence.search.TodoSearchimpl

@Override
public Page<TodoDTO> list(PageRequestDTO pageRequestDTO) {

QTodo todo = QTodo.todo;
JPQLQuery<Todo> query = from(todo);
if(pageRequestDTO.getFrom() != null && pageRequestDTO.getTo() = null){

BooleanBuilder fromToBuilder = new BooleanBuilder();
fromToBuilder.and(todo.dueDate.goe(pageRequestDTO.getFrom()));
fromToBuilder.and(todo.dueDate.loe(pageRequestDTO.getTo()));
query.where(fromToBuilder);

}

if(pageRequestDTO.getCompleted() != null){
query.where(todo.complete.eq(pageRequestDTO.getCompleted()));

}
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Querydsl= 0| 8¢t M =4 M| & ?let SadiL 49 -
persistence.search.TodoSearchimpl

if(pageRequestDTO.getKeyword() !'= null){
query.where(todo.title.contains(pageRequestDTO.getKeyword()));
}
this.getQuerydsl().applyPagination(pageRequestDTO.getPageable("tno"), query);
JPQLQuery<TodoDTO> dtoQuery = query.select(Projections.bean(TodoDTO.class,
todo.tno,
todo.title,
todo.dueDate,
todo.complete,
todo.writer
);
List<TodoDTO> list = dtoQuery.fetch();
long count = dtoQuery.fetchCount();
return new Pagelmpl<>(list, pageRequestDTO.getPageable("tno"), count);
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TodoRepository 21E{H 0| A0 TodoSearch QIHHO|AE A%

public interface TodoRepository extends JpaRepository<Todo, Long>, TodoSearch {
}
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2 27| HAHE HAE

@Test
public void testSearch(){

PageRequestDTO pageRequestDTO = PageRequestDTO.builder()
from(LocalDate.of(2022,10,01))
to(LocalDate.of(2022,12,31))

Jbuild();

Page<TodoDTO> result = todoRepository.list(pageRequestDTO);

result.forEach(todoDTO -> System.out.printin(todoDTO));

o B
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PageResponseDTO<TodoDTO> list(PageRequestDTO pageRequestDTO);

336



ToDo API Server

TodoServicelmpl 22|20 =5 E7| HME

@Override
public PageResponseDTO<TodoDTO> list(PageRequestDTO pageRequestDTO) {

Page<TodoDTO> result = todoRepository.list(pageRequestDTO);

return PageResponseDTO.<TodoDTO>withAll()
.pageRequestDTO(pageRequestDTO)
.dtoList(result.toList())
total((int)result.getTotalElements())

Jbuild();
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& X3 QEE HY
v TodoController 2220 B2 27| 28 M2 HAME 3+

@GetMapping(value = "/list", produces = MediaType.APPLICATION_JSON_VALUE)
public PageResponseDTO<TodoDTO> list(PageRequestDTO pageRequestDTO){
return todoService.list(pageRequestDTO);

}
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http://localhost/apiftodo/list?7completed=false&size=10&page=1&keyword... ] save -~ -
GET ~ http:fflocalhost/apiftodoflist?completed=false&size=10&page=18keyword=28& “

Params ®  Auth Headers (9) Body  Pre-req. Tests Settings Cookies

Query Params

KEY VALUE DESCRIPTION oo Bulk Edi'
completed false
size 10
page 1
keywiord 2
type t
from 2022-12-01
to 2022-12-31

key Value
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void remove(Long tno);

void modify(TodoDTO todoDTO);
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@Override
public void remove(Long tno) {
todoRepository.deleteByld(tno);

}

@Override
public void modify(TodoDTO todoDTO) {
Optional<Todo> result = todoRepository.findByld(todoDTO.getTno());

Todo todo = result.orElseThrow();
todo.changeTitle(todoDTO.getTitle());
todo.changeDueDate(todoDTO.getDueDate());
todo.changeComplete(todoDTO.isComplete());

todoRepository.save(todo);
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@DeleteMapping(value= "/{tno}")
public Map<String, String> delete(@PathVariable Long tno){

todoService.remove(tno);
return Map.of("result", "success");

}

@PutMapping(value="/{tno}", consumes = MediaType. APPLICATION_JSON_VALUE)

public Map<String, String> modify(@PathVariable("tno") Long tno,@RequestBody
TodoDTO todoDTO ){

J/EREl tholl HHAMBIX| REIEE
todoDTO.setTno(tno);

todoService.modify(todoDTO);

return Map.of("result"”, "success");
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http:/fflocalhostfapiftodo/201

DELETE ~r http:/flocalhostfapiftodo/207

Params Authoarization Headers (9) Body = Pre-reguest Script
Query Params
KEY VALUE

I'.' "
Body Cookies Headers (14) Test Results

Pretty Raw Preview Visualize JSON B
1
2 "result": "success”®
3
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1
2 "result”: "success”
30k
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