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< Prometheus Web Ul

v Query= ZZHH 222 E UIOAM MEdts 7He 2% &S X2|dtes H 0|

Ot

9 Prometheus Q Query A Alerts B Status v

) |Enter expression (press Shift+Enter for newlines) : m

B Tabe © Graph @ Explain

No data queried yet

+ Add query
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< Prometheus Web Ul

v Query Ol'F
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< Prometheus Web Ul

v Mert(ZE)2 Mt AZo| YT FE SROAE WY TROE 22 Abio 528 F=
TEI ZE W olR S HoIE 4 9l

‘B

alertmanager.rules

o

[etc/prometheus/rules/prometheus-prometheus-stack-kube-prom-prometheus-rulefiles-0/monitoring-prometheus-stack-kube-prom-alertmanager.rules-cdb0156¢-d195-46fe-99ff-2169ea581602.yaml

INACTIVE (8)
AlertmanagerFailedReload v
AlertmanagerMembersinconsistent v
AlertmanagerFailedToSendAlerts v

AlertmanagerClusterFailedToSendAlerts v
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< Prometheus Web Ul

g Prometheus Q  Query A Alerts 8 Status v

Monitoring status

Jo)

Target health

. 5 N B Rule health

& Service discovery

alertmanager.rules Server status

Runtime & build information
[etc/prometheus/rules/prometheus-prometheus-stack ©

8 TSDB status
INACTIVE (8)

P Command-line flags

AlertmanagerFailedReload & Configuration

. Alertmanager discover
AlertmanagerMembersinconsistent Q g y
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v’ Status o} Ol
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v e
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% Service Discovery

v 0|2t &2 M2 Z2HE A MEQE APl ME{ 7} F7|X oz HO|HE FA&0F =4 [
ALS 0| EStT 2% CHAMO|AM ZIHE|= |EEI° A=oz &%
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% Service Discovery

v cAdvisorZ 0 E &l

N o
=25t =l
o

2|
o IEZMHSRXA 2 UIZ 7tM Advisor2 %=l HEZI2 container2l= 0|22 2 A|Xt
slo 2 H2| 27|10 container_memory_usage_bytesE 23} Execute HES F+
=
® Hf|IX: kubectl create deployment nginx --image=nginx
°

He| HAMI|E +=7: container_memory_usage_bytes{container="nginx"}

)_ container_memory_usage_bytes{container="nginx"}

B Table @ Graph @ Explain

Load time: 13ms  Result series: 1

container_memory_usage_bytes{container="nginx", endpoint="https-metrics", id="/kubepods.slice/kubepods-besteffort slice kubepods-besteffort-pode6abIc53_c4a5_4341_bBe3_aedc64954201 slice/cri-containerd
4679t6101c21b4001784f68ebbe170ebd84bb9433e091c6f1dch2b08c474bd60.5cope", image="docker.io/libraryjnginx:latest’, instance="172.31.11.154:10250", job="kubelet", metrics_path="/metrics/cadvisor

154: ||" =" ||’ i . =" : i} "1 2764800
name="4679fb101c2104001784{68ebbe170ebd84bb9433e09fc6f1dcb2b08c474bd60", namespace="default’, node="ip-172-31-11-154", pod="nginx-bf5d5cf98-5tlqm", service="prometheus-stack-kube-prom-kubelet'}
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% Service Discovery
v cAdvisor2 HE & =5t =90l
® AHX|: kubectl delete deployment nginx
o =9

—

). ontainer_memory_usage. bytes{container="ngin"} 5 M

B Tabe @ Graph O Explain

ot

( ) Load time: 28ms  Result series: 0

i) Empty query result

This query returned no data.
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% Service Discovery
v cAdvisor2 HE & =5t =90l
® AHX|: kubectl delete deployment nginx

o 20|
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v’ Exporter2 =%
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% Service Discovery
v' ExporterZ2 =%
e OfEZ2[AO|M DL I AE “44: nginx-status-annot.yaml
apiVersion: apps/v1
kind: Deployment
metadata:
name: nginx
namespace: monitoring
spec:
selector:
matchLabels:
app: nginx
template:
metadata:
labels:
app: nginx
annotations:
prometheus.io/port: "9113"
prometheus.io/scrape: "true"
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% Service Discovery
v Exporter2 =%
o Of=Z[AHO|H LI AE d/d: nginx-status-annot.yam|

spec:
containers:
- name: nginx
image: sysnet4admin/nginx-status
ports:
- containerPort: 80
- name: nginx-exporter
image: nginx/nginx-prometheus-exporter:0.8.0
ports:
- containerPort: 9113
name: metrics
name: metrics
env:
- name: SCRAPE_URI
value: http://localhost:80/stub_status
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% Service Discovery
v’ Exporter2 =%
® H{I: kubectl apply -f nginx-status-annot.yaml
® =0l kubectl get pods

lertmanager-prometheus-stack-kube-prom-alertmanager-0  2/2  Running O

lg?nx—69cf857c8b—srv85 2/2  Running O 31m
prometheus-prometheus-stack-kube-prom-prometheus-0 2/2  Running O
;f(};metheus—stack—grafana—dcb957796—86m79 3/3  Running O
;fg]metheus—stack—kube—prom—operator—85cb656d59—ht79z 1/1 Running O
;fg]metheus—stack—kube—state—metrics—75c97578f5—qgInk 1/1 Running O
;f(};metheus—stack—prometheus—node—exporter—dwzhr 1/1 Running O
;fg]metheus—stack—prometheus—node—exporter—gr28q 1/1 Running O
;fg]metheus—stack—prometheus—node—exporter—m24vr 1/1 Running O

14h
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% Service Discovery
v Exporter2 =%
e IICE TLIEZF PodMonitor DL A E: podmonitor.yaml

apiVersion: monitoring.coreos.com/v1
kind: PodMonitor
metadata:
name: nginx-pod-monitor
namespace: monitoring
labels:
release: prometheus-stack # 2QIstAl 2|2[A 0|2 Q=
spec:
selector:
matchLabels:
app: nginx # Deployment2| spec.template.metadata.labels@t & X|s|{OF &t
podMetricsEndpoints:
- port: metrics # DeploymentO| A Bt LE 0|5
interval: 30s

® HiI: kubectl apply -f podmonitor.yaml
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% Service Discovery

v Exporter2 =%
o AH|A C|AF{HBE| &l

9 Prometheus Q Query A Alets & Status Service discovery v

? Q .

“
podMonitor/monitoring/nginx-pod-monitorf0 e »
Discovered labels Target labels Gem)
__address__="10.244.1.21:9113" container="metrics" el
__Meta_kubernetes_namespace="monitoring" endpoint="metrics"

AWS
__meta_kubernetes_pod_annotation_prometheus_io_port="9113" instance="10.244.1.21:9113"
__meta_kubernetes_pod_annotation_prometheus_io_scrape="true" job="monitoring/nginx-pod-monitor" E
__meta_kubernetes_pod_annotationpresent_prometheus_io_port="true" namespace="monitoring" olo!
__meta_kubernetes_pod_annotationpresent_prometheus_io_scrape="true" pod="nginx-69¢cf857c8b-srv85"
__Mmeta_kubernetes_pod_container_id="containerd:/[ad97f141c02332b7686ffd630a3a76189a1h5d983328490c0e5¢05267e0d7232" show relabeling
_meta_kubernetes_pod_container_image="ngink/nginx-prometheus-exporter:0.8.0" Doc
__Mmeta_kubernetes_pod_container_init="false" it
__meta_kubernetes_pod_container_name="metrics"

Ansi

__meta_kubernetes_pod_container_port_name="metrics"

__meta_kubernetes_pod_container_port_number="9113" i
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% Service Discovery
v’ Exporter2 =%
® targethealth

Prometheus Q Query A Alerts

@ Status ) Target health v

o]
o

podMonitor/monitoring/ngink-pod-monitor/0

Endpoint

httpy/[10.244.1.21:9113metrics

Q 8
1/1up A
Labels Last scrape State
container="metrics" endpoint="metrics' instance="10.244.1.21:9113" job="monitoring/nginx-pod-monitor" 0 22.744s ago up

namespace="monitoring"  pod="nginx-69cf857¢c8b-srv85" 8 dms
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% Service Discovery

v’ Exporter2 =%
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% Service Discovery
v’ Exporter2 =%
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%+ Service Discovery
v' Exporter2 +=34
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% Service Discovery
v’ Exporter2 =%
o Z|AA ME|
€ kubectl delete -f podmonitor.yaml
€ kubectl delete -f nginx-status-annot.yam|
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% Service Discovery
v Exporter2 =%

o [t TR ZZMH L YAXH

o} ; co|Efto|A _._Lﬂﬂkl’é‘_.flé'él f&amm | emeuEy Y
ZQEAN | OMMNE | AR | AeR o A 58
NUE: S
CHEER] ) Oy ElasticSearch ';F_Kafka ; Ceph AWééloLd;Natch
MongoDB | NATS | Glustr  Google Stackdriver
- MySQL - MQTT | GPFS ' (Operation Suite)
Oracle : RabbitMQ : NetApp E-Series Azure Monitor

PostgreSQL X



Prometheus Server

< Node ExporterE 0| &%t Node Metric =%
v" Node Exporter St €2
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v" Node Exporter St €2

LE QARHE REO| /proctt /sysOfl A= US HEECE LEGEE TR k[0

ole
N =]

= AZHE M| ASHA FHUIEIA =EDICH 1Y HE 5 Qs H2A

LB AZEIL HESHE A HERQI /proctt /sysOlE CHS HEE0| M

¢ /proc
MHEE Ot A|AH SHEf 2
o] T M2 ID7} C|HEZ|

=3 HHOM +5 2 ZEMLS2
= o) =
o =
SN0 Cioh JEfLE 2%

o E1 EIE *”H T

HT HO riokogtre
- oY TN Hr

T O CIMHE|E Sofl A[LE0M 15 2 ZEM 29 F
A
T

® /sys
A, HERA BA|, A=Y X 22 435 K= 23 MO A At
UES Thel A LE SEj2 o2 Cl2lEE|2 71Z0j /proco] o
& 79 2| E2folt] Sof /proc01IA1 [sysE =2

E| LH 20| A= eSS =45tH T X2 dEE & = U7
of 2LHE == O] CIEHE[E AL"E X B §EE =Tt
| A+E

Mlyo -

T Moo A

THENS

m [O 4 Epot oA

rr



Prometheus Server

< Node ExporterE 0| &%t Node Metric =%
v" Node Exporter St €2
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< Node ExporterE 0| &%t Node Metric =%
v" Node Exporter2 &= =l HEZ| 20l
® CPU &E| EE AEE A[ZFS Z3]: node_cpu_seconds_total

) node_cpu_seconds_totau : \ m

B Table @ Graph O Explain

¢ ) Load time: 29ms  Result series: 32

node_cpu_seconds_total{container="node-exporter", cpu="0", endpoint="http-metrics", instance="172.31.3.9:9100", job="node-exporter", mode="idle", namespace="monitoring’", pod="prometheus-stack-prometheus-node-exporter-gr28q, service="prometheus-stack-

68456.09
prometheus-node-exporter"}
node_cpu_seconds_total{container="node-exporter", cpu="0", endpoint="http-metrics", instance="172.31.3.9:9100",job="node-exporter", mode="iowait", namespace="monitoring", pod="prometheus-stack-prometheus-node-exporter-gr28q", service="prometheus-stack- e
prometheus-node-exporter'} ’
node_cpu_seconds_total{container="node-exporter", cpu="0", endpoint="http-metrics", instance="172.31.3.9:9100",job="node-exporter", mode="irq", namespace="monitoring", pod="prometheus-stack-prometheus-node-exporter-gr28q", service="prometheus-stack- 0
prometheus-node-exporter'}
node_cpu_seconds_total{container="node-exporter", cpu="0", endpoint="http-metrics", instance="172.31.3.9:9100", job="node-exporter", mode="nice", namespace="monitoring", pod="prometheus-stack-prometheus-node-exporter-gr28q", service="prometheus-stack- 051
prometheus-node-exporter"} ’
node_cpu_seconds_total{container="node-exporter", cpu="0", endpoint="http-metrics", instance="172.31.3.9:9100", job="node-exporter", mode="softirq", namespace="monitoring", pod="prometheus-stack-prometheus-node-exporter-gr28q", service="prometheus-stack- 74
prometheus-node-exporter'} '
node_cpu_seconds_total{container="node-exporter’, cpu="0", endpoint="http-metrics", instance="172.31.3.9:9100", job="node-exporter", mode="steal", namespace="monitoring’", pod="prometheus-stack-prometheus-node-exporter-gr28q", service="prometheus-stack- 2988

prometheus-node-exporter"}
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< Node ExporterE 0| &%t Node Metric =%
v" Node Exporter2 &= =l HEZ| 20l

] =/
o X AtE 7t 22| 83 X3 node_memory_MemAuvailable_bytes

)_node_nenory Nenhvailable_bytes :

B Tble B Graph  © Explain

Load time: 13ms ~ Result series; 3

node_memory_MemAvaiable_bytes{container="node-exporter", endpoint="http-metrics",instance="172.31.3.9:9100", job="node-exporter", namespace="monitoring", pod="prometheus-stack-prometheus-node-exporter-gr28q, service="prometheus-stack-prometheus-

1000714240
node-exporter'}
iode_memory_MemAvailable_bytes{container="node-exporter", endpoint="http-metrics",instance="172.31.14.61:9100", job="node-exporter", namespace="monitoring", pod="prometheus-stack-prometheus-node-exporter-dwzhr', service="prometheus-stack-prometheus- —
node-exporter'}
node_memory_MemAvallable_bytes{container="node-exporter" endpoint="http-metrics", instance="172.31.11154:9100", job="node-exporter", namespace="monitoring", pod="prometheus-stack-prometheus-node-exporter-m2dr", service="prometheus-stack-prometheus- 8

node-exporter'}



metheus Server

% kube-state-metrics2 O| &%} Cluster Metric =%
v Jle
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% kube-state-metrics= 0| &%t Cluster Metric =%

v kube-state-metrics@ 2 =% =l §|O|E 2Ol
o FHUE[A0 BiZE TtET CHA| A[ESH= 8
kube_pod_container_status_restarts_total

40
©
i
1
1
el
~
Ju
ot
=
Im
o
=)
m

g Prometheus Q Query & Alerts 8 Status v

>_ kube_pod_container_status_restarts_total H

B Table B Graph ® Explain

< > Load time: 32ms  Result series: 25

kube_pod_container_status_restarts_f iner="etcd", int="http", i "10.244.1.12:8080", job="kube-stat trics”, "kub tem", pod="etcd-ip-172-31-14-61", service="prometheus-stack-kube-state-metrics", uid="4ecf7f41-cadd-4477-b23a- o

9190aed677bd"}

kube_pod_container_status_restarts_ i int="http", i 10.244.1.12:8080", job=" ics", monitoring", pod= k-kube-prom-op ht792", service= k-kub o
" Uid="b478eeae-f0c9-a7ch-bbea-5: )

kube_pod_container_status_restarts_total{container="kube-flannel", endpoint="http", instance="10.244.1.12:8080", job="kube-state-metrics", namespace="kube-flannel’, pod="kube-flannel-ds-6cabv", service="prometheus-stack-kube-state-metrics", uid="5cf08838-6¢76-427e- o

8756-822762482b9c"}

kube_pod_container_status_restarts_ i porter”, int="http", i 10.244.1.12:8080", job=" ics", monitoring”, pod= k-pi de-exporter-m24vr", service=' k-kub ", o

uid="64587b0d-0c21-496d-9e22-97725857f970"}

kube_pod_container_status_restarts_ i 3] ", i http", il 10.244.1.12:8080", job="| ics", ", pod="| proxy-stfw2", service= k-kube ics", uid="784 8d-0846-4a55-b7: °

€2964bb76460"}

kube_pod_container_status_restarts_ i , int="http", i 10.244.1.12:8080", job=" cs, ystem", pod="1 heduler-ip-172-31-14-61", service= k-kub ics", uid="66f1b27a- o

cbbd-4bb0-b3a8-ccd0dagbb2a5"}

kube_pod_container_status_restarts_ i path-provisioner”, int="http", i 10.244.1.12:8080", job=" ics, path " pod="local-path-provisi 944", service=! k-kub N

metrics", uid= {860-4ca1-904 )
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% kube-state-metrics= 0| &%t Cluster Metric =%
v kube-state-metrics@ 2 =%l=l 0| 0|E =2l

o FHUE[AO EXSt= AHIASO0| M=l AlZE 2l(Unix Time):
kube_service created

>_ kube_service_created
B Table @ Graph @ Explain
< > Load time: 22ms  Result series: 16
kube_service_ kube-stat trics”, endpoint="http", i 10.244.112:8080", job="kube-state-metrics", itoring", pod=" h tack-kube-stats trics-75c97578f5-qglnk", service= h tack-kube-pi 1775560786
alertmanager", uid="c95e9b2b-8322-4e69-ab44-93e498e7a2b2"}
kube_service_ kube-stat trics”, endpoint="http", i 10.244.1.12:8080", job="kube-state-metrics", itoring", pod="p h tack-kube-stat trics-75c97578f5-qglnk", service="alertmanager-operated", uid="5b0fffe2- 1775550790
0470-431-9bed-1f708ea2add0"}
i i tate-metrics” endooi ; 244.1.12:8080°, job=" tate-metrics”, tem", pod= tack-kube-state-metri 7815-qglnk", service="p Kekub kubslet",

klfbe_serwce_ 5", endp http", 10.244,1.12:8080", job: 5 y pod: 75c97578f5-qglnk", service: i 1775550397
uid="0aa92ca7-add1-4580-8fb4-5945f75a25f"}
kube_service_ i tat trics”, endpoint="http", i 10.244,1.12:8080", job=" tati trics", ystem", pod=" tack-kube-state-metrics-75¢97578f5-qglnk", service="prometheus-stack-kube-prom-kube- 1776550786
controller-manager", uid="c2f3fd49-180d-40f3-a3b7-78755273427"}
kube_service_ iner="kube-state-metrics", endpoint="http", i "10.244,1.12:8080", job="kube-state-metrics", itoring", pod= tack-kube-state-metrics-75¢97578f5-qglnk", service="prometheus-stack-kube-prom-

| uid=" b905-4¢93-bb17- } 1775550786
kube_service_ i be-staty trics”, endpoint="http", i 10.244.1.12:8080", job="kube-state-metrics", itoring", pod="p { tack-kube-stat trics-75¢9757815-qglnk", service= h tack-kube-pi perator”, 1775560786
uid="c6849d50-29d6-4181-9059-906c596f1a14"}
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