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® Secret
® Config Map
® Persistent Volume Claim(PVQ)
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® sample-env.iyam| It

apiVersion: v1
kind: Pod
metadata:
name: sample-env
labels:
app: sample-app
spec:
containers:
- name: nginx-container
image: nginx:1.17
env:
- name: MAX_CONNECTION
value: "100"
- name: TZ
value: Asia/Seoul
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spec.containers[l.env0| & QI g2 478%= A

o
MM kubectl apply —f sample-env.yaml
M= 29l kubectl exec -it sample-env -- env | grep MAX_CONNECTION

MAX_CONNECTION=100
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oz =9l

AL 122 BE, S2 LHAE HEo WEZ L] |p FALl SAE HEo 2
olal Mt X750 Y HE ol & 92

7|8 52 otE ¥E 20l kubectl get pods sample-env -o yaml
hostIP: 10.0.2.16

hostIPs:
- ip: 10.0.2.16
phase: Running

podIP: 10.244.2.2
podIPs:

- ip: 10.244.2.2
gosClass: BestEffort
startTime: "2026-02-11T03:05:22Z"
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o OfL|IH|AE: sample-env-pod.yaml

apiVersion: v1
kind: Pod
metadata:
name: sample-env-pod
labels:
app: sample-app
spec:
containers:
- name: nginx-container
image: nginx
env:
- name: K8S_NODE
valueFrom:
fieldRef:
fieldPath: spec.nodeName
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o IIE +H-d: kubectl apply —f sample-env-pod.yaml

o IfE HHE =0l kubectl get pods -0 wide sample-env-pod
NAME READY STATUS RESTARTS AGE IP NODE
NOMINATED NODE READINESS GATES
sample-env-pod 1/1 Running 0O 20s 10.244.1.3 worker2 <none>
<none>

® 2t H== SOl kubectl exec -it sample-env-pod -- env | grep K8S_NODE
K8S_NODE=worker2
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~‘8: sample-env-container.yaml

apiVersion: v1
kind: Pod
metadata:
name: sample-env-container
labels:
app: sample-app
spec:
containers:
- name: nginx-container
image: nginx
env:
- name: CPU_REQUESTS
valueFrom:
resourceFieldRef:
containerName: nginx-container
resource: requests.cpu
- name: CPU_LIMITS
valueFrom:
resourceFieldRef:
containerName: nginx-container
resource: limits.cpu
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2| M kubectl apply -f sample-env-container.yaml
29l: kubectl exec -it sample-env-container -- env | grep CPU
CPU_REQUESTS=0

CPU_LIMITS=1



H 0|8 Al o At

L)

o
ot d W 47F0| Ao THE (sample-env-fail.yaml)
apiVersion: v1
kind: Pod
metadata:
name: sample-env-fail
labels:
app: sample-app
spec:
containers:
- hame: nginx-container
image: nginx:1.17
command: ["echo"]
args: ["${TESTENV}", "${HOSTNAME}"]
env:
- name: TESTENV
value: "100"

\
fot
b

v B|AA MM kubectl apply -f sample-env-fail.yaml
pod/sample-env-fail created
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${TESTENV} ${HOSTNAME}
FHUY E|AMA commandL} argsE2 A

o3 5 ARS Y 5 9l IiE iU AE L2
$(TESTENV)Zt= HEfR 222 £

.



o 8

o

Ha 0|8 Al 2| At
&

<\

ot B 47E0| Aot THE (sample-env-fail2.yaml)

apiVersion: v1
kind: Pod
metadata:

name: sample-env-fail2

labels:
app: sample-app

spec:

containers:

- hame: nginx-container
image: nginx:1.17
command: ["echo"]
args: ["$(TESTENV)", "$(HOSTNAME)"]
env:

- name: TESTENV
value: "100"

v BlAaA MM kubectl apply -f sample-env-fail2.yaml
pod/sample-env-fail2 created
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v 21 29l kubectl logs sample-env-fail2

100 $(HOSTNAME)

command2}t argsoﬂﬁ PE Jbset A2 O OtEO| DL HAE RO dolE 2tF H
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apiVersion: v1
kind: Pod
metadata:
name: sample-env-fail3
labels:
app: sample-app
spec:
containers:
- name: nginx-container
image: nginx:1.17
command: ["echo"]
args: ["$(K8S_NODE)", "${K8S_NODE}"]
env:
- name: K8S_NODE
valueFrom:
fieldRef:
fieldPath: spec.nodeName
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‘d: kubectl apply -f sample-env-fail3.yaml

for
®)

Ol kubectl apply -f sample-env-fail3.yam|
worker2 ${K8S_NODE}
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kubernetes |o/tls

kubernetes lo/ba3|c—auth

kubernetes.io/dockerconfigjson
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kubernetes.io/ssh—auth
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bootstrap.kubernetes.io/token
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kubernetes. io/token A|R &= UAS.
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® kubectlE2 LtYUOM S EXSH0] ’é:”%;(——from ~file)
® kubectlZ envfileO| A Zf2 &XSHY 7 (--from-env-file)
® kubectl2 AH S TS0 A
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CIO|HH[O|A 215 HEE Hd5t= 8% AZHEF 2 db-auth, key= username, password
= MK & X g5t=0 =& -:r'*H'l'—ﬂElA 531*51 L{ 20l of2f o|o|EfHo|~ Q21T HEE
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A (--from-literal)
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(username.txt CH4! username)

SHXKE 2 AL --from-file=username=username.txt S} 20| X| ™
oY s MEe If 7l ZETF SOIHX| U E F9

echo -n 28 ZItE Z|CIO|HESHY T A= HEHZS AFRS = US
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€ echo -n "root" > ./username
€ echo -n "rootpassword" > ./password
o dY LU= A[ASS EF

€ kubect| create secret generic --save-config sample-db-auth --from-
file=./username --from-file=./password

® data &5 =90l

€ kubectl get secrets sample-db-auth -o json | jg .data
{

"password": "cm9vdHBhc3N3b3Jk",
"username": "cm9vdA==
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kubectl = ItLO| A LS TS0 4 -d(--from-file)
® base64Z QALL|0 ooz QUH HAEZ 30|
€ kubectl get secrets sample-db-auth -o json | jg -r .data.username
cm9vdA==
o HHHAEZ 340
€ kubectl get secrets sample-db-auth -o json | jq -r .data.username | base64 -d
root
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v kubectl2 envfile TFLOA Zt2 TS H-d(--from-env-file)
e OSlLto| mUM EaXoz 4
® envfile “4/d(env-secret.txt)
username=root
password=rootpassword
o LU= AIE WY
€ kubectl create secret generic --save-config sample-db-auth --from-env-file
Jenv-secret.txt
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€ kubect| create secret generic --save-config sample-db-auth --from-
literal=username=root
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apiVersion: v1

o

kind: Secret
metadata:
name: sample-db-auth
type: Opaque
data:
username: cm9vdA== # root
password: cm9vdHBhc3N3b3Jk # rootpassword
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apiVersion: v1
kind: Secret
metadata:
name: sample-db-auth-nobase64
type: Opaque
stringData:
username: root
password: rootpassword
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® openssl req -x509 -nodes -days 365 -newkey rsa:2048 -keyout ~/tls.key -out
~/tls.crt -subj "/CN=samplel.example.com”
kubectlOf| A H|RZ7|2F QIS A DL E M H(--key/--cert)
® kubectl create secret tls --save-config tls-sample --key ~/tls.key --cert ~/tls.crt

O
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kubectl£ &7 MMS f'— Z40| st

O] EFRC| A|R &2 ~/.docker/configjson Lt CHA &2 Z ALE
kubectlZ2 &7 44

® kubectl create secret docker-registry --save-config sample-registry-auth --docker-
server=REGISTRY_SERVER --docker-username=REGISTRY_USER --docker-
password=REGISTRY_USER_PASSWORD --docker-email=REGISTRY_USER_EMAIL

base64Z 913 E &l dockercfg &419| JSON H|O|H
® kubectl get secrets -0 json sample-registry-auth | jq .data

{

".dockerconfigjson":
"eyJhdXRocyl6ey)SRUdJUTRSWVITRVIWRVIiOnsidXNIcm5hbWUIOiIJSRUdJU1RSWVOVUO
VSliwicGFzc3dvemQiOiJSRUAJUTRSWVIOVUOVSX1BBUTNXT 1JEhwiZW1haWwiOiJSRUdJU
TRSWVIOVUOVSXOVNQUIMIiwiYXV0aCl6lVrVkhTVkSVVWxsZIZWTkZVanBTUIVKSIUxUINX
VjIWVTBWU1gxQkJVMUS5YVDFKRSJ9fX0="

}

typeOl| doker-registryE X|d
2 = UK HAO] Ef5lE2
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v base64Z C|Z =%l dockercfg 419 JSON Cj|O| £
® kubectl get secrets sample-registry-auth -o yaml | grep "W.dockerconfigjson" | awk
-F' " {print $2}' | base64 --decode

{"auths":{"REGISTRY_SERVER":{"username":"REGISTRY_USER","password":"REGISTRY_USER
_PASSWORD","email":"REGISTRY_USER_EMAIL","auth":"UkVHSVNUUIIfVVNFUjpSRUdJU1
RSWVIOVUOVSX1BBUTNXT1JE"}}
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secret.yaml)

apiVersion: v1
kind: Pod
metadata:
name: sample-pull-secret
spec:
containers:
- name: secret-image-container
image: REGISTRY_NAME/secret-image:latest
imagePullSecrets:

- name: sample-registry-auth

It E (sample-pull-
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v kubectl2 AE 442 TEHSHY M- (--from-literal)

® kubectl create secret generic --save-config sample-basic-auth --type
kubernetes.io/basic-auth --from-literal=username=root --from-
literal=password=rootpassword
v DL HAEOAM 48
® sample-basic-auth.yam| It Zfd
apiVersion: v1
kind: Secret
metadata:
name: sample-basic-auth
type: kubernetes.io/basic-auth
data:
username: cm9vdA== # root

password: cm9vdHBhc3N3b3Jk # rootpassword
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v OO M MM (--from-file)
® SSH H|ZZ| MM

ssh-keygen -t rsa -b 2048 -f sample-key -C "sample”

® SSH H|Z7| 4

kubectl create secret generic --save-config sample-ssh-auth --type kubernetes.io/ssh-
auth --from-file=ssh-privatekey=./sample-key
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® sample-ssh-auth.yaml

apiVersion: v1
kind: Secret
metadata:

name: sample-ssh-auth
type: kubernetes.io/ssh-auth
data:

ssh-privatekey:
LSOtLSTCRUAJTIBPUEVOU1TNIIFBSSVZBVEUgSOVZLSOtLSOKYjNCbGJuTnphQzFyWIhrdGRq
RUFBQUFBQkc1dmJtVUFBQUFFYmMO05dVpRQUFBQUFBQUF >
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apiVersion: v1
kind: Pod
metadata:
name: sample-secret-single-env
spec:
containers:
- name: secret-container
image: nginx:1.17
env:
- name: DB_USERNAME
valueFrom:
secretKeyRef:
name: sample-db-auth
key: username

otE ‘47 - kubectl apply -f sample-secret-single-env.yaml

StA B 22l kubectl exec -it sample-secret-single-env -- env | grep
DB_USERNAME

DB_USERNAME=root
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otE ME(sample-secret-multi-env.yaml)

apiVersion: v1
kind: Pod
metadata:

name: sample-secret-multi-env

spec:

containers:

- name: secret-container
image: nginx:1.17
envFrom:

- secretRef:
name: sample-db-auth

otE M - kubectl apply -f sample-secret-multi-env.yam|
etd M= 2Ol kubectl exec -it sample-secret-multi-env -- env

PATH=/usr/local/sbin:/usr/local/bin:/usr/sbin:/usr/bin:/sbin:/bin
HOSTNAME=sample-secret-multi-env
NGINX_VERSION=1.17.10

NJS_VERSION=0.3.9

PKG_RELEASE=1~buster

password=rootpassword

username=root
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apiVersion: v1
kind: Pod
metadata:

name: sample-secret-prefix-env

spec:

containers:

- name: secret-container
image: nginx:1.17
envFrom:

- secretRef:
name: sample-db-auth
prefix: DB1_
- secretRef:
name: sample-db-auth
prefix: DB2_

o ItE M - kubectl apply -f sample-secret-prefix-env.yaml



20Ol kubectl exec -it sample-secret-prefix-env -- env | egrep ~DB

DB1_password=rootpassword
DB1_username=root
DB2_password=rootpassword
DB2_username=root
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apiVersion: v1
kind: Pod
metadata:

name: sample-secret-single-volume

spec:

containers:

- name: secret-container
image: nginx:1.17
volumeMounts:

- name: config-volume
mountPath: /config

volumes:

- name: config-volume
secret:

secretName: sample-db-auth
items:
- key: username

path: username.txt
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otE ‘47d: kubectl apply -f sample-secret-single-volume.yaml
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=& &2l kubectl exec -it sample-secret-single-volume -- cat

/config/username.txt

root
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apiVersion: v1
kind: Pod
metadata:

name: sample-secret-multi-volume

spec:

containers:

- name: secret-container
image: nginx:1.17
volumeMounts:

- name: config-volume
mountPath: /config

volumes:

- name: config-volume
secret:

secretName: sample-db-auth
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A HYE: kubect! apply -f sample-secret-multi-volume.yaml

|
2t0l: kubectl exec -it sample-secret-multi-volume -- Is /config

password username
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sync-frequency M2 X| 7
ghd BB AL ARSI 242 MEE V|sg W 2tF Hot AojX|7] 20 S
Hoz HEgd == Bl
A 2B OrRE El C™E2| 2+Ql: kubect! exec -it sample-secret-multi-volume -- Is
-la /config

total 4

drwxrwxrwt 3 root root 120 Feb 15 09:05 .
drwxr-xr-x 1 root root 4096 Feb 15 09:05 ..
drwxr-xr-x 2 root root 80 Feb 15 09:05 ..2026_02_15_09 05 48.3009432798

Irwxrwxrwx 1 root root 32 Feb 15 09:05 ..data ->
.2026_02_15_09 05 48.3009432798

Irwxrwxrwx 1 root root 15 Feb 15 09:05 password -> ..data/password

[rwxrwxrwx 1 root root 15 Feb 15 09:05 username -> ..data/username
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® ItE 9| /config/username It L& 29l kubectl exec -it sample-secret-multi-
volume -- cat /config/username

root

o A3 A ™ At AZHAGE) &0l kubectl get pods sample-secret-multi-volume
NAME READY STATUS RESTARTS AGE

sample-secret-multi-volume 1/1 Running 0 21m
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cat << EOF | kubectl apply -f -
apiVersion: v1
kind: Secret
metadata:
name: sample-db-auth
type: Opaque
data:
username: YWRtaW4=
EOF

& |42 HYE: kubectl exec -it sample-secret-multi-volume -- cat
/config/username

admin
& &2l kubectl exec -it sample-secret-multi-volume -- Is /config
username
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7|-8 2 @A Q0| £ nginx.confLt httpd.conf Z2 *a’g O RHM = MBS = AS
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nginx.conf TXE AL QMO XNHH T E|2 nginx.conf 47 Li2t0HT HE 7ts
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< ConigMap 248

o o—

v kubectl create HHo =z MM

® kubectl2 AMESHY MANM g2 BELEM Y d5t= R0 = --from-file S
= XEstH 2 Y ZXES 0|8 W= --from-literal M K|

e IAFO| ACHZ 7|7} &|=0H| 7| O|F& HEL o2 BR0= --from-file=nginx.
conf=sample-nginx.conf 1} Z0| X| ¥

f
® nginx.conf Y2 M5t HLE At
user nginx;

worker_processes auto;

error_log /var/log/nginx/error.log warn;

pid /var/run/nginx.pid;
o ZImIO® dd:

kubectl create configmap --save-config sample-configmap --from-
file=./nginx.conf

o LI G|o|E =Ql: kubectl get configmaps sample-configmap -o json | jq .data

{

"nginx.conf": "user nginx;#nworker_processes auto;#nerror_log
/var/log/nginx/error.log warn;Wnpid

/var/run/nginx.pid;¥n"
}
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< ConigMap 248
v kubectl create FH2E d-d
® I G|o|E =Ql: kubectl describe configmap sample-configmap

Name: sample-configmap
Namespace: default
Labels: <none>
Annotations: <none>
Data
nginx.conf:
user nginx;
worker_processes auto;
error_log /var/log/nginx/error.log warn;
pid /var/run/nginx.pid;
BinaryData

Events: <none>
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v kubectl create HHOZ MM

® binaryData® M4 7}S: kubectl create configmap sample-configmap-binary --from-
file image jpg --from-literal=index.hntml="Hello Kubernetes" --dry-run=client -o
yaml > sample-configmap-binary.yaml

® OfL|HAEQ| binaryData Z =0 = base642 ot 20| SEE&[=0H| kubectl
A

o] —

I_ — - H
create secret generic --from-fileg A&t 3% A& 2[AA0AME HEO[LH2[ H|Of
HE Fad = A2



ConfigMap

< ConigMap 248
v kubectl create FH2E d-d
® ConfigMap HHEIXE A8 & A H|(sample-configmap-binary-webserver.yaml)
apiVersion: v1
kind: Pod
metadata:
name: sample-configmap-binary-webserver
spec:
containers:
- hame: nginx-container
image: nginx:1.17
volumeMounts:
- name: config-volume
mountPath: /usr/share/nginx/html
volumes:
- name: config-volume
configMap:

name: sample-configmap-binary



ConfigMap

< ConigMap 248
v kubectl create FH2E d-d
o A H{fE
€ kubectl apply -f sample-configmap-binary-webserver.yaml

& IZE IZ2T: kubectl port-forward sample-configmap-binary-webserver
8080:80

o CIE HO|EOAM =&: curl http://localhost:8080
Hello Kubernetes



http://localhost:8080/

ConfigMap

< ConigMap ‘44
v kubect| create 3o Z MM

® kubectl2 AF /2 HEHSH0 dd: kubectl create configmap --save-config web-
config --from-literal=connection.max=100 --from-literal=connection.min=10

configmap/web-config created



ConfigMap

< ConigMap 248
v OjiLHAEZ Hd
o A MM I sample-configmap.yaml

apiVersion: v1
kind: ConfigMap
metadata:
name: sample-configmap
data:
thread: "16"
connection.max: "100"
connection.min: "10"
sample.properties: |
property.1=value-1
property.2=value-2
property.3=value-3
nginx.conf: |
user nginx;
worker_processes auto;
error_log /var/log/nginx/error.log;
pid /run/nginx.pid;



ConfigMap

< ConigMap 248
v OjiLHAEZ Hd
o a2 MY mA: sample-configmap.yaml
test.sh: |
#!/bin/bash
echo "Hello, kubernetes"
sleep infinity
o Z|AA MM kubectl apply -f sample-configmap.yaml
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ConfigMap

< ConigMap AHZ
v BA waz Mg

— O -
o OOAMOo| EH 7|E ™ESI= 420|= spec.containers[ ].enve]
valueFrom.configMapKeyRef& AtE3510] X[
& £7 7| 0|&: sample-configmap-single-env.yam|
apiVersion: v1
kind: Pod
metadata:
name: sample-configmap-single-env
spec:
containers:
- name: configmap-container
image: nginx:1.17
env:
- name: CONNECTION_MAX
valueFrom:
configMapKeyRef:
name: sample-configmap
key: connection.max



ConfigMap

< ConigMap AHZ
v o83 #ae Hy
o 7mIMo| EF 7|8 NMESt= 420 = spec.containers[ ].enve|
valueFrom.configMapKeyRef& AtE3510] X[
& H{ZL: kubectl apply -f sample-configmap-single-env.yaml

& &2l kubectl exec -it sample-configmap-single-env -- env | grep
CONNECTION_MAX

CONNECTION_MAX=100



ConfigMap

< ConigMap AHZ
v BA waz Mg

— O -

o IOl MANE HE

& TX ®E: sample-configmap-multi-env.yaml
apiVersion: v1
kind: Pod
metadata:
name: sample-configmap-multi-env
spec:
containers:
- name: configmap-container
image: nginx:1.17
envFrom:
- configMapRef:
name: sample-configmap



ConfigMap

< ConigMap AL&

v B s ¥

& H{ZL: kubectl apply -f sample-configmap-multi-env.yaml

& =0l kubectl exec -it sample-configmap-multi-env — env
PATH=/usr/local/sbin:/usr/local/bin:/usr/sbin:/usr/bin:/sbin:/bin
HOSTNAME=sample-configmap-multi-env
NGINX_VERSION=1.17.10
NJS_VERSION=0.3.9
PKG_RELEASE=1~buster
sample.properties=property.1=value-1
property.2=value-2
property.3=value-3



ConfigMap

< ConigMap AHZ
v 2ELZ ORRE
o ST 7T
& TKX HE: sample-configmap-single-volume.yaml
apiVersion: v1
kind: Pod
metadata:

name: sample-configmap-single-volume

spec:

containers:

- name: configmap-container
image: nginx:1.17
volumeMounts:

- name: config-volume
mountPath: /config
volumes:

- name: config-volume
configMap:

name: sample-configmap
items:
- key: nginx.conf

path: nginx-sample.conf



ConfigMap

< ConigMap AIZ
v 2Eoz OIgE
o SX 7Bt HY
& H{ZL: kubectl apply -f sample-configmap-singe-volume.yaml

& =0l kubectl exec -it sample-configmap-single-volume -- cat /config/nginx-
sample.conf

user nginx;
worker_processes auto;
error_log /var/log/nginx/error.log;

pid /run/nginx.pid;



ConfigMap

< ConigMap AHZ
v 2ELZ ORRE
o TN 7| HME
& TX ®E: sample-configmap-multi-volume.yaml
apiVersion: v1
kind: Pod
metadata:
name: sample-configmap-multi-volume
spec:
containers:
- name: configmap-container
image: nginx:1.17
volumeMounts:
- name: config-volume

mountPath: /config
volumes:
- name: config-volume
configMap:
name: sample-configmap



ConfigMap

% Secret I} ConigMap & FX|
v AZE O AT OO AL &
o AZ HAIOOAME tI|*'<'P'_ 2| AASO0[X|B ZQ| 7t 2 K0|= A|FE0| 7| FH
£ Fa5t7| flgt 2lanrets H
o AFEZ HHSHA XNEld = U= FRE E[0] J=0 A|ZH HO|Hs FHUHE[A
OFAE{7F AFESHE 224 KVS(Key-Value Store)2| etcdd| MEEH HX A|ARHS ALE
St= mEZE Ue BRO0T etcdO| A FHUHE[A L E0| HO|HE EU=0 FHUHE|
A L EH GFH2E HIO|H7F EX| $EF A|ZE HO[H& tmpfs S (M 22|
Oﬂ THE LA oY A AENO| HEEA E[0f R2B= FH I—‘||E| B 1 FH | E|
A SHF0| et = etcdd| ME k= A|ZE0| B23tE(0f UX| R2E = etcdOf| CHTH

Fl

= dHot B8 M2 si&F00F ¢
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ConfigMap

% Secret I} ConigMap & FX|
v AlRE of AD OOl AHE FL &2
® A|Z=EI0| tHTH EE GILIO| O|F= kubectl BHOZE HEAIMS I 2 O| H7| o{EA &
o ULt G| kubectl descrlbe secert ':'04%0101|A1._ Z10| EOIXI E | E|O1 olm

kubectl get secret -o yaml SEO|E OfL|HAE XS HEAISH T base64= QT EE
Of A0f MM = THEHSHY| Of2l=

® =0l kubectl describe secret sample-db-auth

Name: sample-db-auth
Namespace: default
Labels: <none>

Annotations: <none>
Type: Opaque

Data

username: 5 bytes

¢ OHLIHAE0 M E HO|E = base64= I EE|O] RIS HO|E2 02 2
MY YEESHE A2 TS, A| S §§P5P= OSS = OREVHR =
2ot 7|52 MEots 3d OtE| E2MQ Vault & AFEStE A& 4E

=T

=
o}
O



ConfigMap

% Secret I} ConigMap & FX|
v A|ZE Ot Ao OO Gjo|E O E A| IHO[H HEF
o I 10| MYE A3EHEE LEOM HASt= 2 AL 1Y HO[HM E&S

AT O Y WS 0T & AU

o AT XNEE 7| HO|HE TtE0| O ESHs 49 A3 HOIEHOM =E2 4
Mgt [if T0| M (permission)= £0g = U

o O AR B&F 7|2 7f 0644(rw-r—r--)2 O E

e IO|M2 8%l H7|0A 107l HEV|Z2 BiStot HEHE AHESH0] 7|&

10T+ 87| 8%l H7| L rwx 27|
256 - | 0:4:00 ___________________ r——“ oy
420 - 0644 ——
a8 0700 | wx—— ‘
493 0755 PWXI—Xr—X

51 5 o777 PWXIWXIWX




ConfigMap

% Secret I} ConigMap & FX|
v AR o AT OO OIO[H Or2E Al IO|d #HE
® ConfigMap LHE 2| testshE 7552 O ESHM AT EE JCHE MY
& 2|2 I sample-configmap-scripts.yaml

apiVersion: v1
kind: Pod
metadata:

name: sample-configmap-scripts

spec:

containers:

- name: configmap-container
image: nginx:1.17
command: ["/config/test.sh"]
volumeMounts:

- name: config-volume
mountPath: /config
volumes:

- name: config-volume
configMap:

name: sample-configmap
items:
- key: test.sh

path: test.sh

mode: 493 # 0755



ConfigMap

% Secret I} ConigMap & FX|
v ARSI AT Aol HO|H Or2E Al HO|Y HE
® ConfigMap LHE 2| testshE 7552 O ESHM AT EE JCHE MY
& 2|22 HYE: kubectl apply -f sample-configmap-scripts.yaml
& =0l kubectl logs sample-configmap-scripts
Hello, kubernetes



ConfigMap

% Secret I} ConigMap & FX|
v ARSI AT Aol HO|H Or2E Al HO|Y HE
o AT LR 2= HO|E S 040022 OI2E
& 2|2 IO sample-secret-secure.yaml
apiVersion: v1
kind: Pod
metadata:
name: sample-secret-secure
spec:
containers:
- name: secret-container
image: nginx:1.17
volumeMounts:
- name: config-volume
mountPath: /config
volumes:
- name: config-volume
secret:

secretName: sample-db-auth
defaultMode: 256



ConfigMap

% Secret I} ConigMap & FX|
v ARSI AD| 2ol Moy O E A| IHO|M
o A=Z WFo| 2= HO|HE 040022 Ot

& 2|22 HY I kubectl apply -f sample-secret-secure.yaml

#12
=E
&9l: kubectl exec -it sample-secret-secure -- Is - /config
total O
Irwxrwxrwx 1 root root 15 Feb 16 00:07 username -> ..data/username
29l kubectl exec -it sample-secret-secure -- Is -| /config/..data/
total 4

-r-------- 1 root root 5 Feb 16 00:07 username



ConfigMap

% Secret I} ConigMap & FX|
v &8 o1y ol

|

F_?l |I|'0
oY =

o Y WS A
HolES B 4 glo

B2 /lse I &E

ubectl! rollout restart

o =E OIREE AMESH AT OO M= A 7|ZF0tCk(kubect!2| Sync Loop EHO| Q)
kube-apiserver® HZ S 2013t 0 HZ0| S F0= LS WK
o 7|2 AUGHOIE ¢tH2 60EXE HHE0 Y=0| O] ZHEZ =™ E20|= kubelet]
--sync-frequenc = &84
|
=

~

Disk &< Disk &%
el o |zimow egolest| 1 A HEOY
ST T e e R LY AR B I2mascwidemn  m—
ﬂx ‘ A}.
AE=l 23 HFEsl g3
FHYE|A E E FHUIEIA LT i



ConfigMap

% Secret I} ConigMap & FX|
v &8 o1y ol
® thread 242 =¥

¢ 70|71 Mo| O & ClAER2| =0l kubectl exec -it sample-configmap-multi-
volume -- Is -al /config

total 12

drwxrwxrwx 3 root root 4096 Feb 15 23:21 .

drwxr-xr-x 1 root root 4096 Feb 15 23:21 ..

drwxr-xr-x 2 root root 4096 Feb 15 23:21 ..2026_02_15_23_21_38.2725348367

[rwxrwxrwx 1 root root 32 Feb 15 23:21 ..data ->
.2026_02_15 23 21 38.2725348367

Irwxrwxrwx 1 root root 21 Feb 15 23:21 connection.max ->
..data/connection.max

>

[rwxrwxrwx 1 root root 21 Feb 15 23:21 connection.min ->
..data/connection.min

Irwxrwxrwx 1 root root 17 Feb 15 23:21 nginx.conf -> ..data/nginx.conf

Irwxrwxrwx 1 root root 24 Feb 15 23:21 sample.properties ->
.data/sample.properties

[rwxrwxrwx 1 root root 14 Feb 15 23:21 test.sh -> ..data/test.sh
l[rwxrwxrwx 1 root root 13 Feb 15 23:21 thread -> ..data/thread



ConfigMap

_'

% Secret I} ConigMap & FX|
v &8 o1y ol
® thread 242 =¥

& thread 2% =9l kubectl exec -it sample-configmap-multi-volume -- cat
/config/thread

16
¢ oW FHolE
cat << EOF | kubectl apply -f -
apiVersion: v1
kind: ConfigMap
metadata:
name: sample-configmap
data:
thread: "32"
EOF



ConfigMap

% Secret I} ConigMap & FX|
v =X #OmIW oigo|E
® thread 242 =¥

& C|EE2| 2Ql: kubectl exec -it sample-configmap-multi-volume -- Is -al
/config

total 12

drwxrwxrwx 3 root root 4096 Feb 16 00:13 .

drwxr-xr-x 1 root root 4096 Feb 15 23:21 ..

drwxr-xr-x 2 root root 4096 Feb 16 00:13 ..2026_02_16_00_13_41.2194393135

[rwxrwxrwx 1 root root 32 Feb 16 00:13 ..data ->
.2026 02 _16_00_13 41.2194393135

[rwxrwxrwx 1 root root 13 Feb 15 23:21 thread -> ..data/thread

& thread 2% =9l kubectl exec -it sample-configmap-multi-volume -- cat
/config/thread

32



ConfigMap

% Secret I} ConigMap & FX|
v A|Z210|L} AT o[ W HE
o ZAA DfLIHAE ZE: sample-secret-immutable.yaml

apiVersion: v1

kind: Secret

metadata:
name: sample-secret-immutable

type: Opaque

data:
username: cm9vdA== # root

password: cm9vdHBhc3N3b3Jk # rootpassword
immutable: true

® A HYEL: kubectl apply -f sample-secret-immutable.yaml

® P AL kubectl patch secret sample-secret-immutable -p '{"data": {"username":
"aGInZQ=="}}'

The Secret "sample-secret-immutable” is invalid: data: Forbidden: field is
immutable when ‘immutable’ is set
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Storage API

=5
v' emptyDir
® emptyDir2 IIEE YA| C|A3 Y= AFEY = 10 OEJL ZF(Terminate) | ™
ALK E
o DAEQ QO FAZ OIREY £ glol SAEQ e IS HEY =& 2
=

- emptyDir
SAE EE(THI0|UE YA ClAT FY)E

0| S&oil oh

Delete
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Storage API

~ B
v' emptyDir
® emptyDir 2&2 OIRE
& OjL|HAE 10t (sample-emptydir.yaml)

apiVersion: v1
kind: Pod
metadata:

name: sample-emptydir

spec:

containers:

- image: nginx:1.17
name: nginx-container
volumeMounts:

- mountPath: /cache
name: cache-volume
volumes:

- name: cache-volume
emptyDir: {}



Storage API

o =5
v' emptyDir
® emptyDir 2&2 OIRE
& 2|22 8N kubectl apply -f sample-emptydir.yaml

& ZEE emptyDir 2E2 &0l kubectl exec -it sample-emptydir -- df -h | grep
/cache

/dev/mapper/ubuntu--vg-ubuntu--lv. 37G 6.5G 29G 19% /cache



Storage API

~ B
v' emptyDir
® emptyDir &2 2[AA Kot
¢ OfLHAE 0t (sample-emptydir-limit.yaml)

apiVersion: v1
kind: Pod
metadata:

name: sample-emptydir-limit

spec:

containers:

- image: nginx:1.17
name: nginx-container
volumeMounts:

- mountPath: /cache
name: cache-volume
volumes:

- name: cache-volume
emptyDir:

sizeLimit: 128Mi



Storage API

o =5
v' emptyDir
® emptyDir &2 2[AA Kot
& 2|22 8N kubectl apply -f sample-emptydir-limit.yaml
& It= MEf 2Ol kubectl get pods --watch

NAME READY STATUS RESTARTS AGE
sample-emptydir 1/1 Running 0 4m15s
sample-emptydir-limit  1/1 Running O 32s
sample-emptydir-limit 0/1  Completed 0 2m7s

& 1M I ES 1507 Md: kubectl exec -it sample-emptydir-limit -- dd
if=/dev/zero of=/cache/dummy bs=1M count=150



Storage API

O ==
W =5

v' emptyDir
o 11 tmpfs HZ2| HYS ALE
& Z|AA DL HAE: sample-emptydir-memory.yaml

apiVersion: v1
kind: Pod
metadata:

name: sample-emptydir-memory

spec:

containers:

- image: nginx:1.17
name: nginx-container
volumeMounts:

- mountPath: /cache
name: cache-volume
volumes:

- name: cache-volume
emptyDir:

medium: Memory
sizeLimit; 128Mi



Storage API

==
W =5

v' emptyDir
o ZHO|HZI AEE = A= HZ2| Mt

o2 T M-
¢ Z[2A OfL{HAE: sample-emptydir-memory-with-memory-limits.yaml
apiVersion: v1
kind: Pod
metadata:

name: sample-emptydir-memory-with-memory-limits

spec:

containers:

- image: nginx:1.17
name: nginx-container
resources:

limits:
memory: 64Mi
volumeMounts:
- mountPath: /cache
name: cache-volume
volumes:

- name: cache-volume

emptyDir:
medium: Memory
sizeLimit: 128Mi



Storage API

v =B
v hostPath

® hostPathe FHUE[A LEHS| S = AHO|HO| OjE5t= =222

® emptyDirdl CHEA S AEO| Qo] g O2EY £ V| MZ0| AFEE Ml 24
Eo| o{H 9 S ArELX| X|Halof &

® type= Directory/DirectoryOrCreate/File/Socket/BlockDevice = MEiE =

® DirectoryOrCreate®} Directory2| X}0|= C|HEE|7} EX|SHX| 2 4% M-t 7
Sot=X| 20 A=

o HOMYO| O|RZ QHHSIA| 2 ZHO[H7 H2EE 4= AL B2 AFESHA| & AS
2 &}
—_ O

® HOY hostPathE AFEE = Ble FHUYE|LS &EE UZ

Opt

=

' b hostPath

i
SAE E8S TH|0|H ClA3 FHof ofE

R L i

FHUEIA L& FHUEIA kC



Storage API

> =25
v hostPath
® hostPath EE2 O E
¢ 2|4 OfLHAE: sample-hostpath.yaml

apiVersion: v1
kind: Pod
metadata:
name: sample-hostpath
spec:
containers:
- image: nginx:1.17
name: nginx-container
volumeMounts:
- mountPath: /srv
name: hostpath-sample
volumes:
- name: hostpath-sample
hostPath:
path: /etc
type: DirectoryOrCreate



Storage API

O ==
W =5

v" hostPath
® hostPath 2EE2 Df-ﬁ-E
& |22 MM kubectl apply -f sample-hostpath.yaml

€ Host OS O|'3||7(| 20l kubectl exec -it sample-hostpath -- cat /srv/os-release |
grep PRETTY_NAME

PRETTY_NAME="Debian GNU/Linux 10 (buster)"

& 7H|O|LH OS O|0|X| =+Ql: kubectl exec -it sample-hostpath -- cat /etc/os-
release | grep PRETTY_NAME

PRETTY_NAME="Debian GNU/Linux 10 (buster)"



Storage API

o ==
* ==
v downwardAPI: downwardAPIE= OtE HE §2 DY 2 HiX|sHY| 3t ¢l
® downwardAP| AtE
& 2|4 OfLHAE: sample-downward-api.yaml

apiVersion: v1
kind: Pod
metadata:

name: sample-downward-api

spec:

containers:

- name: nginx-container
image: nginx:1.17
volumeMounts:

- name: downward-api-volume
mountPath: /srv



Storage API

o ==
* =&
v' downwardAPl: downwardAPI= ItE HE S& Ot Z HiX|517| et E2{19
® downwardAPI AFE
& 2|2 OfL|H A E: sample-downward-api..yaml

volumes:
- name: downward-api-volume
downwardAPI:
items:
- path: "podname"
fieldRef:
fieldPath: metadata.name
- path: "cpu-request"”
resourceFieldRef:
containerName: nginx-container
resource: requests.cpu

& 2|22 HM: kubectl apply -f sample-downward-api.yam|
& ItE HHE 20l kubectl exec -it sample-downward-api -- Is /srv
cpu-request podname



Storage API

0:0 EE
v projectd: A|3 /70| 1M /downwardAPl/serviceAccountToken| 2& O+ EE dtLtO| L
HAEZ|0f SEcts SRR AR 2IF 2t O OY 27 0t S StLte| Ol E
Al
Iod =

2| Of HiX|St2 A
® projectd AtE
& 2|AA OfjLHAE: sample-projected.yaml

apiVersion: v1

kind: Pod
metadata:

name: sample-projected

spec:

containers:

- name: nginx-container
image: nginx:1.17
volumeMounts:

- name: projected-volume
mountPath: /srv

B AME



Storage API

0 %%
V' projectd
® projectd AtE
& 2|AA OfLHAE: sample-projected.yaml

volumes:
- name: projected-volume
projected:
sources:
- secret:
name: sample-db-auth
items:
- key: username
path: secret/username.txt
- configMap:
name: sample-configmap
items:
- key: nginx.conf
path: configmap/nginx.conf
- downwardAPI:
items:
- path: "podname"”
fieldRef:
fieldPath: metadata.name



Storage API

o =5
V' projectd
® projectd AtE
& 2|2 MY kubectl apply -f sample-projected.yaml
& /srv O EE| 22l kubectl exec -it sample-projected -- Is /srv
& /srv/configmap CIE E2| =2l: kubectl exec -it sample-projected -- Is
/srv/configmap

& /srv/secret C|BE 2| 2Ol kubectl exec -it sample-projected -- Is /srv/secret
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Storage API

v 97 25
v B8
® GCE Persistent Disk
® AWS Elastic Block Store
® Azure File
® NFS(Network File System)
® iSCSI(Internet Small Computer Systems Interface)
® Ceph(RBD, CephFS, XM|CH @ EAA EA AEZ|X] A|AH)
® OpenStack Cinder(QEAE S22 E 2HFo| =5 AEL|X])
® GlusterFS(=4t I A|AEIO| oF BF)
°

Container Storage Interface
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=
<> %:FL %E

v Container Storage Interface

Container Storage Interface(csi)= =25 S50t S2{1Q0|H ZHEH O[] AAELO|
M AR AEZ|X| A|ARIES AZSH= QI O[A

P
7| Z0= —:rLHMIEI*OﬂH ZZHO|HE S 1210] R E| AKX O] Y2 ST =
ZHO|H S| =& 2T YH0|ET U FHUE|A AHH = t_'47"0H0|E A7
W& 217t OWEIH Lt AHESHA| ‘3+ d 24 ZEE FHUE[A Kb =
=X7F A M= BHSHT A

CSl
CSIE ArESHH, FHUE|AFH %%ﬂ | CSI QI H|O|A~F Soff Cheet Z2H0|H
2 AR & 9lS

| S
=
FL—
[

o
__I_I.

kubernetes
GCE Persistent Disk
_ CSl Driver o
Container Storage Interface
In—tree Plugin
AWS Elastic Block Store AWS
CSl Driver
GCE Persi i
ersastent'Dlsk > GCP
In—tree Plugin
AWS Elastic Block Store > AWS

In—tree Plugin
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=
X %:FL %E

v ZHO|H AEE|X|Q] SE (PV/PV(Q)

StorageClass: 22| X7t O] A|AEI2 Ceph(E£ iSCSI)E AMHESHH CSI E20|H & O]
Z0|Ct 2t Ho|

PersistentVolumeClaim (PVC): 7 X7} "Lt 10GB SIELC|AAZF EQd2tn 2H
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FHO| & E2| 4d: mkdir -p /home/user/data
Of L A E 2 pv.yaml

apiVersion: v1

kind: PersistentVolume
metadata:

name: local-pv
spec:

capacity:
storage: 5Gi
accessModes:

- ReadWriteOnce

persistentVolumeReclaimPolicy: Retain # LtE7t AK|Z|Of = O O|E FX|
storageClassName: manual
hostPath:

path: "/home/user/data" # &K T AE HFEHS| 4=
o A2 MA: kubectl apply -f pv.yaml

® 2|4 =0l kubectl get persistentvolumes
NAME

CAPACITY ACCESS MODES RECLAIM POLICY STATUS
CLAIM STORAGECLASS VOLUMEATTRIBUTESCLASS REASON AGE
local-pv  5Gi RWO Retain Available
<unset> 13s

manual



o
<C
)
(@)
O
-
O
d
Vg

=
=

¢ 0]

U gy o1k
= OF o
BT N R0
Obor X K
DI
g g
oy T omt
Bg W
0 W guop
op g O Fmo
s X K
Hu = S b ~
- = Mo = <]
gL W FnE
- < e ETTe)
2w mE
=2 o mnOF
S Rogp Hum
0 = H
< oS 80 n_|
ol == = K N B ._M
10 z% x_l N fon
K i oo jo 00
D ol <TRO =<0
MH ofl X o K o <
Hl n s o o=
KFEjo o i o o
Hokooo Tl T

ne(37 28 2

me(a3+ 28 S4le)

71 =k

S

o ES8QIX| & == go] XIF™




o
<C
)
(@)
O
-
O
d
Vg

T =50 7HE B

80

S+ =5 S

S EE

222 10GiB
30GiB

25t
15GiB

N 2SE

SEo|

SHX| = 7GiB

3GiB 21 77h2 80| 288

ALE




Storage API

X
o —
¢ T RE

ReadWriteOnce(RWO): £t = E 0| M Read/Write 7t5
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ReadOnlyMany(ROX): 0i2{ = =0{|A{ Read 75
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Reclaim Policy
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€ StorageClass

O] WE& PVC(Persistent Volume Claim)2f StorageClass& A &3t= 12|
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MEX| ®|S: 22| Xt} fast-ssd, slow-hdd2t= F 72| StorageClassE
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= gcePersistentDisk2| 4
gcePersistentDisk:
pdName: sample-gce-pv
fsType: ext4
= nfsQ| Z2
nfs:
SErver: XXX.XXX.XXX.XXX
path: /nfs/sample
DAE AFH

hostPath:
path: "/home/user/data" # &X| 2AE HFES| =
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Of L|H A E: pvcyaml

apiVersion: v1
kind: PersistentVolumeClaim
metadata:
name: local-pvc
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 5Gi
storageClassName: manual # PVQ| StorageClass2t & X|s|Of 2t

o A2 MA: kubectl apply -f pvc.yaml
o I =F 21¥ FE QI kubectl get persistentvolumeclaims local-pvc

NAME STATUS VOLUME  CAPACITY ACCESS MODES
STORAGECLASS VOLUMEATTRIBUTESCLASS AGE

local-pvc  Bound local-pv 5Gi RWO manual <unset>
32s
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ST+ =25 ZE =92l kubectl get persistentvolumes local-pv

NAME CAPACITY ACCESS MODES RECLAIM POLICY STATUS CLAIM
STORAGECLASS VOLUMEATTRIBUTESCLASS REASON AGE

local-pv  5Gi RWO Retain Bound default/local-pvc
manual <unset> 49m
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+ 37 =& 2t ¥
v OIEOM ALE
e O{L|HAE: pod.yaml
apiVersion: v1
kind: Pod
metadata:
name: local-pod
spec:
containers:
- name: nginx
image: nginx
volumeMounts:
- mountPath: "/usr/share/nginx/html" # ZiH|O|{ L& ORE Z=2
name: local-storage
volumes:
- name: local-storage
persistentVolumeClaim:
claimName: local-pvc # /0| A M43t pvC 0| &
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+ 37 =25 24 ¢
v IEO|AM AHE
o a2 MA: kubectl apply -f pod.yaml
e IE7I THSO0IT L& 29l kubectl get pods -o wide

NAME READY STATUS RESTARTS AGE IP NODE
NOMINATED NODE READINESS GATES

local-pod  1/1 Running 0 2m41s 10.244.1.17 worker2
<none> <none>

C7t ST oA IS MM sudo nano /home/user/data/test.txt

i,
® =0l kubectl exec -it local-pod -- cat /usr/share/nginx/html/test.txt



