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% Spring Boot tH?| HAE

|

v MysQL &

docker run --name mysql-container -e MYSQL_ROOT_PASSWORD=<password> -d -p
3306:3306 mysql:latest



% Spring Boot tH?| HAE

v' gradle 7|82 Spring Boot Project ‘g (Spring Boot DevTools, Lombok, Spring Web,
Spring Data JPA, H2 Database, MySQL Driver 2|Z&d F7})

v' build.gradle®f| A 2|Ed =0l

dependencies {
implementation 'org.springframework.boot:spring-boot-starter-web'
implementation 'org.springframework.boot:spring-boot-starter-data-jpa’

// Database
runtimeOnly 'com.h2database:h2’
runtimeOnly ‘com.mysql:mysql-connector-j'

// Lombok & DevTools

compileOnly 'org.projectlombok:lombok’

annotationProcessor 'org.projectlombok:lombok’
developmentOnly 'org.springframework.boot:spring-boot-devtools'

// Test (MockMvc, JUnit5, DataJpaTest & 2 HAE £ Z3h
testimplementation 'org.springframework.boot:spring-boot-starter-test'
testRuntimeOnly 'org.junit.platform;junit-platform-launcher’



% Spring Boot tH?| HAE
v build.gradle® A spring-framework H& =7

plugins {
id 'java'
id 'org.springframework.boot' version '3.4.3'
id 'io.spring.dependency-management' version '1.1.7'

}



o

% Spring Boot tH?| HAE

v src/main/resources/application.yml| T &t

server:
port: 9090

spring:
config:
activate:
on-profile: default

datasource:
driver-class-name: com.mysql.cj.jdbc.Driver
url:
jdbc:mysql://localhost:3306/mysql?allowPublicKeyRetrieval=true&useSSL=false&serverTim
ezone=Asia/Seoul&characterEncoding=UTF-8
username: root
password: wnddkd



o

% Spring Boot tH?| HAE

v src/main/resources/application.yml| Tt =t
jpa
open-in-view: true
hibernate:
ddl-auto: create
naming:
physical-strategy:
org.hibernate.boot.model.naming.PhysicalNamingStrategyStandardimpl
use-new-id-generator-mappings: false
show-sql: true
properties:
hibernate.format_sql: true
dialect: org.hibernate.dialect. MySQL8InnoDBDialect

logging:
level:
org.hibernate.SQL: debug



% Spring Boot tH?| HAE

v test/resources/application.ym| It =t
spring:
datasource:
# H2 2122 DB &7
url: jdbc:h2:mem:testdb;DB_CLOSE_DELAY=-1;,DB_CLOSE_ON_EXIT=FALSE
driver-class-name: org.h2.Driver
username: sa
password:
jpa:
# Hibernate/t DB S/ & A& 22 QASHA| 2 Iff Al (A 27%)
database-platform: org.hibernate.dialect.H2Dialect
hibernate:
ddl-auto: create-drop
show-sql: true
properties:
hibernate:
format_sql: true
# DialectFactory 2T 0217} X|£E B2 o2l 28 =82 + USLIC
dialect: org.hibernate.dialect.H2Dialect
# H2 = 5_5.: Al._g_ A-II-I (u.l_g_ Al)
h2:
console:
enabled: true
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% Spring Boot tH?| HAE
v Member E|O|Z& It Entity S22 7t

import lombok.Builder;

import lombok.Getter;

import lombok.NoArgsConstructor;
import jakarta.persistence.*;

@Getter

@Entity

@NoArgsConstructor

public class Member {
@Id
@GeneratedValue(strategy = GenerationType.IDENTITY)
private Long id;

@Column(nullable = false)
private String name;

@Column(nullable = false, unique = true)
private String email;

@Column(nullable = false)
private int age;



o

% Spring Boot tH?| HAE
v Entity 222 =7t

@Builder
public Member(String name, String email, int age) {
this.name = name;
this.email = email;
this.age = age;
}
}



o

% Spring Boot tH?| HAE
v HO|HH|0|A AEZ2 2Pt MemberRepository Q1E{H| O] A 7}
import org.springframework.data.jpa.repository.JpaRepository;

public interface MemberRepository extends JpaRepository<Member, Long> {

}



% Spring Boot tH?| HAE
v' Calculator 2242 =7t

import org.springframework.stereotype.Service;

@Service
public class Calculator {
public int sum(int a, int b) {
return a + b;

}



% Spring Boot tH?| HAE
v MemberService 2eliA F7}

import lombok.RequiredArgsConstructor;
import org.springframework.stereotype.Service;

@Service
@RequiredArgsConstructor
public class MemberService {
private final MemberRepository memberRepository;

void save() {
memberRepository.save(
Member.builder()
.age(1)
.email("email@email.com")
.name("name")
Jbuild()



o

% Spring Boot tH?| HAE

v MemberController 22|A AMA

import lombok.RequiredArgsConstructor;

import org.springframework.web.bind.annotation.RequestMapping;
import org.springframework.web.bind.annotation.RequestParam;
import org.springframework.web.bind.annotation.RestController;

@RestController
@RequiredArgsConstructor
class CalculatorController {

private final Calculator calculator;
private final MemberService memberService;

@RequestMapping("/")

String save() {
memberService.save();
return "Success”;

}

@RequestMapping("/health")
String health() {
return "OK";

}



% Spring Boot tH?| HAE

v MemberController 22|A AMA

@RequestMapping("/sum")
String sum(@RequestParam("a") Integer a,
@RequestParam("b") Integer b) {
return String.valueOf(calculator.sum(a, b));



% Spring Boot tH?| HAE
v’ test C|HEZ|0| Repository HIAEE Sl 2 (MemberRepositoryTest) =7}

import org.junitjupiter.api.Test;
import org.springframework.beans.factory.annotation.Autowired;
import org.springframework.boot.test.autoconfigure.jdbc.AutoConfigureTestDatabase;
import org.springframework.boot.test.autoconfigure.orm.jpa.DatalpaTest;
import org.springframework.test.context.ActiveProfiles;
import org.springframework.test.context.TestPropertySource;
@ActiveProfiles("test")
@DatalJpaTest
@AutoConfigureTestDatabase(replace = AutoConfigureTestDatabase.Replace.ANY)
class MemberRepositoryTest {
@Autowired
MemberRepository memberRepository;
@Test
void save() {
memberRepository.save(
Member.builder()
.age(1)
.email("email@email.com")
.name("name")
Jbuild()



% Spring Boot tH?| HAE

v test CIHE2|0| Calculator HHAE& 2|2 (CalculatorTest) &7t

import org.junitjupiter.api.Test;
import static org.junitjupiter.api.Assertions.assertEquals;

public class CalculatorTest {
private Calculator calculator = new Calculator();

@Test
public void testSum() {
assertEquals(5, calculator.sum(2, 3));

}
}



% Spring Boot tH?| HAE
v test C|MEZ|0| Controller HAEE Z2iA(ControllerTest) &7t

import org.junitjupiter.api.Test;

import org.springframework.beans.factory.annotation.Autowired;

import org.springframework.boot.test.autoconfigure.web.servlet. AutoConfigureMockMuvc;
import org.springframework.boot.test.context.SpringBootTest;

import org.springframework.http.MediaType;

import org.springframework.test.web.servlet. MockMvc;

import org.springframework.test.web.servlet.result. MockMvcResultHandlers;

import static org.springframework.test.web.servlet.request. MockMvcRequestBuilders.*;
import static org.springframework.test.web.servlet.result. MockMvcResultMatchers.*;



% Spring Boot tH?| HAE
v test C|HIEE|0| Controller HAEE A =7}

@SpringBootTest(webEnvironment = SpringBootTest. WebEnvironment.MOCK)
@AutoConfigureMockMvc
public class ControllerTest {
@Autowired
private MockMvc mockMvc;
@Test
public void testGetHotelByld() throws Exception {
mockMuvc.perform(post("/health")
.contentType(MediaType.APPLICATION_JSON))
.andExpect(status().isOk())
.andExpect(content().contentType("text/plain;charset=UTF-8"))
.andDo(MockMvcResultHandlers.print(System.out));
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% Spring Boot tH?| HAE

v OHAE B 2

® /gradlew compileJava
® /gradlew test



& WX Z2HEEZ github0f push



< Jenkins Pipeline ZEMEO|A T HAE

v AAYE =7}

pipeline {
agent any
stages {
stage('github clone’) {
steps {
git branch: 'main’, url: 'https://github.com/itstudy001/jenkinstest.git’
}
}



< Jenkins Pipeline ZEMEO|A T HAE

v AJRE X7}

stage("permission”){
steps{
sh "chmod +x ./gradlew"

}
}
stage("compile"){
steps{
sh "./gradlew compileJava"
}
}
stage("test"){
steps{
sh "./gradlew test"
}
}

}
}



Code Coverage
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Code Coverage

% JaCoCo Code Coverage
==
® build.gradle Tt0| Z2{Q1 7t
plugins {
id 'org.springframework.boot' version '2.6.1'
id 'io.spring.dependency-management' version '1.0.11.RELEASE'
id 'java'

id 'jacoco’



Code Coverage

% JaCoCo Code Coverage
==
® build.gradle Tt0f| M7 =7}
jacocoTestCoverageVerification{
violationRules{
rule{
limit{

20% O|&f O] OfOF &}

minimum = 0.2 /™A EH|AE FHHE2|X|7}



Code Coverage

% JaCoCo Code Coverage
voEE U s
o A

/gradlew test jacocoTestCoverageVerification

Jgradlew test jacocoTestReport



Code Coverage

% JaCoCo Code Coverage

v OAY Y 4
o Zi 20l
Z 2 M E 9| puild/reports/jacoco/test/html/index.html
calculator
Element Missed Instructions + Cov.~ Missed Branches Cov.~ Missed = Cxty: Missed Lines: Missed = Methods~ Missed Classes
3 com.leszko.calculator 57% n/a 9 23 6 29 9 23 0 6
Total 53 0f 126 57% 00of0 n/a 9 23 B 29 9 23 0 6



Code Coverage

% JaCoCo Code Coverage

v ZisiY

® (lass Coverage

*
*
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® Method Coverage
& HACTL XA 18 0|4 S & EUEX|E 7|ZQE HHE|X|S At

¢ 02t ROl 2E AETJ A EJA=X|= TEF 7[00 K2
€ Method Coverage(%) = (A E HAEQ 5=/ FH| H2AE2] =) x 100
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Code Coverage

% JaCoCo Code Coverage
v AL 5N
® Branch Coverage
& o~ FC U 27]2(f, Switch )0 s HAEQ| 4l SEO0] OfEA E=X|
Mt A
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Code Coverage

% JaCoCo Code Coverage
v AL 5N
® Complexity by Type

& JaCoCo Z|ZE0| Cxty(Complexity by Type) ZE7} Q=0 Cxtye 2
CE LIEI = ojE 2

¢ ZiAL; QIHIO|AQF H2 AE
22 & (Cyclomatic Complexity)E Of2
€ v(G) = B(the number of branches) - D(the number of decision points) + 1

» B(the number of branches): the number of possible paths through the
code.

[
1o
il

2|_

= D(the number of decision points): 2=

= I 22 (for, while,
do-while)lt Z0| MOz &2 Z¥st= ZE == 2|0



Code Coverage
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v B UA HAE REJHE UL L2 MWDE WIS AN ASSH=L £20] &
SO ZE AWK KOB HAE EX| @2 BEOIN BT By 4 U

v R B M B8 DOt HAERD B} ZACHA EO2 RSl Py I Al
40| £07

IT O

v SXE4 804 DE W ARYO 48 HIAE BES S HO| H 4|YE

v ONE MY SRR BB AT M2 TS5 FIFHEE A0k AlZ0| &
015



Code Coverage
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® SonarQube
® Checkstyle
® SpotBugs

® PMD

® FindSecBugs



SonarQube

% SonarQube
v https://www.sonarqube.org/
v Continuous Integration + Analysis
® Code Quality Assurance tool -> Issues + Defect + Code Complexity
® Detect Bugs & Vulnerabilities
® Track Code Smells
® (Code Quality Metrics & History

v 17 languages X|&: Java, C#, JavaScript, TypeScript, CloudFormation, Terraform, Kotlin,
Ruby, Go, Scala, Flex, Python, PHP, HTML, CSS, XML, VB.NET &

Cl/CD integration
v Extensible, with 50+ community pluginsns

<\



SonarQube

o AE-le

v’ https://www.sonarqube.org/downloads/

g))) Sonqr Solutions Products Resources Company Q
N SonarQube

& server

Deploy What's new Why upgrade Docs Download Pricing

SonarQube Server Version 10.8 | Released December 2024

Community Build

Free and open source for
productivity & code quality

Download for free

Release 24.12 includes:

& Static code analysis for 21
languages and
frameworks: Java, C#,
JavaScript, TypeScript,
CloudFormation,
Terraform, Docker,
Kubernetes/Helm Charts,
Kotlin, Ruby, Go, Scala,
Flex, Python, PHP, HTML,
CSS, XML, VB.NET,
Ansible, and Azure
Resource Manager

Developer Edition

Essential capabilities for

small teams & businesses

Community Build, plus:

& Additional languages: C,
C++, Obj-C, Dart/Flutter,
Swift, ABAP, T-SQL and
PL/SQL

Al Code Assurance (O
Al CodeFix (early access)

AutoConfig for C and C++
projects

@ Taint analysis with deeper

Enterprise Edition

Designed to meet

Enterprise requirements

Developer Edition, plus:

& Additional languages:
Apex, COBOL, JCL, PL/I,
RPG and VB6

@ Unlimited integrations
with DevOps platforms

& Security engine custom
configuration for more
powerful taint analysis

& Custom rules to detect
private secret patterns

Data Center Edition

For high availability,
scalability, & performance

Enterprise edition, plus:

& Autoscalingina
Kubernetes cluster

Component redundancy
Data resiliency

Horizontal scalability

e 0 0 o

High performance under
extreme load

Standard commercial

o


https://www.sonarqube.org/downloads/

SonarQube

* 2%
v EHE 0|8¢t X
® Apple Silicon(M1) ChipO| OF A2
docker run --rm -p 9000:9000 --name sonarqube sonarqube
® Apple Silicon(M1) Chip2| 4<%

docker run --rm -p 9000:9000 --name sonarqube sonarqube:lts-community



SonarQube

o A%
v localhost:9000 22 H=%
® 2 admin 0|1 HIZHZ & admin

Log In to SonarQube

admin

| Log in I Cancel




SonarQube

o *E'l X|

v localhost:9000 22 H=%

Update your password

This account should not use the default password.

Enter a new password

All fields marked with * are required

Old Password *
New Password *

Confirm Password *



SonarQube

% SonarQube Token 2fsH

ality Profiles  Qua : Administration (200 Q. Search for projects... “

© You're running a version of SonarQube that is past end of life. Please upgrade to a supported version immediately. Administrator
My Account
Log out

How do you want to create your project?

Do you want to benefit from all of SonarQube's features (like repository import and Pull Request decoration)? Create your project from your favorite DevOps platform.
First, you need to set up a DevOps platform configuration.

3 0 0O ¥

From Azure DevOps From Bitbucket From GitHub From GitLab

Set up global configuration Set up global configuration Set up global configuration Set up global configuration



SonarQube

< SonarQube Token 23
squ_3e12a0eb662e0bf3b8c5ad9e8cd236a38c7c3f67

A Administrator Profile ~ Security  Notifications  Projects

Tokens

If you want to enforce security by not providing credentials of a real SonarQube user to run your code scan or to invoke web
services, you can provide a User Token as a replacement of the user login. This will increase the security of your installation by
not letting your analysis user's password going through your network.

Generate Tokens

sonar-token User Token v ’

Name Type Project Last use Created

No tokens



SonarQube

% Gradle ZEMEQ XM
v" build.gradle It 0| E2{12 HX|
plugins {
id 'org.springframework.boot' version '2.6.1'
id 'io.spring.dependency-management' version '1.0.11.RELEASE'
id 'java'
id("org.sonarqube") version "7.2.3.7755"



SonarQube

% Gradle ZIZMEQ) ML
v A =

J/gradlew clean build

/gradlew sonar -Dsonar.host.url=http://localhost:9000 -
Dsonar.login=squ_b5ab8f5f235afedf6896b48280ecaea9aal75e6¢



SonarQube

% Gradle ZIZMEQ) ML

v ZA1t gol

Q. Search by project name or key ©

1 projects Perspective: Overall Status v Sortby: Name v |z
¢ calculator Last analysis: 4 minutes ago
¥¢ Bugs @ Vulnerabilities Q@ Hotspots Reviewed & Code Smells Coverage Duplications ~ Lines

0@ 0@ 00% @ 1Q 0%Q 0% () 32 e

1 of 1 shown



SonarQube

« Bad Code
v Controller Code =%

import org.slf4j.Logger;
import org.slf4j.LoggerFactory;

@RestController

class MemberController {
@Autowired
private Calculator calculator;

private final Logger logger = LoggerFactory.getLogger(MemberController.class);

@RequestMapping("/sum")
String sum(@RequestParam("a") Integer a,
@RequestParam("b") Integer b) {
System.out.printin("a: " + a + " b: " + b);
return String.valueOf(calculator.sum(a, b));



SonarQube

« Bad Code
v A Y

J/gradlew clean build

/gradlew sonar -Dsonar.host.url=http://localhost:9000 -
Dsonar.login=squ_b5ab8f5f235afedf6896b48280ecaea9aal75e6¢



« Bad Code
v Z1} 2ol

—/ L=

Q. Search by project name or key

1 projects

17 calculator

¥¥ Bugs

@ 0

£ Vulnerabilities

SonarQube

@ Hotspots Reviewed

0.0% @

Perspective:  Overall Status ~  Sortby:

@ Code Smells

3Q

1 of 1 shown

Last analysis: 3 minutes ago

Coverage

00% O

Duplications

0.0% O

Conre -

Name v |z

Lines

36 @ Java



SonarQube

« Bad Code
v Z1} 2ol

—/ L=

QUALITY GATE STATUS MEASURES

Some Quality Gate conditions on New
N od Overall
(1] Code were ignored because of the small rew Code iR Coce
number of New Lines Since December 26, ...
Started 14 minutes ago

Failed

1 conditions failed O ¥¢ New Bugs Reliabiity ()
On New Code
Maintainability Rating on New Code is O & New Vulnerabilities Security t:’
worse than A

Fix issues before they fail your Quality Gate with
SonarLint& in your IDE. Power up with
connected mode!

O @ New Security Hotspots —  Reviewed Security Review o

‘] 5 M Added Debt 2 @ New Code Smells Maintainability



SonarQube

« Bad Code
v Z1} 2ol

—/ L=

Overview Issues Security Hotspots Measures Code  Activity

(e I 0

Filters 2 srer.. /java/com/leszko/calculator/CalculatorController java

Project Settings v  i= Project Information

1/3issues 25min effort

Remove this unused "logger" private field. ©

Sminutesago~ L14 % T~

YRS @ Code Smell + @ Major v (O Open ~ Not assigned v 5min effort Comment W unused v
¥¥ Bug 0

B Vulnerability 0 Replace this use of System.out or System.err by a logger. 9minutesagov L19 % T~
@& Code Smell 3 @ Code Smell v @ Major v (O Open ~ Not assigned ~ 10min effort Comment @ bad-practice, cert, owasp-a3 v
v Severity [¢] sre/../java/com/leszko/calculator/CalculatorApplicationTests.java

S} Btk L Sy L Add at least one assertion to this test case. 2daysago~ L10 % T~
& Critical 0 © Info 0 @ Code Smell » @ Blocker v (O Open~ Not assigned v 10min effort Comment @ junit, tests v
@ Major 2

3 of 3 shown



SonarQube

« Bad Code
v Controller Code =%

@RestController

class CalculatorController {
@Autowired
private Calculator calculator;

private final Logger logger = LoggerFactory.getLogger(CalculatorController.class);

@RequestMapping("/sum")
String sum(@RequestParam("a") Integer a,
@RequestParam("b") Integer b) {
logger.debug(“a: {}, b: {}", a, b);
return String.valueOf(calculator.sum(a, b));
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J/gradlew clean build

./gradlew sonarqube -Dsonar.host.url=http://localhost:9000 -
Dsonar.login=squ_6a9c9f99fbe267f395a7b3533b32d82a04536210
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Dashboard Jenkins 22/ Plugins

L Plugins [ Q sonarqube Scanner ] ¢

E @ Updates () Install ~ Name ¥ Released

@] Available plugins

SonarQube Scanner 2.17.3

o

5‘} Installed plugins External Site/Tool Integrations  Build Reports 1mo 7 days ago

This plugin allows an easy integration of SonarQube, the open source platform for Continuous Inspection of code quality.
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New credentials
Kind

Secret text v

Scope ?

Global (Jenkins, nodes, items, all child items, etc) v

Secret

[ sonarqube-\oked ]

Description 7
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"Containers": {
"10de896a537b80c551466d6fd11c084c29c70a251bee46064a576d8ac6b96416":

{

"Name": "sonarqube”,

"EndpointID":
"4d230fa351494f51d77d88569d39c96¢1179848ecba764c9f91be803d6045376",

"MacAddress": "02:42:ac:11:00:03",

"IPv4Address": "172.17.0.3/16",

"IPv6Address": ""

b

"89b2614399fd6b017a8c6d2190487b1298e032f2ceed52c55a6d1cdb9db1887d": {
"Name": "jenkins-server",
"EndpointID":
"dfbf57d5392a4¢c3237c289c67facbba89c353f1ffc791f5ba52fb5d0f2e62dd3",
"MacAddress": "02:42:ac:11:00:02",
"IPv4Address": "172.17.0.2/16",
"IPv6Address": ""
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SonarQube servers

If checked, job administrators will be able to inject a SonarQube server configuration as environment variables in the build.

Environment variables

SonarQube installations

List of SonarQube installations

Name

SonarQube-server

Server URL
Default is http:/flocalhost:9000

http:/172.17.0.3:9000

Server authentication token

SonarQube authentication token. Mandatory when anonymous access is disabled.

sonarqube-token v

+ Add
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pipeline {
agent any
environment {
SONAR_HOST_URL = 'http://172.16.0.3:9000'
SONAR_LOGIN = credentials('Sonarqube')

}

stages {
stage('github clone') {
steps {
git branch: 'main’, url: 'https://github.com/itstudy001/jenkinstest.git’
}
}
stage("permission"){
steps{
sh "chmod +x ./gradlew"
}
}
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stage("compile"){

steps{
sh "./gradlew compileJava"
}
}
stage("test"){
steps{
sh "./gradlew test"
}

}

stage("Sonarqube"){
steps{
withSonarQubeEnv('Sonarqube-Server') {
sh " ./gradlew sonar -Dsonar.host.url=$SONAR_HOST_URL -
Dsonar.login=$SONAR_LOGIN"
}
}
}



