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Git Hub Action

% Git Hub Action &A™
v Z|28Qe X

name: Node,js Cl
on:
push:
branches: [ main ]
pull_request:
branches: [ main ]
jobs:
build:
runs-on: ubuntu-latest
steps:
- uses: actions/checkout@v?2
- name: Use Node.js ${{ matrix.node-version }}
uses: actions/setup-node@v1
with:
node-version: ${{ matrix.node-version }}
- run: npm ci
- run: npm run build --if-present
- run: npm test
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% Git Hub Action 278
v 71282 =
® name: Sf|T HYIAEE2 0|52 FA
o on RIAEEE HHAZ OHIEZ TA
¢ TC |:|17=| o||:|-||E

==
o TT

- push: ZEE EFAMS M(EF EHX|LL EfT, B2 X|H 7I5)

 pull_request: PRO| -dE[AHLt HHO|ELYUS Wf

 pull_request_target: PRO| MM O MAEZ|X|CH 7|2 KA Z4H|
AEOA HAE| 0 Hoto] ERoh 20| AtE

« create / delete: EZHX|L} Ef 7} -G E[AHLE APH L S O

= OfA
on:
push:
branches: [ "main”,
paths:
- 'src/**!

pull_request:
types: [opened, reopened]

develop" ]
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% Git Hub Action &A™
v Z|28Qe X

o on YIB2ES MWAIZL O[HEE HA

- workflow_dispatch: GitHub & UIO|Al Run workflow HHEZ =2 &

T Ade M AL (REU 28 7ts)

« repository_dispatch: 2|2 ¥O[Lt MH O GitHub APIE 2 =50
HIAEZE M2 I ALE

« workflow_call: CtE I EZ0|A] O] Y AZE2E T AIE(Reusable
Workflows)& [ At

& 27|ZE2 (Scheduled events)

= EF A FU|Hez A5t oS [ AFE
= schedule: POSIX cron 22 AMESH A|Zt2 K|
on:
schedule:

-cron:'0 0 *** # O XpEHO Al
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% Git Hub Action A%
v 7|2FQ2 Ax

& GitHub 2t 2 Lrger &
. =E
o Tr

« issues: O|ff7t B4, =4, AN U2 Y
 issue_comment: O|fFL} PRO|| Gi=0| HXZ If

« release: E2|A(Release)’t B E|HLE HE L US )
«  watch: F77I M0 StarE =32 M S

push , pull request

workflow _dispatch ,
repository_dispatch

schedule

issues , release, label O 22|, B = XS5t
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Git Hub Action

< Git Hub Action &

v # X Git Hub Action2 37H H’é*ioﬂﬁ TR AEY = A= HSM HE20M= &
A AIZE 7=z 2 200027 = RER AMEE = U=
https://docs.github.com/ko/billing/concepts/product-billing/github-actions

v Git Hub ActionZ AH&3t7| A Circle C, GitLab Cl, Jenkins &1t Z& Ct2 =& AL S}0]
T3 ZEQ HAE, YE HIE WHE S ArsE E2 = Git Hub Action 41 I O] X| 0
M H&st= EI|-O|:I_E1|O|N| 7}0|EE Sl

® https://docs.github.com/ko/actions/tutorials/migrate-to-github-actions/manual-
migrations/migrate-from-jenkins

® https://docs.github.com/ko/actions/tutorials/migrate-to-github-actions/manual-
migrations/migrate-from-circleci

® https://docs.github.com/ko/actions/tutorials/migrate-to-github-actions/manual-
migrations/migrate-from-gitlab-cicd
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Git Hub Action

< Git Hub Action &

v 7|2 822 {7 Repository ‘M (githubaction-sample)

v =7 Repository ‘d‘d(githubaction-sample)

v Lo melg oHE D A Repositoryd| push
® git init
® (it add.
® git commit -m "git-action-ready"
® git remote add origin https://github.com/itstudy001/githubaction-sample.qgit
® git push origin main

v A2 Repository 22l
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< Git Hub Action M=
v 2Z Repository0 .github/workflows C|HE2|E 4/ d35t0 1 20 yam| T2 Tr=1 &}
A

# 1. Workflow2| 0|2 (GitHub Actions TH0{| EA|=E)
name: Basic Cl Example

#2. Q0K O| RIAEERE HHLX| Z2H (Trigger)
on:
push:
branches: [ "main" ] # main BranchO®| ZE7} push& I} A&
pull_request:
branches: [ "main" ] # main Branch2 PRO| MM &l [ AlH
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< Git Hub Action M=
v 2Z Repository0 .github/workflows C|HE2|E 4/ d35t0 1 20 yam| T2 Tr=1 &}
A

# 3. dde 2 UE (Jobs)
jobs:
build:
# AIoH g|-7o=| (7|—AI- |:|-|A| OS)
runs-on: ubuntu-latest
# M THA (Steps)
steps:
# (1) NE20| AEE 7t AL E 7k 7| (Check out)
- name: Checkout repository code
uses: actions/checkout@v4
# (2) <3O HA|X] =&}
- name: Run a one-line script
run: echo "Hello, GitHub Actions! 243 47d0| 2Qt2 A& L|CH"
# (3) oo X[ 3 MM =2l (Action &-8)
- name: Set up Python
uses: actions/setup-python@v5
with:
python-version: '3.10'
- name: Display Python version
run: python --version
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< Git Hub Action &
v 8l RepositoryZ push
® (it add .
® git commit -m "git-action-ready"
® git push origin main
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Git Hub Action

% Git Hub Action ¥Z

v A2 Repository 29I

3 Projects [0 wiki @ Security [~ Insights &3 Settings
All workflows Q Filter workflow runs
Showing runs from all workflows
1 workflow run Event v  Status v Branch v  Actor v

@ git-action-write wain & now
Basic Cl Example #1: Commit be64981 pushed by itstudy001 @ 8s
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% Git Hub Action ¥Z

v A2 Repository 29I

Triggered via push 2 minutes ago Status Total duration Artifacts

11 itstudy001 pushed -o- be64981 main Success 8s -

gitactionyaml

on: push

@ build 4s

e
5 =+

Annotations
1 warning

A build
Node.js 20 actions are deprecated. The following actions are running on Node.js 20 and may not work as expected: actions/checkout@v4, actions/setup-python..
Show more
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Git Hub Action

% Git Hub Action ¥Z

v A2 Repository 29I

build

A ) Q_ Search logs
succeeded 2 minutes ago in 4s

O
&

v @ Setupjob 0s

Current runner version: '2.332.0'
2 »Runner Image Provisioner
9 »Operating System
13 »Runner Image
18 » GITHUB_TOKEN Permissions
22 Secret source: Actions
23 Prepare workflow directory
24 Prepare all required actions
25 Getting action download info
26 Download action repository 'actions/checkout@v4' (SHA:34e114876b0b11c390a56381ad16ebd13914f8d5)
27 Download action repository 'actions/setup-python@v5' (SHA:a26af69be951a213d495a4c3e4e4022e16d87065)
28 Complete job name: build

Checkout repository code 1s
Run a one-line script 0s

Set up Python 0s

Post Set up Python 0s

Post Checkout repository code 1s

(]
(]
©
> @ Display Python version 0s
(]
o
o

Complete job 0s
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< node HIAE Z2HEZ jit hub action 2 A3H

=
=
M- nodetest

g
v A2 Repository 24-d
v LE T2HE M

® nodetest L[EED| 4d

nodetest C|HME2| 2 HXY C|HEL| HY
npm init
HIAE 1{7|X| HX|: npm install mocha
test.specjs IS A5t 2

describe('Default Test Set’, () => {

it('test1 should be passed’, () => {
console.log('test1 passed’)
}

it('test2 should be passed’, () => {
console.log('test2 passed’)

)
)
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TZMEE git hub action@ 2 A

o A /node_modules/.bin/mocha test.spec.s

Default Test Set

test1 passed
test1 should be passed

test2 passed
test2 should be passed

2 passing (2ms)
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Git Hub Action

K|
v LE Z2HNHE
® packagejson TFYO| scripts & =7
"scripts”: {
"test": "./node_modules/.bin/mocha test.spec.js",
"start": "node ./bin/www"
b
® npm testZ A
Default Test Set
test1 passed
test1 should be passed

test2 passed
test2 should be passed

2 passing (2ms)
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Git Hub Action

% node HHAE ZZMEZ gijt hub action2 2 A3
v Git HubO| ZENME %*EE
® _gitignore It Hd = &
node_modules/
git add .
git commit -m "nodetest"
git remote add origin https://github.com/itstudy001/nodetest.git

git push origin main
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Git Hub Action

< node HAE ZT2HMEZ git hub action2 2 A3
v Git HubO|| Actions E10{| Al Workflow Lt F=7}5t0 &
name: Node js Cl

on:
push:
branches: [main]
pull_request:
branches: [main]
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Git Hub Action

< node HAE Z2HMEZ git hub action2E &
v Git HubOl| Actions E10|| Al Workflow I} E F=7}8t0 =AM
jobs:
build:
runs-on: ubuntu-latest

strategy:
matrix:
node-version: [20.x]

steps:
- uses: actions/checkout@v4

- name: Use Node.js ${{ matrix.node-version }}
uses: actions/setup-node@v4
with:
node-version: ${{ matrix.node-version }}

- run: npm install

- run: npm run build --if-present
- run: npm test
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Git Hub Action

git hub action@ 2 A3

Set up job

Run actions/checkout@v2

Use Node.js 14.x

Run npm install

Run npm run build --if-present
Run npm test

» Run npm test

> nodetest@l.0.0 test /home/runner/work/nodetest/nodetest
> mocha test.spec.js

Default Test Set
testl 43
v testl should be passed
test2 43

v test2 should be passed

2 passing (6ms)
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% pytest

v pytest HHO{= 0| 50| test_ E A|ZSt= BE IIYS EESHD test 2 AXE= BE g
£ Hdst= 7| x|
v HAE ZE A/Mo| A
o [|HZ AlZtE Y
o TCE XS/ ™O[Lt ZESIHAM ZEO| CH 42i5HA Bt=
o MBFH =880 ZEE Ad
o ZANEME
o HiZE RSIAH RX[St= O =20| &
v AX|: pip install pytest
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Git Hub Action

% pytest
v’ test_sample.py It 2 D=0 2
def test_true():
assert True
v pytest =

platform darwin -- Python 3.11.4, pytest-7.4.0, pluggy-1.0.0

rootdir: /Users/adam/Documents/lecture/DevOps/git/Practice/pythontesting
plugins: anyio-3.5.0

collected 1 item

test_sample.py .
[100%]

= 1 passed in 0.00s =
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Git Hub Action

% pytest
v’ test_sample.py It¥Z =5t &
def test_false():
assert False
v pytest =
================================== test_false
def test_false():
> assert False
E assert False

test_sample.py:2: AssertionError
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Git Hub Action

% pytest
v H2E A4
o Ol HAEES Jddd 5= fl= ER S HIAES HdHE &
® pytestskip() &T= ALE

A Ol©S
T ADO

® pytestmark.skip OIZ2|0|H & HAE &8 T2 Y =0 HAEZ &4 YT
O{OF & [f AHE
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Git Hub Action

% pytest

v test_sample.py It 2 =1 2

import pytest

try:
import mylib
except ImportError:
mylib = None

@pytest.mark.skip("Do not run this")
def test_fail():
assert False

@pytest.mark.skipif(mylib is None, reason="mylib is not available")
def test_mylib():
assert mylib.foobar() == 42

def test_skip_at_runtime():

if True:
pytest.skip("Finally | don't want to run it")
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Git Hub Action

% pytest

platform darwin -- Python 3.11.4, pytest-7.4.0, pluggy-1.0.0

rootdir: /Users/adam/Documents/lecture/DevOps/git/Practice/pythontesting
plugins: anyio-3.5.0

collected 3 items

test_sample.py sss
[100%]
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Git Hub Action

< python Z2HMEZ git hub action® S5l Docker HubZ H{ =
v Mongo DB ZAE|O|L{ &2
® docker run --name mongodb -v ~/data:/data/db -d -p 27017:27017 mongo
® bash shell ©=5: docker exec -it mongodb bash

.I

— =

A A
o O
python 7r&f &t dd & 43t

€ python -m venv .venv

[El

u
12 0
Im O
i
-0

Ot

M

(g1

Hm
n

0

€ .venvWScriptstactivate tE= source .venv/bin/activate
o If7|X| 2X|

@ pip install flask

@ pip install requests

€ pip install beautifulsoup4

€ pip install pymongo

@ pip install pytest
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Git Hub Action

< python Z2HMEZ git hub action® S5l Docker HubZ H{ =
v ZZHE app.py TS 75t 2

from flask import Flask, render_template, jsonify, request
app = Flask(_name_)

from pymongo import MongoClient

client = MongoClient('mongo’, 27017)

db = client.dbsparta

## HTMLE T= £&
@app.route('/")
def home():
return render_template('index.html")

if _name__ =="' _main_"
app.run('0.0.0.0', port=5000, debug=True)
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Git Hub Action

< python Z2HMEZ git hub action® S5l Docker HubZ H{ =
v HME A3 - python app.py
v L X0 M localhost:5000 H &

L=
oHy

TemplateNotFound

jinja2.exceptions.TemplateNotFound: index.html

Traceback (most recent call last)

File "/L Do ture/DevOps/git/Practict py 9/site-packag py' line 1478, in __call__

return self.wsgi_app(environ, start_response)

File /L Doc ture/DevOps/git/Practic ib/python3.9/site-packag pp.py’, line 1458, inwsgi_app

response = self.handle_exception(e)

File /L ture/DevOps/git/Practic python3.9/site-pac] py’,line 7455, in wsgi_app

response = self.full dispatch_request()

File /L Doc ture/DevOps/git/ tic Py 9/site-paci py", line 869, in full_dispatch_request

[

rv = self.handle_user_exception(e)

File */Users/adam/ ture/DevOps/git/Practic python3.9/site-pacl pp.py, line 867,in full_dispatch_request

rv = self.dispatch_request()

File /L ture/DevOps/git/Practic python3.9/site-pac} py’ line 852 in dispatch_request

return self.ensure_sync(self.view_functions[rule.endpoint])(**view_args)

File */L Doc ture/DevOps/g tic .py’, line 74, in home

return render_template('index.html')

el

File */u: Doct ture/DevOps/git/Practice ib/py 9/site-pacl ', line 151, in render_template

template = app.jinja_env.get_or_select_template(template_name_or_list)

File "/L Doci ture/DevOps/git/Practics Py 9/site-pac .py’, line 7087, in get_or_select_template

return self.get_template(template_name_or_list, parent, globals)

File /L Doc ture/DevOps/gi tic ib/py 9/site-pac .py', line 1010, in get_template

return self._load_template(name, globals)

File /L ture/DevOps/git/Practic python3,9/site-pac by, line 969, in _load_template

template = self.loader.load(self, name, self.make_globals(globals))

File "/L Doc ture/DevOl tic 9/site-pacl loaders.ov". line 726.in load
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< python Z2HMEZ git hub action® S5l Docker HubZ H{ =
v ZZHEQ templates C[HEZ|E TS indexhtml T+HS %d

<IDOCTYPE html>

<html>

<head>

<meta charset="UTF-8">
<title>index.html</title>

</head>

<body>

<h3> Flask Web Application</h3>
</body>

</html>
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< python Z2HMEZ git hub action® S5l Docker HubZ H{ =
v HERRXOoAM Mz DA

€ 9 C () locahost5000 SEAhY 648 ﬂ@

B ey B3 fgocenc 5 oE B8 45 BN B toend B3 R EJCOBHOA £ bigdeta £ 2305 B 2 G5 webtontend M Gmal @ Yoube BIAE Q38 G o AT

Flask Web Application
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Git Hub Action

< python ZEMEZ gijt hub action2 &3l Docker HubZ H{ I
v utils.py TFYS MMEtD TR a4 T

Import requests
from bs4 import BeautifulSoup

def get_movie_info(url_receive):
headers = {
'‘User-Agent": '‘Mozilla/5.0 (Windows NT 10.0; Win64; x64)AppleWebKit/537.36

(KHTML, like Gecko) Chrome/73.0.3683.86 Safari/537.36'}
data = requests.get(url_receive, headers=headers)

soup = BeautifulSoup(data.text, 'html.parser’)
title_tag = soup.select_one('title")

title = title_tag.text

return title
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Git Hub Action

< python Z2HMEE git hub action=2 &

E£38l| Docker HubZ Hj &

AOS
o= oT = 11

St test_utils.py Tt M5t st &Y
from utils import get_movie_info

def test_get_movie_info():
test_url =

https://movie.naver.com/movie/bi/mi/basic.nhn?code=185293
title = get_movie_info(test_url)
assert title == "L|O|H| A"

S/



Git Hub Action

% python ZE2MEE git hub actionS £9l Docker HubZ Hj =
py g
v pytest =

platform darwin -- Python 3.11.4, pytest-7.4.0, pluggy-1.0.0

rootdir: /Users/adam/Documents/lecture/DevOps/git/Practice/flaskweb
plugins: anyio-3.5.0

collected 1 item

test_utils.py .
[100%]

= 1 passed in 0.70s =
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Git Hub Action

< python Z2HMEZ git hub action® S5l Docker HubZ H{ =
v app.py T8
from flask import Flask, render_template, jsonify, request

from utils import get_movie_info
app = Flask(_name_)
from pymongo import MongoClient

client = MongoClient('127.0.0.1")
db = client.dbsparta
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Git Hub Action

< python Z2HMEZ git hub action® S5l Docker HubZ H{ =
v app.py T8
## HTMLE = &
@app.route('/")
def home():
return render_template('index.html")

@app.route('/memo’, methods=['GET'])

def listing():
articles = list(db.articles.find({}, {'_id": False}))
return jsonify({'all_articles': articles})
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Git Hub Action

< python Z2HMEZ git hub action® S5l Docker HubZ H{ =
v app.py T8

## APl 922 ot F &

@app.route('/memo’, methods=['POST'])

def saving():
url_receive = request.form['url_give']
comment_receive = request.form['comment_give']

title = get_movie_info(url_receive)
doc = {

‘title': title,

‘'url; url_receive,

‘comment’: comment_receive

}

db.articles.insert_one(doc)

return jsonify({msg": 'A| & 0| 2t=E| &L CH'))
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Git Hub Action

< python Z2HMEZ git hub action® S5l Docker HubZ H{ =
v app.py T8

if _name__ =="'_main_":
app.run('0.0.0.0', port=5000, debug=True)
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Git Hub Action

< python Z2HMEZ git hub action® S5l Docker HubZ H{ =
v IZIZHE AlsH — python app.py
v HEtRXO0|M localhost:5000 H<
v git hubOA 22|7] {ISiA TH7|X|Z requirements.txt £ L ELH7|
pip list --format=freeze > requirements.txt
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Git Hub Action

< python Z2HMEZ git hub action® S5l Docker HubZ H{ =

v EZZMEOQ| github/workflows C|HE2|E MMStD yam| THY 2 M50 2Hy -
learn_github_action.yaml

name: learn-github-actions

on:
push:
branches:
- main
pull_request:
branches:
- main
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Git Hub Action

< python Z2HMEZ git hub action® S5l Docker HubZ H{ =
v EZZMEOQ github/workflows C|HEZ|E MMHSt10 yam| TS MdstD &Y -
learn_github_action.yaml
jobs:
python-hello-world:
runs-on: ubuntu-latest

steps:
- name: Checkout repository
uses: actions/checkout@v4

- name: Set up Python 3.13
uses: actions/setup-python@v5

with:
# SAX 7HE E[ 4 S A Q1 3132 AHE LI
# £ If7|X| 22/40| S 2SICHH 3128 AIE8dlE £5 L L

python-version: "3.13"

- name: Display Python version
run: python --version

- name: Execute Python script
run: python -c "print(‘hello world from Python 3.13!")"
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Git Hub Action

< python Z2HMEZ git hub action® S5l Docker HubZ H{ =
v A4 2 ZX|E2[0f pushdtil Action 20

python-hello-world
| r

Set up job

Run actions/checkout@v2

Run actions/setup-python@v2

Run python -c "print(*hello world')"

» Run python —-c "print('hello world')"
hello world

Post Run actions/setup-python@v2
Post Run actions/checkout@v?2

Complete job




Git Hub Action

% python

C| =
ot = =29l ci-test.yaml

name: ci-test
on:

push:
branches:
- main
jobs:
run-test-code:
runs-on: ubuntu-latest
steps:
- uses: actions/checkout@v4

- uses: actions/setup-python@v5
with:

python-version: "3.13"

- run: pip install -r requirements.txt
- run: pytest

ZEMEEZ git hub actionZ &3l Docker HubE H{ &
v Yt
L=

EQ|o HAES AHs22 +AoH| 2ot yaml TS 715}

1 git hub0| €2
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Git Hub Action

% git hub action2 &5l Docker HubZ HfIL

E2|0f| HIAEE Ats22 57| 2o yaml LIS F7H5E1 git hubOfl 2
2l ci-test.yaml

run-test-code

Set up job

Run actions/checkout@v2

Run actions/setup-python@v2

Run pip install -r requirements.txt

Run pytest

»Run pytest

test session starts
platform linux —— Python 3.8.18, pytest-7.4.2, pluggy-1.3.0

rootdir: /home/runner/work/flaskweb/flaskweb
collected 1 item

test_utils.py . [100%]

1 passed in 3.36s

Post Run actions/setup-python@v2

Post Run actions/checkout@v2

Complete job




Git Hub Action

< python Z2HMEZ git hub action® S5l Docker HubZ H{ =
v’ Dockerfile2 F7}5t0 &hd
FROM python:3.13-slim

RUN apt-get update #

&& apt-get install -y --no-install-recommends ¥
postgresql-client #
&8& rm -rf /var/lib/apt/lists/*

WORKDIR /usr/src/app
COPY requirements.txt ./

RUN pip install -r requirements.txt
COPY ..

EXPOSE 5000

CMD ["python3", "-m", "flask", "run", "--host=0.0.0.0"]
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Git Hub Action

< python ZEHMEZ git hub actiong &9l Docker HubZ Hij{ &
v O|O|X| 2 E: docker build -t ggangpae1/flaskweb .
v ZAHO|H ‘4 M: docker run -dit -p 5000:5000 --name flaskweb ggangpael/flaskweb
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Git Hub Action

< python Z2HMEZ git hub action® S5l Docker HubZ H{ =
v ci-pipelineyam| It 2 PHE 1 2
name: ci-pipeline
on:
push:
branches:
- main
jobs:
run-test-code:
runs-on: ubuntu-latest
steps:
- uses: actions/checkout@v4
- uses: actions/setup-python@v5
with:
python-version: "3.13"
- run: pip install -r requirements.txt

- run: pytest
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Git Hub Action

< python ZEMEE git hub action

1> ofm

= E3ll Docker HubZ Hf =
v ci-pipelineyam| It 2 PHE 1 2
build:
needs: [run-test-code]
runs-on: ubuntu-latest
steps:
- name: Checkout
uses: actions/checkout@v4
- name: Set up Python 3.13
uses: actions/setup-python@v5
with:
python-version: '3.13'
- name: Install dependencies
run: |
python -m pip install --upgrade pip
pip install -r requirements.txt
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Git Hub Action

< python Z2HMEZ git hub action® S5l Docker HubZ H{ =
A
(@]

v’ ci-pipelineyam| It SHE1 &

- name: Login to DockerHub

uses: docker/login-action@v1

with:
username: ggnagpaeT
password: dckr_pat_WgfTukGolj_48qyr9N43LAHtfD4

- name: build and release to DockerHub

env:
NAME: ggnagpael
REPO: flaskweb

run: |
docker build -t $REPO .
docker tag $REPO:latest SNAME/$REPO:latest
docker push $NAME/$REPO:latest

53



Git Hub Action

< python Z2HMEZ git hub action® S5l Docker HubZ H{ =
v DockerHubOfl Repository 4-: flaskweb
v ZIE ZA o

remote: - Push cannot contain secrets

remote:

remote:

remote: (?) Learn how to resolve a blocked push

remote: https://docs.github.com/code-security/secret-scanning/working-with-

secret-scanning-and-push-protection/working-with-push-protection-from-the-
command-line#resolving-a-blocked-push

remote:

remote:

remote: —— Docker Personal Access Token

remote: locations:

remote: - commit: 43¢38878a1b2e16076ccdfb43d79dd25013bebd5

remote: path: .github/workflows/ci_test.yaml:34

remote:

remote: (?) To push, remove secret from commit(s) or follow this URL to allow the
secret.

remote: https://github.com/itstudy001/python-test/security/secret-

scanning/unblock-secret/3ArmHfCi1QtFQorFSImOWx7YIwO0
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Git Hub Action

< python ZEHMEZ git hub actiong &9l Docker HubZ Hij{ &
v’ Secret 0| &

o T Z=MEO| GitHub RepositoryZ O| S5 Al repositoryE AHA|StD CHA| 44

® Settings > Secrets and variables > Actions 0|7 & A EH

® New repository secret HES &2 Otz & 7tX|E 242 7+
& DOCKERHUB_USERNAME: AtEX}Q| Docker Hub ID
¢ DOCKERHUB_TOKEN: &3 S A8 Access Token #f
€ DOCKERHUB_REPO: Repository O|&
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Git Hub Action

< python Z2HMEZ git hub action® S5l Docker HubZ H{ =
v ci-pipeline.yaml 7
name: ci-pipeline
on:
push:
branches:
- main
jobs:
run-test-code:
runs-on: ubuntu-latest
steps:
- uses: actions/checkout@v4
- uses: actions/setup-python@v5
with:
python-version: "3.13"
- run: pip install -r requirements.txt
- run: pytest
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Git Hub Action

< python Z2HMEZ git hub action® S5l Docker HubZ H{ =
v’ ci-pipelineyaml =7

build:
needs: [run-test-code]
runs-on: ubuntu-latest
steps:
- name: Checkout
uses: actions/checkout@v4
- name: Set up Python 3.13
uses: actions/setup-python@v5
with:
python-version: '3.13'
- name: Install dependencies
run: |
python -m pip install --upgrade pip
pip install -r requirements.txt
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Git Hub Action

< python Z2HMEZ git hub action® S5l Docker HubZ H{ =
v ci-pipeline.yaml 7
- name: Login to DockerHub
uses: docker/login-action@v1
with:
username: ${{ secrets. DOCKERHUB_USERNAME }}
password: ${{ secrets. DOCKERHUB_TOKEN }}
- name: build and release to DockerHub
run: |
docker build -t ${{ secrets. DOCKERHUB_REPO }} .
docker tag ${{ secrets. DOCKERHUB_REPO }}:latest
${{ secrets. DOCKERHUB_USERNAME }}/${{ secrets. DOCKERHUB_REPO }}:latest
docker push
${{ secrets. DOCKERHUB_USERNAME }}/${{ secrets. DOCKERHUB_REPO }}:latest
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Git Hub Action

% python ZE2HMEZ git hub action2 Sdll SSHE H{Z

v’ EC20| Docker &X|

v EC20{| Mongo DB Z1H|O| L Al3H

® docker run --name mongodb -v ~/data:/data/db -d -p 27017:27017 mongo

bash shell = docker exec -it mongodb bash
Repository0] Secret 478
EC2_HOST: EC2 QIAEHAS =8 IP £= =02
EC2_USERNAME: E= A (ubuntu)
EC2_SSH_KEY: EC2 &2 f2t .pem 7| O] LHE T
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Git Hub Action

< python Z2HMEZ git hub actione® Sdlf SSHE HjZ
v ci-pipeline.yaml 7
name: ci-pipeline
on:
push:
branches:
- main
jobs:
run-test-code:
runs-on: ubuntu-latest
steps:
- uses: actions/checkout@v4
- uses: actions/setup-python@v5
with:
python-version: "3.13"
- run: pip install -r requirements.txt
- run: pytest
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Git Hub Action

< python Z2EHMEE git hub action® &3l SSHE HfZE
v’ ci-pipelineyaml =7

build:
needs: [run-test-code]
runs-on: ubuntu-latest
steps:
- name: Checkout
uses: actions/checkout@v4
- name: Set up Python 3.13
uses: actions/setup-python@v5
with:
python-version: '3.13'
- name: Install dependencies
run: |
python -m pip install --upgrade pip
pip install -r requirements.txt
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Git Hub Action

< python ZEHMEZ git hub actiong &9l SSHE Hij &
v ci-pipeline.yaml 7
- name: Login to DockerHub
uses: docker/login-action@v1
with:
username: ${{ secrets. DOCKERHUB_USERNAME }}
password: ${{ secrets. DOCKERHUB_TOKEN }}
- name: build and release to DockerHub
run: |
docker build -t ${{ secrets. DOCKERHUB_REPO }} .
docker tag ${{ secrets. DOCKERHUB_REPO }}:latest
${{ secrets. DOCKERHUB_USERNAME }}/${{ secrets. DOCKERHUB_REPO }}:latest
docker push
${{ secrets. DOCKERHUB_USERNAME }}/${{ secrets. DOCKERHUB_REPO }}:latest
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Git Hub Action

< python Z2EHMEE git hub action® &3l SSHE HfZE
v’ ci-pipelineyaml =7

deploy:
needs: build
runs-on: ubuntu-latest
steps:
- name: Deploy to EC2 via SSH
uses: appleboy/ssh-action@v1.0.3
with:
host: ${{ secrets.EC2_HOST }}
username: ${{ secrets.EC2_USERNAME }}
key: ${{ secrets.EC2_SSH_KEY }}
#1. A8 2tg HeE2 SEL L
envs: DOCKER_USERNAME, DOCKER_REPO, DOCKER_TOKEN
debug: true # <--- O] 28 & FIISHM LM 2 E =l
timeout: 10s # =5 Al EfQOIR ChH=
command_timeout: Tm
request_pty: true
use_insecure_cipher: true
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Git Hub Action

< python Z2EHMEE git hub action® &3l SSHE HfZE
v' ci-pipelineyaml =7

script: |
echo "Successfully Connected!"

# 1.8 g ol (CHZ 23) H =19

echo "Starting deployment for: $DOCKER_USERNAME/$DOCKER_REPO"

echo "${DOCKER_TOKEN}" | sudo docker login -u "${DOCKER_USERNAME}" --
password-stdin

# 2. X4 O|O|X| 7t 27|
sudo docker pull $DOCKER_USERNAME/$DOCKER_REPO:latest

# 2>/dev/null2 O|2] HAIX|E =7|1, || trues A= CtS EHAE T4t
Al gLk

sudo docker stop my-app-container 2>/dev/null || true

sudo docker rm my-app-container 2>/dev/null || true
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Git Hub Action

< python Z2EHMEE git hub action® &3l SSHE HfZE
v' ci-pipelineyaml =7
# 4. M ZE[0]L A

# 50001 ZTEZ E0}7}= Flask/Node Y12 80ZEZ

sudo docker run -d W
--name my-app-container W
-p 80:5000 W
--restart always W
$DOCKER_USERNAME/$DOCKER_REPO:latest

# 5. 2223t 0|0|X|(Dangling images) & 2|
sudo docker image prune -f

# 0. GitHub SecretsE SSH &t H2 Oj &Lt

env:
DOCKER_USERNAME: ${{ secrets.DOCKER_USERNAME }}
DOCKER_REPO: ${{ secrets. DOCKER_REPO }}
DOCKER_TOKEN: ${{ secrets. DOCKERHUB_TOKEN }}

245

= Ol Al &Lt
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Git Hub Action

< python Z2HMEZ git hub action® S5l kubenetes clusterdi| Hij =
v GitHub Secrets 878
® KUBECONFIGO| 22{AH T YE (~/kube/config LIE T A)
o T IP= 2R0M B 7tsth IPE =7
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Git Hub Action

=1

< python Z2HMEZ git hub action2 &3l kubenetes cluster0i| HiZ=
v HIZE f[e OLEHAE Ed
® deployment.yml
apiVersion: apps/v1
kind: Deployment
metadata:
name: flaskweb-deployment

labels:
app: flaskweb
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Git Hub Action

=1

< python ZE2HMEE git hub action2 S3ll kubenetes cluster0i Hij =
v HiZE f[ot LM AE 4-d
® deployment.yml

spec:
replicas: 3
selector:
matchlLabels:
app: flaskweb
template:
metadata:
labels:
app: flaskweb
spec:
containers:
- name: flaskweb-container
image: ggnagpael/flaskweb:latest
ports:
- containerPort: 5000
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Git Hub Action

=1

< python ZEHMEZ git hub actionE S5l kubenetes cluster0j Hij &=
v HH;LI‘_' | |:|H|__|_|_|_-”AE AHA—I

® serviceym|

apiVersion: v1
kind: Service
metadata:
name: flaskweb-service
spec:
type: NodePort
selector:
app: flaskweb # Deployment?| labels@} L X|8lOF &fL|Ct.
ports:
- protocol: TCP
port: 80 # MH|29| 7t ZE (S AH R SHE)
targetPort: 5000 # Pod(Z1H|O|L) L E O MK 2 0“31 QLRI
000

nodePort: 30008 # 2F0|A &S If AHESH= ZE (30000-32767 ALO| X
)
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Git Hub Action

< python Z2HMEZ git hub action® S5l kubenetes clusterdi| Hij =
v H{ZS 2ot OjL{HAE d-d
® action It 74

name: ci-pipeline
on:
push:
branches:
- main
jobs:
run-test-code:
runs-on: ubuntu-latest
steps:
- uses: actions/checkout@v4
- uses: actions/setup-python@v5
with:
python-version: "3.13"
- run: pip install -r requirements.txt
- run: pytest
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Git Hub Action

< python ZEHMEZ git hub actionE S5l kubenetes cluster0j Hij &=
v H{ZEZ @[Tt OjL{HAE &d
® action It =7H
build:
needs: [run-test-code]
runs-on: ubuntu-latest
steps:

- name: Checkout
uses: actions/checkout@v4
- name: Set up Python 3.13
uses: actions/setup-python@v5
with:
python-version: '3.13'
- name: Install dependencies
run: |
python -m pip install --upgrade pip
pip install -r requirements.txt

71



Git Hub Action

< python Z2HMEZ git hub action2 &3l kubenetes cluster0i| HiZ=
HUHAE A

—l ol A
o =7

|

v HEZE 9
® action

- name: Install dependencies
run: |
python -m pip install --upgrade pip
pip install -r requirements.txt
- name: Login to DockerHub
uses: docker/login-action@v1
with:
username: ${{ secrets. DOCKERHUB_USERNAME }}
password: ${{ secrets. DOCKERHUB_TOKEN }}
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Git Hub Action

< python Z2X| % git hub action® &5l kubenetes cluster0f Hj =
v HIZE /ot oL AE 4
® action IOt =X
- name: build and release to DockerHub

un:x .
IMAGE_TAG=${{ github.sha }}
docker build -t
${{ secreo’lcs.[?(OCKEer;IUB_USERNAI\/IE 1/${{ secrets. DOCKERHUB_REPO }}:$IMAGE_TAG .
ocker pus
${{ secrets.DOCKERHUB USERNAI\/IE }J{/${{ secrets. DOCKERHUB_REPO }}:$IMAGE_TAG
- name: Kubernetes 71
uses: azure/k8s-set- context@v3
with:
method: kubeconfig
kubeconfig: ${{ secrets. KUBECONFIG }}
- name: 242 H HiXE
run: |
# 1 B H3E
sed -i s||mage *limage:
${{ secrets. DOCKERHUB_USERNAME }}/${{ secrets. DOCKERHUB_REPO }}:${{ github.sha }}|
g" deployment.yml

# 2. —-insecure-skip-tls-verify=true 44 7} (21SA FA)

# 3. --validate=false &M F7} (OpenAPI Ef—r-EE A5 FAl)

kubectl apply -f deployment.yml --insecure-skip-tls- verlfy true --validate=false
kubectl apply -f service.yml --insecure-skip-tls-verify=true --validate=false
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