


% Ubuntu0f =& AX|

v A =H|

® sudo apt update && sudo apt upgrade -y
® sudo apt install wget apt-transport-https gnupg -y



< Ubuntudl =& AX|
v Elastic Search A X|
® CElastic 324! GPG 7| Y AMEA =7}

€ sudo apt update

€ sudo apt install wget gnupg2 apt-transport-https -y
# Elastic GPG 7| S5

2

€ wget -qO - https://artifacts.elastic.co/GPG-KEY-elasticsearch | gpg --dearmor
sudo tee /usr/share/keyrings/elasticsearch-keyring.gpg > /dev/null

2

echo "deb [signed-by=/usr/share/keyrings/elasticsearch-keyring.gpg]
https://artifacts.elastic.co/packages/8.x/apt stable main" | sudo tee
/etc/apt/sources.list.d/elastic-8.x.list

® CElasticsearch & X|
€ sudo apt update
€ sudo apt install elasticsearch —y
® Flasticsearch A{H|A A3
€ sudo systemctl enable elasticsearch
€ sudo systemctl start elasticsearch
® Flasticsearch H|Z2HZ MY

€ sudo /usr/share/elasticsearch/bin/elasticsearch-reset-password -u elastic



% Ubuntu0l =5 4%
v Elastic Search & X|
® CElastic Search 2Ql: curl -k https://localhost:9200 -u elasticH| 2

{

}

"name" : "server”,
"cluster_name" : "elasticsearch",
"cluster_uuid" : "OmglIR7aYRtuWTrsbwTaBé6w",
"version" : {
"number" : "8.19.3",
"build_flavor" : "default",
"build_type" : "deb",
"build_hash" : "1fde05a4d63448377eceb8fd3d51ce16ca3f02a9",
"build_date" : "2025-08-26T02:35:34.366492370Z",
"build_snapshot" : false,
"lucene_version" : "9.12.2",
"minimum_wire_compatibility_version" : "7.17.0",
"minimum_index_compatibility_version" : "7.0.0"

b

"tagline" : "You Know, for Search"



% Ubuntud| =& &X|
v' Log Stash & X|
® sudo apt install logstash -y

sudo systemctl enable logstash

sudo systemctl start logstash

JDK AX[: sudo apt install openjdk-17-jdk -y
2}2l: dpkg -l | grep logstash

il logstash 1:8.19.3-1 armo4 An
extensible logging pipeline

PATH =="8: export PATH=$PATH:/usr/share/logstash/bin
® =0l |ogstash --version

Using bundled JDK: /usr/share/logstash/jdk

logstash 8.19.3



< UbuntuOi|

+5 4%

v Kibana AX|

sudo apt install kibana -y

sudo systemctl enable kibana
sudo systemctl start kibana
29l curl - http://localhost:5601

HTTP/1.1 200 OK

x-content-type-options: nosniff

referrer-policy: strict-origin-when-cross-origin

permissions-policy: camera=(), display-capture=(), fullscreen=(self), geolocation=(),
microphone=(), web-share=()

cross-origin-opener-policy: same-origin

content-security-policy: script-src 'report-sample’ 'self'; worker-src 'report-sample’
'self' blob:; style-src 'report-sample’ 'self' 'unsafe-inline'
content-security-policy-report-only: form-action 'report-sample’ 'self'; object-src
'report-sample' 'none’

kbn-name: elk



http://localhost:5601/

< Ubuntu0i| =& &X|
v My
® sudo ufw allow 5601/tcp # Kibana
® sudo ufw allow 9200/tcp # Elasticsearch
® sudo ufw allow 5044/tcp # Logstash Beats 4=



To =2

% Ubuntu0f =& AX|

v Kibana AX]
o Qo M

_I_-I-
T == ©

12 /etc/kibana/kibana.yml L 0Of| =7}

server.host: "0.0.0.0"

o
S kibana
® Kibana &
& 43

o s}

s L

EZ2 MAM: sudo /usr/share/elasticsearch/bin/elasticsearch-create-enrollment-token -

(http://IP:5601)0| A E

3 E=

- O~

2}9l: sudo /usr/share/kibana/bin/kibana-verification-code

&

Verification required

Copy the code from the Kibana server or run bin/kibana-

verification-code to retrieve it



http://ip:5601/

< Ubuntud| =5 AX|
v Kibana AX|
e =109l

e
@

Welcome to Elastic

Username

elastic

Password

& >



/7
0.0

UbuntuOf =& AX|
v Kibana AX|
ol

—

o =t

& elastic

Integrations  Browse integrations

Integrations

Choose an integration to start collecting and analyzing your data.

Browse i

Installed i

All categories
APM

AWS

Azure

Cloud

Config management
Containers
Custom

Database

Elastic Stack
Elasticsearch SDK

Google Cloud

1

43

30

94

40

51

22

Q Search for integrations

(=
[u]

APM

Collect performance metrics from your
applications with Elastic APM.

1Password

Collect logs from 1Password with Elastic
Agent.

ActiveMQ

Collect logs and metrics from ActiveMQ
instances with Elastic Agent.

Can't find an Integration? n

Create a custom one to fit your requirements

@ Create new integration

Elastic Defend

Protect your hosts and cloud workloads
with threat prevention, detection, and
deep security data visibility.

Abnormal Al

Collect logs from Abnormal Al with
Elastic Agent.

Admin By Request EPM

Collect logs from Admin By Request
EPM with Elastic Agent.

) Web crawler

Add search to your website with the
web crawler.

s abuse.ch

Ingest threat intelligence indicators from
URL Haus, Malware Bazaar, and Threat
Fox feeds with Elastic Agent.

Aerospike Metrics

Collect metrics from Aerospike servers
with Metricbeat.

10



% Ubuntu0f =& AX|

v HIE €X|

® sudo apt install filebeat
® sudo apt install metricbeat

11



Spring Boot Log

o 7H_Q_

logstash ‘ -
logs k.b =] (O e -
! ibana -

EE——F

12



Spring Boot Log

% ElasticSearch &7
v ElasticSearch &7
o H7 I =7 /etc/elasticsearch/elasticsearch.yml
xpack.security.enabled: false
® AH|A THA|ZE: sudo systemctl restart elasticsearch

13



Spring Boot Log

% ElasticSearch 8™

v logstash &7 I}Y: /etc/logstash/conf.d/logstash.conf

input {
# Spring Boot O 2270|4222 H TCPE S3ll 215 &5
tep {
port => 5044
codec => json_lines
}
}
filter {
# LQot AR 2L J7t38tE 2E S FItetLCt
# 0 Ef AR T pisto|Lt £ T X7

=
mutate {
remove_field => ["port", "host"]

}
}

14



Spring Boot Log

% Logstash &%
v logstash &7 I}Y: /etc/logstash/conf.d/logstash.conf
output {

# 7t3 = 21E Elasticsearch2 F&

elasticsearch {
hosts => ["http://localhost:9200"]
index => "springboot-elk"
ssl => false

# Elasticsearch 29t 70| £|0] = B2 AE HE ¢4
#user => "elastic"
#password => "8j05aJ4bncEE8HXzBmHXx"

}

# LA S ?lo 20 =5 (24 =7 %)
stdout { codec => rubydebug }
}

15



Spring Boot Log

el I O
o 2Zg Z2NE Hd Sl dd -2 Y

v spring-web, lombok 2|EHE FIIot ZE2HE M

>
ok
=
I

16



Spring Boot Log

% AN
EXS

=

oy mRNE 4 QLAY -2 Y
v IZZHEO0 Controller &7t - LogController
import lombok.extern.slf4).SIf4j;
import org.springframework.web.bind.annotation.GetMapping;

import org.springframework.web.bind.annotation.PathVariable;
import org.springframework.web.bind.annotation.RestController;

J=

@RestController
@SIf4j
public class LogController {
@GetMapping("/member/{name}")
public String sayHello(@PathVariable String name) {
log.info("logs-1 " + name);
return "Hello " + name;

}

@GetMapping("/board/{name}")

public String sayGoodBye(@PathVariable String name) {
log.info("logs-2 " + name);
return "Board " + name;

17/



Spring Boot Log

D2 DEME AN QI AIBH - 2 AN
v IZEZHEO| Application e =7

import lombok.extern.slf4).SIf4j;

import org.springframework.boot.ApplicationArguments;

import org.springframework.boot.ApplicationRunner;

import org.springframework.boot.SpringApplication;

import org.springframework.boot.autoconfigure.SpringBootApplication;
@SIf4j

@SpringBootApplication

public class ElkApplication implements ApplicationRunner {

public static void main(String[] args) {
SpringApplication.run(ElkApplication.class, args);

}
@Override
public void run(ApplicationArguments args) throws Exception {
inti=0;
while(true) {
Thread.sleep(1000);
log.info("springboot-elk-01 = {}", ++i);
}
}

}
18



Spring Boot Log

— — D |
o ADY DRHE AN G MY -2 MY

v 21E logStashZ WEL{ =% build.gradle Tt 0| 2|ES =7}
implementation 'net.logstash.logback:logstash-logback-encoder:7.4'

19



Spring Boot Log

— — D |
o ADY DRHE AN G MY -2 MY

v 21E LogStashZ LHELHEE resources C|H E 2|0 logback.xml Lt

<?xml version="1.0" encoding="UTF-8"7?>
<configuration>
<appender name="console" class="ch.qos.logback.core.ConsoleAppender">
<encoder class="ch.qos.logback.classic.encoder.PatternLayoutEncoder">
<pattern>%-5level %d{HH:mm:ss.SSS} [%thread] %logger{36} -
%msg%n</pattern>
</encoder>
</appender>
<appender name="stash"
class="net.logstash.logback.appender.LogstashTcpSocketAppender">
<destination>192.168.202.18:5044 < /destination>
<!-- encoder is required -->
<encoder class="net.logstash.logback.encoder.LogstashEncoder" />
</appender>
<root level="INFO">
<appender-ref ref="console"/>
<appender-ref ref="stash"/>
</root>
</configuration>

o
sl
J
of
fd
utal
0z

20



Spring Boot Log

% Spring Boot Log
v ONH 2l 2 23 49
o 2FS N N ES

v’ ElasticSearchO| Al 21 T & =tQl(Elastic Search 7t MCHZ2 S2F Z2IX| 2Ql): sudo tail -f
/var/log/elasticsearch/elasticsearch.log

v LogStash 21 =tQl: sudo tail -f /var/log/logstash/logstash-plain.log

21



Spring Boot Log

% Spring Boot Log
v BEtRKXOM http://localhost:5601 2 & = 2 A 9l(elastic/changeme)

<
@

Welcome to Elastic

Username

elastic

Password

22


http://localhost:5601/

Spring Boot Log

% Spring Boot Log
v BEtRKXOM http://localhost:5601 2 & = 2 A 9l(elastic/changeme)
® kibana 219l > Stack Management

23


http://localhost:5601/

